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Trending

Every year in September, heads of state descend on 
New York City for the annual debate of the UN General 
Assembly, where digital issues are prioritised along-
side other global challenges, such as poverty reduc-
tion, violent conflicts, and the climate crisis.

Yet, this year’s UNGA debate was quite different. World 
leaders talked a lot about the pandemic and climate 
change, but very little about technology and digital 
issues. Are they not as important anymore?

During the past 18 months, COVID-19 did more than 
just confine us to our homes. It pushed us to use the 
internet more than ever before. Wherever possible, 
employees were asked to work from home, teachers 
and kids moved to e-learning, and more shops went 
online. Suddenly, for many people around the world, 
online and offline merged into one.

The same likely happened to digital issues. World 
leaders talked about how to tackle the climate cri-
sis, how to encourage vaccination efforts, and how 
to make an economic recovery from the pandemic. 

Digital technology was no longer a main solution, but 
lies at the heart of them.

This doesn’t mean that world leaders are going to drift 
away from discussing specific digital issues. There are 
still many concerns related to the use and misuse of tech-
nology (cybersecurity), the development of frontier tech-
nologies (AI, virtual reality), and the divide between those 
who use the internet and those who have no access.

Yet, for many people, ‘digital’ is now an integral part 
of life. For world leaders, a mainstream part of their 
solutions. It does not need to be singled out every time.

UN Secretary-General António Guterres addresses the opening of 
the general debate of the General Assembly’s 76th session.
Credit: Mark Garten, UN

56% of countries delivered

their speeches on-site

Hybrid diplomacy in the making

44% of countries delivered their

speeches via pre-recorded videos

in situ pre-recorded

Digital becomes mainstream

This time of the year marks the start of a new 
school year for young people, many go back 
to work after their summer vacations, and the 
diplomatic calendar renews. It’s therefore a good 
time to ask: What does the ‘big return’ look like – 
online, onsite, or hybrid?

Heads of state asked the same question in the lead 
up to the UNGA debate. Just over half of the world’s 
leaders travelled to New York. The rest delivered 
their speeches online.  This could well be a 
reflection of how governments will approach ‘back 
to work’ as the pandemic continues to ebb and flow.

What about the tech industry? It seems that for 
many companies, it’s still early to reopen. When 
they do, many will opt for a hybrid version of 
work.  Hybrid is the new normal.

Future of work: 
On the path to a new normal

https://dig.watch/trends/unga74
https://infogram.com/unga76-presence-1h8n6m3jzrv8j4x
https://www.protocol.com/return-to-work-calendar
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On 8 October, the majority of the world’s countries 
approved the so-called Statement on the Two-Pillar 
Solution to Address the Tax Challenges Arising from 
the Digitalisation of the Economy with a Detailed 
Implementation Plan,  which updated and finalised 
the consensus that 131 countries reached in July.

As the name of the accord suggests, there are two tracks 
that were agreed to by each of the countries involved. 
The rules under Pillar One will ensure that profits from 
companies generating more than €20 billion in reve-
nues are distributed more fairly among countries who 
are entitled to tax them. On the other hand, Pillar Two 
will ensure healthier tax competition among countries 
by capping the minimum corporate tax rate at 15%.

The agreement on Pillar Two – a cap of 15% – represents 
a significant change from the July agreement to tax 
companies at a rate of ‘at least 15%’. This was a negotiat-
ing win for Ireland, which has maintained low taxes for 
years to attract global companies. Some of the conces-
sions made in the new tax accord brought holdouts into 
the fold – such as Ireland, Estonia, and Hungary – which 
is critical for the long-term success of the tax rules. Just 
as critically, the countries involved developed a detailed 
implementation plan for both Pillars.

How Big Tech will be impacted

Companies generating more than €20 billion in revenue 
will need to pay taxes into a pool, from which countries 
can claim the revenue they’re entitled to based on a 

complex formula. Therefore, irrespective of how the 
tax pie will be shared among countries, companies 
will have to pay their share of tax on some of the profit 
they make.

Another impact is that companies will no longer be 
able to find refuge in tax havens. Obviously, there are 
still a lot of details to be worked out over the next few 
months. But as the OECD explained, added to previ-
ous work it carried out over the years, ‘the cumulative 
impact of these initiatives means that “tax havens” as 
people think of them would no longer exist.’

Read our full coverage on the Digital Watch observatory.

Latest

What sweetened the deal enough for Ireland to 
sign on to the OECD’s rules is its win to establish 
a fixed tax rate. Ireland managed to negotiate the 
removal of the phrase ‘at least’ in the October text. 
The new tax rule, therefore, will be set at 15%, with 
no possibility in sight for increasing this rate.

Ireland also received assurances from the EU 
that the new directive (required under EU law to 
implement the OECD rules across EU countries) 
will not go beyond the OECD agreement. More 
importantly, Ireland’s current rate of 12.5% will 
also continue to apply to companies earning less 
than €750 million.

Ireland’s change of heart

Countries agree to new OECD tax rules:
How big tech companies will be impacted

A total of 136 countries have agreed to the OECD’s new global corporate tax rules, which will affect 
big tech companies including Google, Apple, Facebook, and Amazon. Here’s what’s new in the land-
mark October agreement.

TARGET DEADLINES

Pillar One Pillar Two

Early 2022 – Text of a Multilateral Convention (MLC) and 
Explanatory Statement to implement Amount A of Pillar One

November 2021 – Model rules to define scope and 
mechanics for the GloBE rules

Early 2022 – Model rules for domestic legislation 
necessary for the implementation of Pillar One

November 2021 – Model treaty provision to give effect to 
the subject to tax rule

Mid 2022 – High-level signing ceremony for the 
Multilateral Convention

Mid 2022 – Multilateral Instrument (MLI) for implementation 
of the STR in relevant bilateral treaties

End 2022 – Finalisation of work on Amount B for Pillar One End 2022 – Implementation framework to facilitate 
co-ordinated implementation of the GloBE rules

2023 – Implementation of the Two-Pillar Solution

https://www.oecd.org/tax/beps/statement-on-a-two-pillar-solution-to-address-the-tax-challenges-arising-from-the-digitalisation-of-the-economy-october-2021.pdf
https://dig.watch/issues/taxation#view-208-4
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Barometer

Digital policy developments that made headlines

The digital policy landscape changes daily, so here are all the main developments from last month. 
We’ve decoded them into bite-sized authoritative updates. There’s more detail in each update on the 
Digital Watch observatory.

increasing relevance

Global IG architecture
Digital issues were overshadowed by climate change and vaccine woes during the UNGA 
annual debate. The UN Secretary-General’s Our Common Agenda report warns of a stark 
choice on the world’s most pressing issues: Either breakthrough or breakdown.  More on 
pages 2 , 6–7.

The Australian, UK, and US (AUKUS) security partnership will cover cyber capabilities, AI, and 
quantum technologies.

‘Digital is the make-or-break issue’, European Commission President Ursula von der Leyen 
said in this year’s State of the Union address.

low relevance

Sustainable development
UNCTAD launched the digital tool ‘The Wheel of Purpose’, to provide information on its initia-
tives related to the SDGs.

Security
The Wall Street Journal revealed that studies conducted by Facebook showed that Instagram 
has a negative impact on teenage girls.  In a US Senate hearing, a former employee turned 
whistleblower testified that the company kept these studies to itself.  Meanwhile, Facebook 
has put on hold its plans for a new Instagram app for children.

Russian internet company Yandex suffered what it described as the largest cyberattack in 
the country’s history.

Google temporarily blocked a number of Afghan government email accounts.

same relevance

E-commerce and the internet economy
The US-EU Trade and Technology Council  meets for the first time. Read our coverage on pages 8–9.

Amsterdam’s District Court ruled that Dutch Uber drivers are employees, not contractors.

The Epic vs Apple saga has ended:  Apple must change its rules which have so far prohibited 
developers from steering users to alternative in-app payment systems. South Korea passed 
a new law banning app store restrictions.  Meanwhile, the South Korean watchdog fined 
Google US$176.64 million for abusing its dominance in the Android OS market.

China’s central bank extended its cryptocurrency transactions ban to foreign companies.

El Salvador became the first country to adopt bitcoin as legal tender.

increasing relevance

Infrastructure
The European Commission proposed that phones and small electronic devices should have a 
universal charger.  It also announced a new European Chips Act and a new Cyber Resilience 
Act.

increasing relevance

https://dig.watch/
https://www.un.org/en/content/common-agenda-report/assets/pdf/Common_Agenda_Report_English.pdf
https://www.gov.uk/government/news/uk-us-and-australia-launch-new-security-partnership
https://ec.europa.eu/commission/presscorner/detail/en/speech_21_4701
https://unctad.org/news/new-gamified-digital-tool-showcases-unctads-work-global-goals
https://www.wsj.com/articles/the-facebook-files-11631713039
https://www.commerce.senate.gov/services/files/FC8A558E-824E-4914-BEDB-3A7B1190BD49
https://about.fb.com/news/2021/09/pausing-instagram-kids-building-parental-supervision-tools/
https://www.vedomosti.ru/technology/articles/2021/09/07/885664-yandeks-ddos-atake
https://www.reuters.com/world/asia-pacific/exclusive-google-locks-afghan-government-accounts-taliban-seek-emails-source-2021-09-03/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/09/29/u-s-eu-trade-and-technology-council-inaugural-joint-statement/
https://www.rechtspraak.nl/Organisatie-en-contact/Organisatie/Rechtbanken/Rechtbank-Amsterdam/Nieuws/Paginas/Uberchauffeurs-vallen-onder-CAO-Taxivervoer.aspx
https://cand.uscourts.gov/wp-content/uploads/cases-of-interest/epic-games-v-apple/Epic-v.-Apple-20-cv-05640-YGR-Dkt-812-Order.pdf
https://mailchi.mp/diplomacy/weeklydigest49#southkorea
https://www.ftc.go.kr/www/selectReportUserView.do?key=10&rpttype=1&report_data_no=9254
http://www.pbc.gov.cn/goutongjiaoliu/113456/113469/4348521/index.html
https://www.presidencia.gob.sv/chivo-wallet-la-aplicacion-oficial-del-gobierno-estara-disponible-a-partir-de-manana-y-no-se-pedira-dinero-para-usarla/
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_4613
https://ec.europa.eu/commission/presscorner/detail/ov/SPEECH_21_4701
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low relevance

Jurisdictional and legal issues
The Court of Justice of the EU said that certain unlimited data services offers by Vodafone 
and Deutsche Telekom in Germany breached European net neutrality laws.

Email service provider ProtonMail, known for its anonymity-focused service, was obliged to 
turn over metadata linked to a French climate activist to the Swiss authorities.

Digital rights
Apple postponed its plans to roll out child safety measures.

The Irish Data Protection Commission (DPC) fined WhatsApp €225 million for failing to be 
transparent on how it uses data across partner services such as Facebook and Instagram.

The Italian and Irish DPCs are concerned about Facebook’s new smart glasses.  The Irish 
DPC is also looking into TikTok’s processing of children’s data.

The latest Freedom House annual report finds the right to freedom of expression online is 
under unprecedented threat worldwide.

increasing relevance

New technologies (IoT, AI, etc.)
The UN High Commissioner for Human Rights called for a moratorium on AI applications that 
cannot be operated in compliance with international human rights law.

In Japan, companies teamed up to form the Quantum Strategic Industry Alliance for 
Revolution.  France and the Netherlands will cooperate on advancing research and fostering 
collaboration with the quantum industry.

same relevance

same relevance

Content policy
An Australian court ruled that media companies are liable for defamatory content shared on 
their platforms.

Google and Apple caved in to pressure from Russia to remove opposition leader Alexei 
Navalny’s app Vote Smart from their respective app stores in the country.

Brazil’s Senate and Supreme Court blocked President Jair Bolsonaro’s decree limiting social 
platforms’ power to remove content.

Facebook’s Independent Oversight Board asked the company for more clarity on its review 
system for high-profile users.

UNCTAD’s latest report on the Digital Economy  calls for a new governance 
model on data flows. ‘Rather than trying to determine who “owns” the data, what 
matters is who has the right to access, control, and use the data’.

#ICYMI:

Data is distinct from conventional goods and services, 
says UNCTAD

EMBARGO
The contents of this Report must not be 

quoted or summarized in the print, 
broadcast or electronic media before

29 September 2021 at 7 a.m. CEST

U N I T E D  N AT I O N S  C O N F E R E N C E  O N  T R A D E  A N D  D E V E L O P M E N T

Cross-border data flows and development: 
For whom the data flow

DIGITAL
ECONOMY REPORT 2021

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2015.310.01.0001.01.ENG
https://thehackernews.com/2021/09/protonmail-shares-activists-ip-address.html
https://dig.watch/newsletter/digital-watch-newsletter-issue-62-september-2021#apple
https://www.dataprotection.ie/en/news-media/press-releases/data-protection-commission-announces-decision-whatsapp-inquiry
https://www.dataprotection.ie/en/news-media/latest-news/data-protection-commission-statement-concerning-facebook-view-glasses
https://www.dataprotection.ie/en/news-media/latest-news/dpc-launches-two-inquiries-tiktok-concerning-compliance-gdpr-requirements-relating-processing
https://freedomhouse.org/report/freedom-net/2021/global-drive-control-big-tech
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=27469&LangID=E
https://www.fujitsu.com/global/about/resources/news/press-releases/2021/0901-01.html
https://twitter.com/cedric_o/status/1432805418342944768
https://eresources.hcourt.gov.au/downloadPdf/2021/HCA/27
https://votesmart.appspot.com/
https://www.in.gov.br/en/web/dou/-/medida-provisoria-n-1.068-de-6-de-setembro-de-2021-343277275
https://oversightboard.com/news/3056753157930994-to-treat-users-fairly-facebook-must-commit-to-transparency/
https://unctad.org/system/files/official-document/der2021_en.pdf
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1. Security of cyberspace, security in 
cyberspace

Slovenia  highlighted the vulnerabilities that come 
from our dependence on the digital space and the 
damage cyberattacks can cause to critical infrastruc-
ture, the economy, and society. Australia  noted that 
cyberthreats are among the main challenges we face 
today.

Germany  and Belarus  called out digital conflicts 
as a threat. Kuwait  warned about the uncontrolled 
progress of modern technology and its ramifica-
tions for cybersecurity. For Cameroon,  cybercrime 
is one of the scourges plaguing humanity and for the 
Ivory Coast,  this is a transnational threat. Iceland  
highlighted how the complexity of modern conflicts 
has grown with the appearance of cyberthreats and 
disinformation.

Several countries, including Monaco  and the Czech 
Republic,  also referred to the growing rate of attacks 
against critical infrastructure. Croatia  stressed the 
increasing threats against critical health infrastruc-
ture, especially in times of crises such as the COVID-
19 pandemic.

In the face of these threats, the USA  maintained 
its ‘right to respond decisively to cyberattacks that 
threaten our people, our allies, or our interests’.

In dealing with the growing militarisation of cyber-
space, Russia  advocated for countries to come up 
with ‘standard norms for state’s responsible behavior 
in the use of ICTs’ at the UN. Such a process should 
be based on ‘universal agreements allowing to exam-
ine any concerns in a transparent manner, relying on 
facts’.

‘Incidents of hacking, virus attacks, access and dis-
semination and misuse of information and network 
security can no longer be ignored,’ Samoa  said. 
Together with Mauritius,  Samoa also referred to the 
need for a UN-led process in drafting a new cyber-
crime treaty. Qatar  spoke about the need for the UN 
to regulate according to the rules of international law, 

while Switzerland  highlighted the work it is carrying 
out ‘to promote responsible state behaviour and the 
application of international law in cyberspace’ and its 
participation in ‘efforts to combat cybercrime’.

2. A ‘pandemic of fake news’

Disinformation is wreaking havoc, particularly on 
social media. Qatar  dubbed misinformation a ‘pan-
demic of fake news’, while the Czech Republic  and 
Comoros  referred to the adverse effects of disinfor-
mation on citizen health, safety, and trust in institu-
tions. Canada  noted that the spread of systematic 
misinformation and propaganda created new risks 
and dangers for the digital age.

Israel  spoke about the role of fake news in political 
polarisation, stating that ‘In a polarised world, where 
algorithms fuel our anger, people on the right and on 
the left operate in two separate realities, each in their 
own social media bubble, they hear only the voices 
that confirm what they already believe in. People end 
up hating each other. Societies – get torn apart.’

Data

UNGA 76: Unpacking the top digital policy 
priorities

From among all the issues raised by world leaders during their annual debate, three policy issues 
stand out. Here’s who said what.

https://estatements.unmeetings.org/estatements/10.0010/20210924/7gIp44D6mxWV/AXSwEPSv6hoA_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210924/ajen3uMeQSDH/WrtPdMEdGES6_en.pdf
https://www.bundespraesident.de/SharedDocs/Reden/EN/Frank-Walter-Steinmeier/Reden/2021/210924-NY-General-Debate
https://estatements.unmeetings.org/estatements/10.0010/20210927/1kFsDvxNY5Xk/URt8Yv6b4BWw_ru.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210924/ajen3uMeQSDH/PL4YQ6qrQzBG_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210927/1kFsDvxNY5Xk/DDJMDXCxegmK_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210927/1kFsDvxNY5Xk/xor2nvedQsd7_fr.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210927/1kFsDvxNY5Xk/A1MP8jGLmpjH_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210923/5DX0mCyb94TX/JYg6VGCEPE9c_fr.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210923/5DX0mCyb94TX/aNEs32Bw1Lcz_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210921/TSfFq675wDmn/MgSa9Q0lU75r_en.pdf
https://www.whitehouse.gov/briefing-room/speeches-remarks/2021/09/21/remarks-by-president-biden-before-the-76th-session-of-the-united-nations-general-assembly/
https://www.diplomacy.edu/wp-content/uploads/2021/09/Russia-76th-UNGA.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210925/dJqXDXV2hTWs/VGwgtA3ts97b_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210924/7gIp44D6mxWV/FXTdUOgKQRs0_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210921/AT2JoAvm71nq/V7838xuu5RaL_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210921/AT2JoAvm71nq/LICDY2E7Shez_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210921/AT2JoAvm71nq/V7838xuu5RaL_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210923/5DX0mCyb94TX/aNEs32Bw1Lcz_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210923/MBCmdqQ6m0uY/jdQRXpYkhhhH_fr.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210927/f9hI1UVcyVQ6/51Cy0H5rkEWT_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210927/1kFsDvxNY5Xk/el5hEoDqcNJK_en.pdf
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‘How much more fake news will we allow to be spread 
without states defending the public digital spaces?,’ 
Barbados  asked.

Lithuania  suggested a ‘holistic approach and con-
crete new ways to get better in detecting, analysing, 
and exposing disinformation’. Monaco  said that a 
‘fine balance remains to be found between, on the one 
hand, disinformation, hate speech, conspiracy theo-
ries and, on the other hand, respect for fundamental 
freedoms’.

3. Tackling the digital divide

Many countries called for urgent action to address the 
digital divide, including education reform. The risk of 
not tackling the issue will hamper the world’s ability 
to achieve the 2030 Agenda. As Singapore  noted ‘the 
gulf of opportunities between digital haves and digi-
tal have-nots has also widened…if we do not close 
the digital divide, we will not achieve the sustainable 

development goals. That is why digitalisation poses 
a global challenge that requires a concerted global 
response.’

‘Today, we see some countries receiving a ‘digital 
dividend’ while others suffer the consequences of a 
‘digital divide’.[…] Leaving no one behind today means 
leaving no one offline,’ Jamaica  noted. The divide 
must be addressed with greater engagement of pri-
vate and public sectors.

For Guatemala,  narrowing the digital divide means 
educational reform. The pandemic exposed the unpre-
paredness of countries to shift to online, Eswatini said.

 Calling on the UN to rally support, Bangladesh  
stressed that ‘we need a global plan to prioritise educa-
tion recovery by investing in digital tools and services, 
access to internet, and capacity building of teachers.’

Read our full coverage of the UNGA 76,  and access our 
data analysis tool.

Data

The general debate of the 76th UNGA kicked off with a very passionate speech by UN Secretary-General 
António Guterres : ‘Our world has never been more threatened, and we have to make many crucial 
choices on what we face today such as peace and security, health, inequalities but even more what is 
ahead of us in terms of climate change and digital developments.’

His vision on how to make good choices is captured in Our 
Common Agenda,  a report published in September featuring 
several proposals, such as the need for a renewed social contract 
and the protection of rights of future generations.

A handful of countries offered their suggestions on what Our 
Common Agenda should also include. Peru  said the new social 
contract should make education universal, while Costa Rica  said 
it should make welfare a circular good. Nauru  thinks the agenda 
should also include the SDGs. Related to multilateral cooperation 
on digital issues, Singapore  advocated for a new global digital 
architecture.

As for concrete actions, Sweden,  in cooperation with Spain, has 
launched a network of leaders to help carry the agenda forward and 
is ready to support preparations for a ‘Summit of the Future’ in 2023, 
while Denmark  hinted at a 2025 summit in Copenhagen, 30 years 
after the World Summit for Social Development it hosted in 1995.

Spotlight on: Our Common Agenda

OUR 
COMMON 
AGENDA
Report of  
the Secretary-General

https://www.youtube.com/watch?v=wz_lDnay3H8
https://estatements.unmeetings.org/estatements/10.0010/20210921/AT2JoAvm71nq/hUzEddXzlutv_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210923/5DX0mCyb94TX/JYg6VGCEPE9c_fr.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210925/dJqXDXV2hTWs/AoMwOHVF5YKy_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210924/ajen3uMeQSDH/PXyXrxEyYV5a_en.pdf
https://www.diplomacy.edu/wp-content/uploads/2021/09/UNGA-76-Guatemala.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210925/98yJHEsSga5z/7zOn1TaMGWfd_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210924/7gIp44D6mxWV/DbKY6X41KAcQ_en.pdf
https://www.diplomacy.edu/reporting-from-the-76th-session-of-the-un-general-assembly/
https://ai.diplomacy.edu:8520/UNGA76speeches
https://estatements.unmeetings.org/estatements/10.0010/20210921/AT2JoAvm71nq/evrRTWsE4dxD_en.pdf
https://www.un.org/en/content/common-agenda-report/assets/pdf/Common_Agenda_Report_English.pdf
https://www.diplomacy.edu/blog/are-we-responsible-for-the-rights-of-future-generations/
https://www.diplomacy.edu/wp-content/uploads/2021/09/Peru.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210921/TSfFq675wDmn/gdzhMwLmmxVL_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210923/MBCmdqQ6m0uY/nTUeHuw3P38j_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210925/dJqXDXV2hTWs/AoMwOHVF5YKy_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210924/7gIp44D6mxWV/C68MGLH7QOnu_en.pdf
https://estatements.unmeetings.org/estatements/10.0010/20210924/ajen3uMeQSDH/P2xjJbDUXCgx_en.pdf


8

In focus

The 29 September meeting in Pittsburgh was part 
of renewed efforts between the Biden administra-
tion and the EU to work more closely together after 
four years of growing mistrust. The TTC will serve 
as a main diplomatic platform on tech and trade for 
the USA and the EU to work together and deepen 
their relations. The two agreed to sync their policy 
approaches in priority areas, coordinate their actions 
in international bodies, and partner with third coun-
tries to drive their shared policy goals.

The USA and the EU will also coordinate their 
approaches in areas such as the misuse of technology, 
information manipulation and interference, and digital 
connectivity. More importantly, albeit unsaid, the TTC 
will aim to counter China’s rise in tech sectors and global 
trade, and will help fight unfair trade practices posed by 
‘non-market economies’, which also alludes to China.

How will they do this?

The work of the TTC, to be carried out through ten 
working groups, includes expanding on the transat-
lantic trade and investment relationship between the 
USA and the EU, fighting the climate crisis, and pro-
tecting the environment.

When it comes to technology, there’s an equally ambi-
tious agenda, which includes:

• On semiconductors: Strengthening domestic 
supply chains for semiconductors, without end-
ing up in a subsidy race.

• On AI: Finding new ways to ensure the devel-
opment of ‘trustworthy AI’, such as agreeing on 
technical solutions to ensure that AI systems do 
not produce biased results. Neither side is par-
ticularly keen on the other’s existing AI policy 
frameworks, but they have jointly expressed dis-
dain over (China’s) AI social scoring systems.

• On tech platforms: As much as possible, agree-
ing on consistent measures for regulating illegal 
and harmful content, platform algorithms, and the 
‘democratic responsibility’ of online intermediaries.

• On investment: Maintaining investment screening, 
that is, by excluding investments from portfolios 
based on environmental, social, and governance 
criteria for the purposes of national security (USA) 
and public order (EU). Both parties agreed on the 
principles of such screening, such as non-dis-
crimination, transparency, accountability, and the 
need for enforcement mechanisms and partner-
ships with other countries and stakeholders.

• On export controls: Implementing export con-
trols on dual-use items (technologies that have 
a civilian purpose, but can also be used for mil-
itary purposes) noting that ‘the potential applica-
tions of emerging technologies in the defense and 
security field raise important concerns, and rec-
ognise the need to address these risks.’ The two 
are expected to hold prior consultations to ensure 
that the application of export controls is transpar-
ent and equitable for the US and EU exporters.

What’s not on the agenda (and why): Data flows

Inasmuch as data is central to tech issues, the TTC 
will not be dealing with data flows and privacy issues. 
Given that data flows is one of the main issues that the 
USA and the EU need to resolve, we have to ask why 
it’s not on the TTC’s plate.

POLITICO reports that ‘the EU doesn’t want to include 
the privacy shield and data flows within the TTC 
umbrella’ based on sources who spoke on condition 
of anonymity. That’s because the EU looks at data 
flows from the perspective of users’ privacy, making 
it a human rights issue.

Rebuilding a Western trade and tech alliance:
Outcomes from Pittsburgh

The much-anticipated meeting between the USA and the EU to launch the US-EU Trade and Technology 
Council (TTC)  turned a page in their partnership after years of rising tensions.

The inaugural US-EU Trade and Technology Council meeting in 
Pittsburgh, Pennsylvania on 29 September 2021 (from left): US 
Trade Representative Katherine Tai, Secretary of Commerce Gina 
Raimondo, Secretary of State Antony J. Blinken, and European Com-
mission Executive Vice Presidents Margrethe Vestager and Valdis 
Dombrovskis. Credit: Ron Przysucha, US State Department

https://www.politico.eu/article/washington-transatlantic-data-deal-brussels/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/09/29/u-s-eu-trade-and-technology-council-inaugural-joint-statement/
https://www.flickr.com/photos/statephotos/51531865096/
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In order to tackle data flows, the USA and EU have 
a separate track for discussions, which are being 
led by US Commerce Secretary Gina Raimondo and 
European Commissioner for Justice Didier Reynders. 
So, what’s happening in the negotiations? It seems that 
Washington and Brussels are not yet seeing eye to eye.

The US Commerce Department is particularly keen 
on finalising a new framework, after the previous two 
mechanisms (the Safe Harbour and Privacy Shield 
agreements) were both struck down by the EU’s top 
court. It recently published a long list of reasons why 
a new data flow framework is essential,  a message 
it reiterated right after the TTC’s inaugural meeting:

‘Even as the working group agendas are being devel-
oped, there are issues that fall outside the remit 

of the TTC that require immediate attention. Chief 
among these is restoring legal certainty to data flows 
between the US and EU.’

The issue was also raised by US President Joe Biden 
in a phone call with European Commission President 
Ursula von der Leyen last week.

From Brussels’ end, although it also wishes to have 
a new framework, it wants to save the third deal 
from undergoing a similar fate to its predecessors. 
This means requesting of the USA for much stronger 
assurances that the privacy of European citizens will 
be safeguarded.  Until the USA tackles the issues 
identified by the Court of Justice of the EU – protection 
from prying eyes and effective redress – there’s no 
end in sight.

Credit: Mercator Institute for China Studies (MERICS)Source: European Commission

https://www.uschamber.com/transatlantic-dataflows
https://www.uschamber.com/comment/chamber-policy-recommendations-the-us-eu-trade-and-technology-council
https://www.uschamber.com/comment/chamber-policy-recommendations-the-us-eu-trade-and-technology-council
https://www.whitehouse.gov/briefing-room/statements-releases/2021/10/04/readout-of-joseph-r-biden-jr-s-call-with-european-commission-president-ursula-von-der-leyen/
https://www.politico.eu/article/washington-transatlantic-data-deal-brussels/
https://merics.org/en/merics-briefs/eu-us-trade-and-technology-council-will-be-litmus-test-transatlantic-coordination


10

In focus

For the millions of users who rely on these services 
as their main communication tool, the outage on 4 
October meant an annoying 6 hours of waiting until 
the services resumed. But for some users, it could 
have been a matter of life and death.

Whatever the reason for the outage, the world needs 
a better explanation from Facebook.  The outage also 
raises two important issues. The first is the cascading 
effect on other areas like e-commerce and education, 
and the realities that communities such as Pakistani 
off-grid villages face whenever services are down, 
threatening their livelihood.

The second is the concentration of millions of users 
on just a handful of services. Although this is partially 
the result of network effects (when you opt to use a 
service because all of your friends are using it), fierce 
competition that eliminates the smaller players con-
tributes to a market dominated by just a few.

This triggers a host of other questions: If we depend 
on these companies as we depend on water and elec-
tricity services, shouldn’t we have the same rules 
for tech platforms? Should platforms be obliged to 
guarantee their services (against a fee), instead of 
promising their best efforts? Could data portability 
strengthen our right to digital self-determination?

For some of these issues, there are already frameworks 
in place. For instance, the EU’s General Data Protection 
Regulation already provides users with the right to 
data portability. For other issues, however, it requires 
a major conversation on the role services provided by 
private companies should (be allowed to) have in our 
lives. There might come a time when governments ask 
Facebook for more than just a better explanation.

Too big to break; too big to fail

Facebook has long faced scrutiny over its market dominance. Together with a handful of other tech 
giants, the company’s huge growth and influence is a headache for antitrust regulators. Yet, when 
Facebook, WhatsApp, and Instagram went dark for a few hours in early October, we were reminded 
how dependent we are on these services.

In simple terms, Facebook and its services 
Whatsapp, Instagram, and Facebook Messenger 
removed itself from the internet. It’s like they were 
locked out of their own apartment.

The solution was to fly people to California to 
physically sit down with the servers and routers 
and change what are known as the Border 
Gateway Protocol (BGP)  settings that interfered 
with Facebook’s connectivity.

There are four possible scenarios that led to 
Facebook’s longest downtime ever: A simple 
technical mistake, a disgruntled insider (reacting 
to the whistleblower’s evidence?), a cyberattack, 
and an intentional outage. Watch our analysis.

Factbox: How did Facebook go down?

https://www.theguardian.com/commentisfree/2021/oct/07/whatsapp-outage-matter-life-death-social-media-facebook
https://www.diplomacy.edu/blog/how-did-facebook-go-down-an-analysis/
https://www.theguardian.com/commentisfree/2021/oct/07/whatsapp-outage-matter-life-death-social-media-facebook
https://www.diplomacy.edu/blog/internet-protocols-and-human-rights-interplay-or-interdependence/
https://www.diplomacy.edu/blog/how-did-facebook-go-down-an-analysis/
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Geneva

Policy updates from International Geneva

Many policy discussions take place in Geneva every month. In this space, we update you with all 
that’s been happening in the past few weeks. For other event reports, visit the Past Events section 
on the GIP Digital Watch observatory.

The event discussed the data economy and its implica-
tions for countries, companies, and citizens. In particu-
lar, panellists considered the current data privacy reg-
ulations in light of a human-centric approach – i.e. how 
to reconcile protecting privacy and data management 

practices with innovation and economic growth. The 
event was organised by the Permanent Delegation of 
the EU to the UN in Geneva, the Permanent Missions 
of Slovenia and Switzerland to the UN in Geneva, and 
the Geneva Internet Platform. 

Data Economy: Human centric approach at the forefront  22 September 2021

The second session of the 2021 Group of Governmental 
Experts (GGE) further debated the human element in 
the use of lethal force and aspects of human machine 

interaction in the development, deployment, and use 
of LAWS. The GEE also reviewed the potential military 
applications of related technologies.

GGE Lethal Autonomous Weapons Systems discussions  24 September – 1 October 2021

The 2021 Public Forum, themed Trade Beyond COVID-
19: Building Resilience, discussed the effects of the pan-
demic on trade and how the multilateral trading sys-
tem can help build resilience to COVID-19 and future 
crises. The Public Forum sessions were grouped 

into three main themes: enhancing resilience beyond 
COVID-19, strengthening the multilateral trading sys-
tem, and collective actions towards sustainable trade. 
Read our session reports.

WTO Public Forum  28 September – 1 October 2021

The third UN World Data forum brought together 
representatives of different sectors working with 
data to achieve the 2030 Agenda. The discussions 
were grouped into five different thematic areas: new 
approaches to capacity development for better data, 
innovations and synergies across data ecosystems, 

leaving no one behind, understanding the world 
through data, and building trust in data and statistics.  
Participants and speakers also took stock of what has 
been achieved so far when it comes to implement-
ing the Cape Town Global Action Plan for Sustainable 
Development Data. 

UN World Data Forum  3–8 October 2021

The discussion, organised as part of the 12 Tours of 
Digital Geneva series, brought together panellists to 
discuss how digital issues are covered by traditional 
media and how journalists can explore digital devel-
opments in depth without falling into the hype trap. 
Discussants debated the challenges faced by jour-
nalists when reporting digital news. First, there is 
the need to strengthen journalists’ capacities when 

it comes to digital topics and expertise. Second, it is 
important that journalists delve deep into the intri-
cacies of digital. Moreover, the speakers considered 
International Geneva’s visibility outside the local 
scene. Despite being the place where more than 
50% of global digital policy discussions take place, 
International Geneva’s richness is still not fully visible 
abroad. Read the full event report.

Covering digital in the media: What are the stakes?  30 September 2021

https://dig.watch/past-events
https://www.giplatform.org/events/data-economy-human-centric-approach-forefront
https://indico.un.org/event/35882/
https://dig.watch/events/wto-public-forum-2021
https://www.wto.org/english/news_e/news20_e/pf20_28may20_e.htm
https://unstats.un.org/unsd/undataforum/
https://dig.watch/media-tour
https://dig.watch/media-tour
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Upcoming

What to watch for:  
Upcoming global policy events

Here’s what will take place in the coming weeks on digital policy calendars around the globe. For 
even more events, visit the Events section on the Digital Watch observatory.

11–12 OCTOBER, Fundamental Rights Forum 2021 
(online and Vienna, Austria) 

Organised by the European Union Agency for 
Fundamental Rights, the forum will tackle two top-
ics: our responses to the effects of the COVID-19 
pandemic and the specific challenges for the youth 
of Europe. Out of the forum’s 145 sessions, 21 will 
be held under the ‘Digital age’ track discussing AI, 
human rights, privacy, rights of persons with dis-
abilities, freedom of expression, and content policy.

15 OCTOBER, Digital Trust 2025 (online and 
Geneva, Switzerland) 

The one-day conference, co-sponsored by the 
Graduate Institute’s Centre for Trade and Economic 
Integration and EPFL’s Centre for Digital Trust, will 
examine the lack of trust in companies providing 
digital services. The discussions will highlight the 
impacts of a lack of digital trust, how different sec-
tors build trust over time, what the digital future 
might hold, and how digital trust can develop to 
achieve this future.

30–31 OCTOBER, G20 Leaders’ summit (Rome, Italy) 

The 16th meeting of the G20 will focus on three 
broad, interconnected pillars of action: People, 
planet, prosperity. Bridging the digital divide and 
making digitalisation an opportunity are among 
the expected topics of discussion.

8–11 NOVEMBER, 2021 Conference on Cyber 
Norms (online) 

This annual academic conference on cyber norms 
hosted by Hague Programme for Cyber Norms 
will be held under the title ‘Governing through cri-
sis. Conflict, crises and the politics of cyberspace’. 
It will feature panel discussions on international 
law, sovereignty, norms, and attribution, cyber 
arms control, cyber stability, and other topics.

13 OCTOBER, G20 4th Finance Ministers and Central 
Banks Governors Meeting (Washington, USA) 

One of the ministerial meetings organised as part 
of the G20 Leaders Summit 2021, it will see finance 
ministers and central banks governors discuss 
the OECD’s new digital taxation rules.

25–28 OCTOBER, ICANN72  (Seattle, USA) 

ICANN’s 72nd public meeting – which is also the 
organisation’s 23rd annual general meeting – will 
be held from 25–28 October, shortening the con-
ference to 4 days instead of the planned 6 days. 
It will feature meetings and discussions of vari-
ous ICANN supporting organisations and advisory 
committees on topics such as new generic top-
level domains, DNS abuse, registry data services 
and data protection, universal acceptance, and 
internationalised domain names. The event will be 
preceded by a prep week held on 12–14 October.

6–12 NOVEMBER, IETF 112 (online) 

Organised by the Internet Engineering Task Force, 
the 112th meeting of this standardisation body 
will be preceded by the plenary meeting on 3 
November and a week-long hackathon from 1–5 
November.

11–13 NOVEMBER, Paris Peace Forum (online 
and Paris, France) 

The 4th edition of the Paris Peace Forum titled 
‘Mind the gaps: Improving global governance in 
times of Covid-19’ will discuss how to close gaps 
in global governance. The forum will support 80 
projects through its Space for Solutions show-
case, and some of the projects will tackle ‘Better 
governing the digital world’ by forging new digital 
tools, strengthening cybersecurity, welcoming 
and regulating AI, and fighting fake news.

October

November

https://dig.watch/events
https://dig.watch/events/hrc-46th-session
https://dig.watch/events/ietf-110
https://dig.watch/events/ietf-110
https://dig.watch/events/ietf-110

