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Apple’s plans to keep 
children safe from online 
abuse are already on hold. 
Are the new measures too 
high a price?
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ANTITRUST

Governments continue to hit 
Big Tech with lawsuits. Our 
new database rounds them 
up.

GIG ECONOMY

In California, the 
controversial Proposition 
22 was declared 
unconstitutional. There are a 
few lessons to be had.

PRIVACY

China is making a push 
for privacy. We compare 
China’s new privacy law 
with Europe’s GDPR (spoiler: 
they’re very similar).
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Ongoing issues in digital policy:
Taliban on social media, protecting kids online, 

and the latest surveillance scandal

1. How to deal with the Taliban on social 
media

Afghanistan has descended into chaos after the 
Taliban’s takeover of Kabul. The once internet-averse 
militant group is now tech-savvy, and is using social 
media as a tool for control.  Facebook and others 
have been shutting down accounts operated by the 
Taliban or maintained on their behalf. Twitter is moni-
toring messages for violence.

But social media companies face at least three major 
dilemmas. The first is how to deal with the channels 
once used by Afghanistan’s elected government, 
which may now fall entirely in the Taliban’s hands. 
Closing down these channels would mean silencing 
what remains of the legitimate government, while 
not intervening would mean allowing the Taliban to 
take control and fuel these accounts with propaganda 
content.

The second is how to stop a militant group from 
spewing propaganda, even if it’s content which does 
not cross the threshold of violence. On social media, 
the Taliban are broadcasting an airbrushed version of 
what is happening in Afghanistan for people world-
wide to see.

For instance, the Taliban shared photos and videos 
of militia leaders posing with a known dissident who 
appeared unrestrained and at ease to demonstrate 
their civil treatment of opponents.  This sits in stark 
contrast with what news agencies are reporting, 
including scenes of violence against citizens, and the 
deadly terrorist attacks in retaliation to American 
forces who were still in the country.

The third is how to protect Afghan citizens from being 
targeted for what they say on social media. The fear 
of retribution is very high – to the extent that Afghans 
have been racing to delete content that may draw 
attention from the Taliban. Facebook has been helping 
Afghan users lock their accounts. For Afghan activists 
and human rights defenders, being able to remain 
anonymous will become a matter of life and death.

What Facebook and Twitter decide to do next could 
determine how other social media companies react. 
Perhaps it’s time to join forces, and consider taking 

a common approach. The Taliban doesn’t yet have a 
foothold beyond Facebook and Twitter, but it’s only 
a matter of time before they close in on other main-
stream social media.

2. Apple announces new measures to protect 
kids – but why are they on hold already?

The spread of child sexual abuse material (CSAM) has 
plagued the internet for decades. While new material 
appears every now and then, existing photos and vid-
eos keep re-appearing, mostly on the dark web.

Apple’s new measures for scanning images for CSAM, 
announced in August,  involve two main sets of tools: 
The first is to detect CSAM on iCloud Photos, and 
the second is a set of safety features built into the 
Messages app (read our explainer of the tools). Both 
involve the scanning of images on users’ devices.

The initial plan was to roll out these measures in the 
USA by the end of the year, but on 3 September, Apple 
posted an update: ‘Based on feedback from custom-
ers, advocacy groups, researchers, and others, we 
have decided to take additional time over the com-
ing months to collect input and make improvements 
before releasing these critically important child safety 
features.’

In response to the new measures, more than 90 pol-
icy organisations signed an open letter to Apple  
and warned of at least two main issues. The first is 
that Apple’s ability to scan iCloud Photos is a privacy 
breach in itself and could ‘bypass end-to-end encryp-
tion, thus introducing a backdoor that undermines 
privacy for all Apple users’. The second is that Apple 
could be strong-armed by governments to use the tool 
for their own undemocratic purposes, such as identi-
fying other types of content from people’s phones.

Apple’s response  – which explains how the tool 
was designed with privacy in mind, and does not 
provide information to Apple about any photos other 
than those that match known CSAM images – did not 
manage to assuage the concerns. A ‘backdoor is still 
a backdoor’, privacy group EFF explained.  In simple 
terms, ‘Apple is planning to build a backdoor into its 
data storage system and its messaging system… At 
the end of the day, even a thoroughly documented, 

https://www.nytimes.com/2021/08/20/technology/afghanistan-taliban-social-media.html
https://www.nytimes.com/2021/08/20/technology/afghanistan-taliban-social-media.html
https://www.apple.com/child-safety/
https://appleprivacyletter.com/
https://www.apple.com/child-safety/pdf/Security_Threat_Model_Review_of_Apple_Child_Safety_Features.pdf
https://www.eff.org/deeplinks/2021/08/apples-plan-think-different-about-encryption-opens-backdoor-your-private-life
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carefully thought-out, and narrowly-scoped backdoor 
is still a backdoor.’

The debate on encryption will not be an easy one. 
Apple has since promised to revisit the measures 
and make improvements. If the company manages to 
do so without creating a backdoor, it will be a win for 
everyone, including users and human rights defend-
ers. Yet, it’s unlikely that the measures will be as 
effective without some form of reduced encryption.

Ultimately, there’s a price to pay to ensure that chil-
dren are protected. As things stand, the choice will 
come at a high price for overall user privacy,  and the 
revised measures will likely still come at some cost. 
So the question is, is it a price worth paying?

3. Pegasus: The latest surveillance scandal

Surveillance is nothing new. Man has always been 
fascinated with the idea of seeing but not being seen. 
What recent developments are showing, however, 
is the growing privatisation of surveillance, in which 
businesses make money off spyware products.

In July, a database of persons believed to have 
been potential targets by operators of the spyware 
tool Pegasus was leaked  to Forbidden Stories, a 
French-based media organisation. French President 
Emmanuel Macron was on the list, among others.

Pegasus has actually been in use since 2015. Sold by 
Israeli company NSO Group, the tool exploits a vulner-
ability in mobile phone software and is able to pene-
trate devices without requiring the phone user to click 
on any links to activate it.

The growing trend of profiting from surveillance 
magnifies the issue of who is responsible. Is it soft-
ware companies whose products carry vulnerabil-
ities, or users who keep using vulnerable devices? 
Is it governments, who purchase such tools to hunt 
down criminals, but may misuse the tools to spy on 
journalists, religious figures, and academics? Or is it 
businesses like NSO Group, who, in reality, are not 
breaking any laws?

This also reminds us of one of the major problems: 
Existing legal frameworks are too flimsy, and that 
there’s no solid legal basis on which to build a case.  
An urgent solution, therefore, is to introduce or 
strengthen legislation that makes it illegal to exploit 
vulnerabilities, especially for commercial purposes.

Governments are realising how important this is: The 
2021 report of the Group of Government Experts  
recommended that legal frameworks be put in place 
‘to protect against the misuse of ICT vulnerabilities’.

Until then, targeted people are at the mercy of busi-
nesses, governments, and software companies alike.

Messages warning children when receiving or sending sexually explicit photos. Source: Apple

https://www.eff.org/deeplinks/2021/08/apples-plan-think-different-about-encryption-opens-backdoor-your-private-life
https://mailchi.mp/diplomacy/weeklydigest43#surveillance
https://genevasolutions.news/science-tech/project-pegasus-and-the-right-to-cultivate-one-s-personal-digital-garden
https://dig.watch/events/briefing-77-internet-governance-july-and-august-2021
https://www.diplomacy.edu/blog/whats-new-with-cybersecurity-negotiations-the-un-gge-2021-report/
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Digital policy developments that made headlines
The digital policy landscape changes daily, so here are all the main developments from July and August. 
We’ve decoded them into bite-sized authoritative updates. There’s more detail in each update on the 
Digital Watch observatory.

Security
The USA, EU, NATO, and others accused China of carrying out the Microsoft Server cyberat-
tack earlier this year.

US President Joe Biden has urged the private sector to step up their efforts on cybersecurity,  as a 
ransomware attack on software company Kaseya affected customers in more than ten countries.

Russia proposed a draft treaty on cybercrime,  and a new National Security Strategy.

Apple’s new child safety measures  sparked controversy  over privacy, freedom of expres-
sion, and encryption. Refer to our analysis in the Trends section.

increasing relevance

increasing relevance

Global IG architecture
The USA and Russia kicked off cyber talks.  G20 digital ministers agreed on actions to accel-
erate digital transition.

A call for nominations for the IGF’s 2022 Multistakeholder Advisory Group is ongoing.

Sustainable development
Several UN departments have launched a Strategy for the Digital Transformation of UN 
Peacekeeping.  The UN Security Council called for harnessing digital technologies to protect 
peacekeepers and civilians.

same relevance

Infrastructure
The US Senate adopted an infrastructure package directing US$65 billion to expand broad-
band connectivity.

Google plans to build two submarine cable systems connecting the Middle East with south-
ern Europe and Asia.

China revealed plans for the massive deployment of Internet Protocol version 6 (IPv6).

A legal battle between Afrinic and a Seychelles-based company over the use of IP numbers 
outside of Africa risks hampering AFRINIC’s operations.

same relevance

E-commerce and the internet economy
G20 finance ministers endorsed  the OECD agreement on global tax rules.

A California court ruled that Proposition 22, which allows companies to classify their workers 
as independent contractors, is unconstitutional.

The French competition authority fined Google €500 million over failure to negotiate in good 
faith with press publishers.  A group of 36 US states and the District of Columbia sued Google 
over app store practices.

US President Biden issued an executive order on competition, tackling net neutrality, anti-
trust, and data collection.  China outlined plans for more regulation in the tech sector.

increasing relevance

https://dig.watch/
https://www.reuters.com/technology/us-allies-accuse-china-global-cyber-hacking-campaign-2021-07-19/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/08/25/fact-sheet-biden-administration-and-private-sector-leaders-announce-ambitious-initiatives-to-bolster-the-nations-cybersecurity/
https://www.welivesecurity.com/2021/07/03/kaseya-supply-chain-attack-what-we-know-so-far/
https://www.unodc.org/documents/Cybercrime/AdHocCommittee/Comments/RF_28_July_2021_-_E.pdf
http://publication.pravo.gov.ru/Document/View/0001202107030001
https://www.apple.com/child-safety/
https://appleprivacyletter.com/
https://tass.com/politics/1318471
https://www.g20.org/the-digital-ministers-approves-a-declaration-identifying-12-actions-to-accelerate-the-digital-transition-of-the-economy-and-governments.html
https://www.intgovforum.org/multilingual/content/igf-2022-mag-renewal
https://peacekeeping.un.org/sites/default/files/strategy-for-the-digital-transformation-of-un-peacekeeping_en_final-01_15-08-2021_final.pdf
https://www.un.org/press/en/2021/sc14607.doc.htm
https://www.congress.gov/bill/117th-congress/house-bill/3684?q=%7B%22search%22%3A%5B%22H.+R.+3684%22%5D%7D&s=3&r=1
https://cloud.google.com/blog/products/infrastructure/announcing-the-blue-and-raman-subsea-cable-systems
https://www.theregister.com/2021/07/26/china_single_stack_ipv6_notice/
https://teamarin.net/2021/08/27/afrinic-and-the-stability-of-the-internet-number-registry-system/
https://www.bbc.com/news/world-57791617
https://www.oecd.org/tax/beps/statement-on-a-two-pillar-solution-to-address-the-tax-challenges-arising-from-the-digitalisation-of-the-economy-july-2021.pdf
https://42z27se827b1zpvo6gok6z13-wpengine.netdna-ssl.com/wp-content/uploads/2021/08/Castellanos-order-082021.pdf
https://www.autoritedelaconcurrence.fr/en/press-release/remuneration-related-rights-press-publishers-and-agencies-autorite-fines-google-500
https://www.politico.com/news/2021/07/07/36-states-dc-sue-google-for-alleged-antitrust-violations-in-its-android-app-store-498622
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/07/09/executive-order-on-promoting-competition-in-the-american-economy/
https://www.newsdirectory3.com/the-central-committee-of-the-communist-party-of-china-and-the-state-council-issued-the-implementation-outline-for-the-construction-of-a-government-under-the-rule-of-law-2021-2025state-councilcpc/
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low relevance

Jurisdictional and legal issues
The Austrian Supreme Court asks the Court of Justice of the EU (CJEU) to review the legality 
of Facebook’s data use of all EU users.

The CJEU Advocate General argued that article 17 of the EU copyright directive is compatible 
with freedom of expression.

Digital rights
Over 50,000 people were potential targets of Pegasus surveillance malware.  UN human 
rights experts called on states to ban the sale of surveillance technology.

The UN Human Rights Council adopted two resolutions on human rights and digital technol-
ogies:  The first tasks the OHCHR with studying global internet shutdowns, while the second 
calls for an expert debate on standard-setting processes for new technologies.

China passed its Personal Information Protection Law.  Read our analysis in the Legal section.

Amazon was fined €746 million in Luxembourg over GDPR violations.

increasing relevance

New technologies (IoT, AI, etc.)
UNESCO member states agreed on a draft set of guidelines on AI ethics.  Ireland  and Turkey  
launched national AI strategies. South Africa  and Australia  recognise that AI-created 
inventions can be patented.

China’s Supreme Court issued rules to regulate the use of facial recognition technology by 
the private sector.  The country’s Cyberspace Administration also proposed regulations con-
cerning recommendation algorithms.  Read our In Focus section for analysis.

same relevance

increasing relevance

Content policy
Social media companies face challenges in responding to the presence of Taliban-related 
content on their platforms.  Read our analysis in the Trends section.

Former US President Donald Trump sued Facebook, Twitter, and Google over alleged cen-
sorship.

A Russian court fined Google for not removing content deemed illegal.  A Pakistan court 
revoked a TikTok ban.

Catastrophic weather may happen not only on earth, but even 
in space. When this happens (approximately, every century), the 
magnetism from a full-blown solar storm could affect undersea 
cables, leading to an internet blackout, according to new research 
presented at the SIGCOMM 2021 data communication conference.  
‘Our infrastructure is not prepared for a large-scale solar event,’ 
the research concluded.

#ICYMI
Undersea cables could go offline for months, 
a new study warns

Credit: NASA

https://noyb.eu/en/breaking-austrian-ogh-asks-cjeu-if-facebook-undermines-gdpr-2018
https://curia.europa.eu/juris/document/document.jsf?text=&docid=244201&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=1711646
https://www.theguardian.com/world/2021/jul/18/revealed-leak-uncovers-global-abuse-of-cyber-surveillance-weapon-nso-group-pegasus
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=27379&LangID=E
https://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session47/Pages/ResDecStat.aspx
https://npcobserver.com/legislation/personal-information-protection-law/
https://www.theverge.com/2021/7/30/22601661/amazon-gdpr-fine-cnpd-marketplace-antitrust-data
https://en.unesco.org/news/ai-ethics-another-step-closer-adoption-unescos-recommendation-0
https://enterprise.gov.ie/en/Publications/Publication-files/National-AI-Strategy.pdf
https://www.trtworld.com/magazine/turkey-s-ai-roadmap-looks-to-boost-economy-and-add-thousands-of-jobs-49435
https://www.natlawreview.com/article/recent-developments-artificial-intelligence-and-ip-law-south-africa-grants-world-s
https://www.judgments.fedcourt.gov.au/judgments/Judgments/fca/single/2021/2021fca0879
https://www.washingtonpost.com/world/facial-recognition-china-tech-data/2021/07/30/404c2e96-f049-11eb-81b2-9b7061a582d8_story.html
https://techcrunch.com/2021/08/27/china-proposes-strict-control-of-algorithms/
https://www.reuters.com/technology/talibans-afghanistan-takeover-presents-fresh-challenge-social-media-companies-2021-08-17/
https://edition.cnn.com/2021/07/07/tech/trump-zuckerberg-dorsey-lawsuit/index.html
https://www.reuters.com/technology/russia-fines-google-further-26989-failing-remove-banned-content-2021-08-19/
https://www.ndtv.com/world-news/tiktok-back-in-pakistan-after-court-revokes-telecom-authoritys-ban-2478229
https://www.livescience.com/solar-storm-internet-apocalypse
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This year will go down in history for many things. In 
digital policy, it’s the spike in the number of investi-
gations and lawsuits launched against Big Tech, and 
specifically, Google, Apple, Facebook, and Amazon 
(known as GAFA). These cases come at a point when 
the companies’ revenues are larger than the GDP of 
entire groups of countries put together.

Our new interactive database of antitrust cases around 
the world  confirms the sheer number of new cases 
this year, and the fact that the concentration of cases are 
in the USA and in Europe (and that’s mostly Brussels, 
home to the European Commission). Yet, there are also 
clear signs that the antitrust battle is expanding to 
other countries, with antitrust investigations launched 
in Australia, India, Israel, Russia, and Turkey.

Governments’ main concerns were captured very 
clearly (we won’t say succinctly) in last year’s report 
by the US House Judiciary’s Antitrust Subcommittee.  
GAFA control access to the markets in which they 

operate: for Google it’s the general online search and 
search advertising; for Apple, it’s the mobile operating 
systems; for Facebook, it’s social networking; and for 
Amazon it’s online retail. To boot, they try to stay on top 
(and expand their market power) by monitoring other 
businesses to identify potential rivals, and by buying 
out, copying, or cutting off their competitive threats.

GAFA’s CEOs may well have different but shared opin-
ions  on how many jobs they create, and how much 
they contribute to the economy, but US legislators 
had one clear message: ‘The result is less innova-
tion, fewer choices for consumers, and a weakened 
democracy.’ It’s a sentiment echoing across court-
rooms and legislatures around the world.

And yet, even if governments succeed in reigning in 
GAFA’s power, critics are already finding it hard to 
believe  that a new generation of GAFA won’t rise 
again, especially when it comes to the growing mar-
kets such as in gaming and augmented reality.

Data

Big Tech: To trust or anti-trust

There are two main weapons in governments’ arsenal to curb the power of Big Tech: lawsuits and legislation. 
Both have been increasingly exercised in recent months.

Apple

Facebook

Amazon

Microsoft

Google

The size of Big Tech’s court woes

https://public.tableau.com/app/profile/stephanie6325/viz/Antitrustcasesaroundtheworld/Dashboard1#1
https://judiciary.house.gov/uploadedfiles/competition_in_digital_markets.pdf
https://dig.watch/newsletter/august2020#view-19983-4
https://www.economist.com/business/2021/09/04/in-the-metaverse-will-big-gaming-eventually-become-big-tech
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Changes in the way Apple and Google operate their app 
markets will enable gaming incumbents (such as the 
Fortnite creator, Epic Games) to reach swathes of users 
directly, without having to go through the gates of the App 
Store or Play Store. These changes are now imminent.

Ongoing efforts to curb the power of GAFA, therefore, 
must have broad and long-term considerations about 
what new powers may emerge in the future. Lawsuits 
and legislation must make sure that history doesn’t 
repeat itself.

Data

Our database of global antitrust cases clearly shows a concentration of cases in the USA and Europe. View the interactive version.

https://mailchi.mp/diplomacy/weeklydigest50
https://public.tableau.com/app/profile/stephanie6325/viz/Antitrustcasesaroundtheworld/Dashboard1#1
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China’s PIPL was passed on 20 August by the Standing 
Committee of the 13th National People’s Congress, 
and will come into effect on 1 November.

Our analysis confirms that on paper, the two are sim-
ilar, with the PIPL imposing a slightly heavier max-
imum penalty. There will be more to say when the 
PIPL is in force, but for now, here’s our comparison.

China’s new privacy law: 
A comparison with GDPR

China has introduced a new privacy law: The Personal Information Protection Law (PIPL). We asked: 
How similar – or different – is it from the EU’s General Data Protection Regulation, often described 
as a global standard in data protection?

EU’s GDPR China’s PIPL*

How the laws 
are organised 
in chapters and 
titles

≈

The way they are organised is strikingly similar. They both start off with general provisions (Ch.1) 
and data protection principles (Ch.2). These are then followed by:
•	 Users’ rights (Ch. 3 in GDPR, Ch.4 in PIPL)
•	 Cross-border transfers of data (Ch.5 in GDPR, Ch.3 in PIPL)
•	 Obligations of the entities processing data (Ch.4 in GDPR, Ch.5 in PIPL)
•	 Roles and responsibilities of authorities (Ch.6 and 7 in GDPR, Ch.6 in PIPL)
•	 Remedies and penalties (Ch.8 in GDPR, Ch.7 in PIPL)
•	 Specific circumstances (Ch.9 in GDPR, Ch.2 §3 in PIPL)
The GDPR has extra provisions (in Ch.10 and 11) related to how the law operates in the EU and 
the GDPR’s relationship with other/former privacy laws.

The law’s reach ≈ They both extend beyond their geographical borders, to protect EU and Chinese citizens, respec-
tively, wherever they are.

What ‘personal 
data’ means ≈ They both have very similar definitions of personal data.

What ‘sensitive 
personal data’ 
means

≈

These are a bit different. Under the GDPR, 
this includes:
•	 Biometric identification data
•	 Genetic data
•	 Health data
•	 Political opinions
•	 Racial or ethnic origins
•	 Religious or philosophical beliefs
•	 Sex life or sexual orientation
•	 Trade union membership

Under the PIPL, although the list is similar in a few 
cases, it includes (and leaves out) quite a few other 
types of sensitive data. The PIPL’s list includes:
•	 Biometric identification data
•	 Financial accounts
•	 Health data
•	 Information on individuals’ whereabouts
•	 Minors’ (under-14) personal data
•	 Religious beliefs
•	 Specially-designated status

What is consid-
ered as a lawful 
basis for entities 
to be able to 
process per-
sonal data, and 
how a user’s 
consent is to be 
sought

≈

Both laws require that users’ consent for processing, and both say that users’ consent must be 
informed, given freely, and can be withdrawn.
When it comes to the non-consent basis, both require similar contexts to exist for entities to be 
able to process personal data (with one exception):
•	 Whenever a contract is involved
•	 Whenever legal obligations so require
•	 Whenever there’s the need to protect users’ vital interests
•	 Whenever the public interest is involved.

≈

The GDPR says that entities can also pro-
cess data based on ‘legitimate interests’, a 
vague term which gives entities more flex-
ibility. An example is for an entity to gather 
data in order to prevent fraudulent activities.

The PIPL does not include legitimate interests as a 
valid basis for processing personal data. Instead, 
it includes ‘other circumstances according to 
law’, implying cases in which a legal obligation is 
imposed on entities.

https://gdpr-info.eu/
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/chinas-draft-personal-information-protection-law-full-translation/
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EU’s GDPR China’s PIPL*

Users’ rights ≈ Both provide users with more or less the same set of rights, including the right to information, to 
have access to and to correct personal data held by entities, and to have their data deleted.

The entities 
processing data 
(which we refer 
to as entities, 
or sometimes 
companies)

≈

Under the GDPR, there are two broad 
categories of data handlers:
•	 Controller: those who decide which per-

sonal data should be collected and how 
it should be processed

•	 Processors: those who hold or process 
personal data.

(It could well be one and the same individ-
ual or entity carrying out both functions).

Under the PIPL, thvere are also two categories:
•	 The personal information processing entity, 

which is more or less equivalent to the GDPR’s 
controller

•	 The entrusted party, which is the GDPR’s equiva-
lent of the processor.

≈ Other than the terminology, however, the basic rights and responsibilities of those who handle 
the data are similar.

Cross-border 
transfer of per-
sonal data, and 
transfers in spe-
cific situations

≈

Both laws allow cross-border transfers of personal data if certain conditions are met. For 
example, the two laws permit transfers based on contractual agreements formulated by EU and 
Chinese authorities, respectively, or on any other international bilateral agreement.
It is still unclear whether the PIPL mechanisms will be similar to those enabled by the GDPR 
– such as standard contractual clauses – which are quite comprehensive (and complex). Until 
there’s a clearer mechanism which explains how China will authorise transfers in practice, we 
can say that both follow the same spirit of allowing transfers only if they are comfortable that 
their citizens’ personal data will be well-protected once it leaves their borders.

≈

The GDPR provides for a few derogations 
when the conditions we described above 
cannot be met. In essence, the GDPR 
provides as many avenues as possible 
to allow the transfer of personal data (as 
long as there are adequate safeguards to 
protect citizens).

The PIPL, on the other hand, foresees a situation 
where personal data will need to be stored domes-
tically. If an entity operates a critical information 
infrastructure, or processes a large amount of 
personal data – exceeding the threshold set by the 
Cyberspace Administration of China – they cannot 
transfer data. The only exception is if the entity 
passes the Cyberspace Administration’s security 
assessment, but this suggests that the government 
will play a major role in deciding what can leave the 
country.

Penalties ≈

The GDPR imposes a maximum penalty of 
4% of a company’s annual global revenue

The PIPL imposes a maximum penalty of 5% of a 
company’s annual revenue. It’s unclear whether 
revenue is national or global in this case. If it’s a 
company’s global revenue, then the PIPL carries a 
heavier penalty.

*Note: We’ve used Stanford’s translation as the English version of the PIPL.

https://gdpr-info.eu/
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/chinas-draft-personal-information-protection-law-full-translation/
https://digichina.stanford.edu/news/translation-personal-information-protection-law-peoples-republic-china-effective-nov-1-2021
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Proposition 22 is a ballot measure which allowed 
companies to continue treating Californian gig work-
ers as independent contractors, giving them minimal 
rights relative to what employees have a right to.  The 
measure overrode a 2019 state law  and a 2018 State 
Supreme Court ruling,  which would have forced 
companies to reclassify their workers as employees.

What followed in the space of almost a year was 
a legal battle that has finally awarded workers a 
win: The Alameda County Superior Court ruled that 
Proposition 22 is unconstitutional.

‘A prohibition on legislation authorising collective 
bargaining by app-based drivers does not promote 
the right to work as an independent contractor, nor 
does it protect work flexibility, nor does it provide 
minimum workplace safety and pay standards for 
those workers,’ the judge wrote. Proposition 22 is now 
unenforceable.

Companies react

In a statement, the coalition representing the gig 
economy companies, called the Protect App-Based 
Drivers and Services, said the companies planned to 
appeal.  No surprise, given how much they invested 
in lobbying in the lead-up to the Proposition 22 ballot 
vote.

In parallel, there’s another ballot measure brewing in 
the USA. In August, the Massachusetts Coalition for 
Independent Work  filed a ballot proposal to create a 
new class of workers in Massachusetts. The coalition, 
which includes Uber, Lyft, DoorDash, and Instacart, 
aims to make voters decide in 2022  whether gig 
workers should be considered independent con-
tractors. The coalition proposes that gig workers be 
exempt from being classified as employees, but enti-
tled to some limited advantages, such as minimum 
pay.

Staying true to form

Last February, we wrote on how indispensable gig 
economy workers have become since the pandemic’s 
outbreak.  We quoted from Uber’s own white paper, A 
Better Deal,  which explained how ‘drivers were there 

to help safely transport tens of thousands of health 
workers’, and how ‘couriers provided an essential 
delivery service and a lifeline for local restaurants’. 
Now that the culture of shared taxis and home deliv-
eries has set in and is likely to stay, it’s even more crit-
ical that workers are well-protected.

The private sector claims that most of their workers 
prefer the flexibility of independent work, rather than 
being tied down as employees. Workers are told they 
can’t have both. The best way for policymakers to 
determine what workers want is to ask them or their 
unions directly, or at least, launch public consultations 
where workers can voice their opinions.

Until then, it’s still too early to determine what the best 
formula should look like. Around the world, the patch-
work of legislative models is as colourful as it gets.

Yet, whether gig workers vie for flexibility or security 
(or both), their working conditions should match the 
label. Self-employed workers are typically able to set 
their own prices while employees are able to rely on 
paid vacation leave, sick leave, and other social secu-
rity protections. Gig workers often get none of the 
above.

Any third classification in the making should not be a 
tool for companies to impose their terms on workers, 
while casting aside their responsibilities as employ-
ers. The maxim that ‘you can’t have your cake and eat 
it too’ applies to everyone, not just the workers.

A win for Californian gig workers: 
Proposition 22 is ruled unconstitutional

When California’s so-called Proposition 22 passed  in November 2020, many felt that drivers and couriers 
had been taken for a ride by the companies that lobbied for the new rules. But now, the tide has turned again.

https://www.nytimes.com/2020/11/04/technology/california-uber-lyft-prop-22.html
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201920200AB5
https://www.cnbc.com/2019/12/30/uber-postmates-sue-california-over-ab5.html
https://42z27se827b1zpvo6gok6z13-wpengine.netdna-ssl.com/wp-content/uploads/2021/08/Castellanos-order-082021.pdf
https://edition.cnn.com/2021/08/20/politics/california-proposition-22-uber-lyft/index.html
https://mailchi.mp/diplomacy/weeklydigest18
https://independentmass.org/
https://www.nytimes.com/2021/08/04/business/gig-workers-massachusetts.html
https://dig.watch/newsletter/february2021#view-24381-1
https://uber.app.box.com/s/tuuydpqj4v6ezvmd9ze81nong03omf11
https://themarkup.org/election-2020/2020/10/22/tech-ballot-measures-prop-22-right-to-repair-facial-recognition
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Geneva

Policy updates from International Geneva

Many policy discussions take place in Geneva every month. In this space, we update you with all 
that’s been happening in the past few weeks. For other event reports, visit the Past Events section 
on the GIP Digital Watch observatory.

The first session of the 2021 Group of Governmental 
Experts (GGE) on emerging technologies in the area 
of lethal autonomous weapons systems (LAWS) con-
sidered the recommendations that parties submitted 

earlier in the year with regard to the existing norma-
tive framework. The second session is expected to 
take place from 27 September to 1 October.

GGE Lethal Autonomous Weapons discussions  3–13 August 2021

The session discussed how algorithmically-gener-
ated synthetic visual and textual media is created and 
disseminated, and how such materials could erode 
trust and present novel risks for international security 
and stability. Governance issues regarding deepfakes 

and their technological countermeasures were also 
considered. The participants debated whether new 
multilateral and multistakeholder tools are needed to 
fill the governance gaps.

The 2021 Innovations Dialogue: Deepfakes, Trust And International Security  25 August 2021

The roundtable discussion, organised by the Geneva 
Internet Platform as part of the series 12 Tours to 
Navigate Digital Geneva, explained how Geneva gath-
ers multiple actors working on AI, creating a unique 
ecosystem for interdisciplinary and cross-sectoral 
digital governance. Diplomats and international offi-
cials should take advantage of the many opportunities 

that Geneva offers when it comes to building capac-
ities on AI and digital governance. Moreover, despite 
the current efforts by many international organisa-
tions, there is a pressing need to connect the dots 
among both national and international expertise incu-
bators, and to foster cooperation on AI applications 
and more widely on digital technologies.

The Artificial Intelligence and Internet of Things Tour  30 August 2021

https://dig.watch/past-events
https://indico.un.org/event/35882/
https://unidir.org/events/2021-innovations-dialogue
https://dig.watch/artificial-intelligence-and-internet-things-iot-tour
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Upcoming

What to watch for: 
Global digital policy events in September

Let’s look ahead at the global digital policy calendar. Here’s what will take place next month around the 
globe. For even more events, visit the Events section on the Digital Watch observatory.

13 Sep–1 Oct, Human Rights Council 48th ses-
sion (Geneva, Switzerland) 

The Human Rights Council will consider the annual 
report of the United Nations High Commissioner 
for Human Rights, and reports of the Office of the 
High Commissioner and the Secretary-General. It 
will also discuss the promotion and protection of 
human rights, human rights situations in several 
countries, and combating racism, racial discrim-
ination, xenophobia, and related forms of intoler-
ance, among other topics.

14–30 Sep, UN General Assembly 76th session 
(New York, USA) 

The 76th session of the UNGA will open on 14 
September with a high-level meeting themed 
‘Building resilience through hope – to recover 
from COVID-19, rebuild sustainability, respond to 
the needs of the planet, respect the rights of peo-
ple, and revitalise the United Nations’. The gen-
eral debate on this topic will run from 21 to 30 
September 2021.

As usual, we’ll analyse the digital policy priorities 
identified by the Heads of States in their speeches 
during the General Debate. Our analysis will be 
available on the Digital Watch observatory.

14–15 Sep, 2nd AI Policy conference (online) 

Organised by RegHorizon and ETH Zurich’s 
Center for Law and Economics, the conference 
will tackle three key themes: (a) Implications and 
gaps of current regulatory proposals and soft law 
approaches for AI technologies, (b) the possibility 
of new technologies and innovative approaches to 
accelerate business readiness and ensure higher 
effectiveness of AI policy, and (c) building aware-
ness and inclusive engagement of the developing 
South, youth, and civil society.

28 Sep–1 Oct, WTO Public Forum 2021 (online 
and Geneva, Switzerland) 

The 2021 edition of the WTO Public Forum 
is themed ‘Trade Beyond COVID-19: Building 
Resilience’, and will look at how the multilateral 
trading system can help build resilience to COVID-
19 and future crises. The forum will have three 
subthemes: Enhancing resilience beyond COVID-
19, strengthening the multilateral trading system, 
and collective action towards sustainable trade.

September

October

https://dig.watch/events
https://dig.watch/events/hrc-48th-session
https://dig.watch/events/un-general-assembly-76th-session
https://reghorizon.com/events/
https://dig.watch/events/wto-public-forum-2021

