
Newsletter
Issue 40, May 2019

TRENDS IN MAY IN FOCUS: HUAWEI ROBOTS AND THE 
ELDERLY

DATA ANALYSIS: 
GDPR

The fight against online 
violent extremism is again 
in the spotlight. Facial 
recognition technology 
raises alarms.

A new Executive Order 
by the US President 
affects Huawei directly 
and could have broader 
implications.

The world is ageing 
and this comes with 
challenges for the 
economy and society. 
Can robots help?

What has happened 
since the entry into force 
of the EU General Data 
Protection Regulation 
(GDPR), in May 2018?

More on page 2 More on page 6 More on page 7 More on pages 8-9

dig.watch

GDPR: One year on

Sign up to receive
birthday greetings



2 Digital Watch Newsletter

Editorial

The top digital policy trends in May
Every month, we analyse hundreds of developments to 
identify the trends in digital policy, and the unfolding issues 
that drive it forward. These are the key trends in May.

1. Huawei controversy wages on

In April,  we wrote about the controversy around 
Huawei products and how they are seen by some 
countries as a threat to national security.  Several 
developments took place meanwhile, keeping Huawei 
in the headlines.

US President Donald Trump issued an executive 
order  banning ‘any acquisition, importation, trans-
fer, installation, dealing in, or use’ of technologies by 
persons under US jurisdiction, where the transaction 
involves entities ‘owned by, controlled by, or subject 
to the jurisdiction of direction of a foreign adversary’ 
and poses risks to US security. In practice, the order 
bans the export of US technology (including intellec-
tual property (IP)), unless a special licence is issued by 
the Department of Commerce (DoC). The ban does not 
affect current products and software versions, but it 
will impact innovations and future upgrades.

To ensure the ban directly targets Huawei, the DoC 
added the company to its Entity list  – a trade black-
list banning US entities to trade with them without 
government approval.

Soon after the order was issued, several companies, 
including Google, Intel and Qualcomm, announced 
they would no longer sell their technologies to Huawei. 
What does this mean for the Chinese company?

In the short term, the effects will likely be limited. In 
the medium term, Huawei will struggle to develop its 
own software and hardware components that it can 
no longer import from companies adhering to the US 
ban. But, in the long term, if it manages to develop 
its own know-how, the company might end up being 
even better positioned on the global market. Beyond 
Huawei, by cutting ties with Chinese technology giants, 
the order may also impact US tech companies, the 
US economy at large, and even the global technology 
innovations. We analyse this in more detail on page 6.

2. Christchurch Call: Eliminating online violent 
extremism

In March 2019, a terrorist attack against two mosques 
in Christchurch, New Zealand, was live streamed for 17 

minutes. Although this seems like a short time, violent 
content spreads online very fast, demonstrating once 
again why quick reactions are essential for taking it 
down. Two months later, New Zealand Prime Minister 
Jacinda Ardern and French President Emmanuel 
Macron launched the Christchurch Call to eliminate 
terrorist and violent extremist content online.

Supported by 18 countries and multiple tech compa-
nies, the Call outlines voluntary commitments to pre-
vent the dissemination of illegal content. The USA did 
not endorse the Call, apparently due to ‘free-speech 
concerns’.  China, Russia, and Middle Eastern coun-
tries are not among the signatories either, and one 
possible explanation could be that they would prefer 
a multilateral framework to address such issues over 
this type of initiative.

What is notable about the Call? First, it refocuses atten-
tion from Facebook, Google, and Twitter to a wider set 
of online service providers within the reach of national 
jurisdictions. So, instead of long negotiations with 
large tech companies, governments may be able to 
order Internet service providers (ISPs), for example, 
to block access to illegal content. The message here 
is clear: Governments have been patient long enough; 
now it is time for stronger regulation. This is in line 
with regulatory developments in other digital policy 
areas, such as online taxation and e-commerce.

Second, the Call makes reference to long-term solu-
tions, such as education and capacity building, media 
literacy, and research into new technical solutions. 
However, there are several issues which still need to 
be tackled. To start with, what is ‘violent extremism’? 
This is a long-standing and crucial political challenge 
that needs to be addressed sooner rather than later. 
Then, the Call promotes the use of tech solutions. But 
can we rely on technology, including artificial intelli-
gence (AI), to filter violent content, if we do not even 
have a universally agreed definition of violent con-
tent? How about the risk of incorrect decisions taken 
by algorithms?

And, third, the Call talks about the need for ‘immedi-
ate, effective measures’ to mitigate the dissemination 
of extremist content. There are ongoing discussions 
within several frameworks, including the European 
Parliament  and the G7,  about asking Internet com-
panies to remove materials within one hour of identi-
fication. But, considering the Christchurch attack, will 
one hour be soon enough?

https://dig.watch/newsletter/april2019#Text1
https://www.washingtonpost.com/technology/2019/03/06/us-allies-are-skeptical-trump-administrations-huawei-argument/?utm_term=.949b4e968c67
https://www.federalregister.gov/documents/2019/05/21/2019-10616/addition-of-entities-to-the-entity-list
https://www.christchurchcall.com/
https://www.washingtonpost.com/technology/2019/05/15/white-house-will-not-sign-christchurch-pact-stamp-out-online-extremism-amid-free-speech-concerns/?utm_term=.8b17644fecaf
http://www.europarl.europa.eu/news/en/press-room/20190408IPR35436/terrorist-content-online-companies-to-be-given-just-one-hour-to-remove-it
https://www.itworldcanada.com/article/g7-ministers-squeeze-tech-giants-to-remove-extremist-material-faster/404534
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Beyond the Christchurch Call, Canada’s new Digital 
Charter also tackles online hate speech and violent 
extremism.  Announcing the charter, Prime Minister 
Justin Trudeau said that ‘social media platforms must 
be held accountable for the hate speech and disinfor-
mation we see online, and if they don’t step up, there 
will be consequences.’

Both initiatives reflect an ongoing push from govern-
ments for strong regulations to ensure that platforms 
take more serious measures to curb the spread of 
illegal content online. The G7 Summit in August 2019  
is expected to discuss these issues as well.

3. Facial recognition technology raises alarms

The use of facial recognition technology by public 
authorities remains controversial, due to concerns 
about potential negative consequences on human 
rights. These concerns were acknowledged this month 
in San Francisco: The city’s Board of Supervisors 
adopted an anti-surveillance ordinance which, among 
other provisions, bans the use of facial recognition 
tools by the police and other city departments.

The ban was largely motivated by human rights con-
siderations. If law enforcement agencies (LEAs) rely on 
facial recognition, this can lead to biased and discrimi-
natory decisions, including false arrests. As Microsoft 
explained in April,  when announcing a decision not 
to sell its facial recognition technology to a Californian 

LEA, innocent women and minorities are at a high risk 
of being improperly targeted. The algorithms used to 
feed the technology are largely trained on photos of 
males and white people, as demonstrated by a study 
carried by researchers at the Massachusetts Institute 
of Technology and Stanford University.  Moreover, 
facial recognition can be misused for mass surveil-
lance, thus impairing on the right to privacy.

San Francisco is the first city to impose a ban on facial 
recognition technology, but we may see others follow-
ing a similar path. And the USA is not the only coun-
try where the technology is being looked at with con-
cern. In the UK, a worker who believes his image was 
captured by the police via street cameras launched a 
legal action. He argued that his face was scanned in 
a public space without his consent and without him 
being suspected of wrongdoing, thus infringing on his 
right to privacy. The police, however, stated that there 
was no privacy breach.

How do tech companies position themselves in the 
debate around facial recognition and human rights? 
Microsoft has recently reiterated a previous call for 
regulations to govern the use of the technology.  
Google committed back in December 2018 not to sell 
general-purpose facial recognition technology before 
addressing ‘important technology and policy ques-
tions’.  Amazon’s shareholders, however, rejected 
two proposals requiring the company not to sell its 
facial recognition to governmental entities.

Editorial

https://www.ic.gc.ca/eic/site/062.nsf/eng/h_00108.html
https://twitter.com/JustinTrudeau/status/1130913223178432518
https://dig.watch/events/g7-summit-2019-france
https://www.reuters.com/article/us-microsoft-ai-idUSKCN1RS2FV
http://news.mit.edu/2018/study-finds-gender-skin-type-bias-artificial-intelligence-systems-0212
https://www.theguardian.com/technology/2019/may/21/office-worker-launches-uks-first-police-facial-recognition-legal-action
https://blogs.microsoft.com/eupolicy/artificial-intelligence-ethics/
https://www.blog.google/around-the-globe/google-asia/ai-social-good-asia-pacific/amp/
https://techcrunch.com/2019/05/22/amazon-reject-facial-recognition-proposals/
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Observatory

Digital policy developments in May
With so many developments taking place every week, the policy environment is chock-full of new initiatives, 
evolving regulatory frameworks, new court cases and judgments, and a rich geo-political environment.

Through the Digital Watch observatory, we decode, contextualise, and analyse these issues, and present them in 
digestible formats. The monthly barometer tracks and compares them to reveal new focal trends and to deter-
mine the presence of new issues in comparison to the previous month. The following is a summarised version; 
read more about each one by following the blue icons, or by visiting the Updates section on the observatory.

Global IG architecture
The 50th World Telecommunication and Information Society Day emphasised the need to 
strengthen the participation of developing countries in the standards-making process of 
the International Telecommunication Union (ITU).

same relevance

Sustainable development
At its 22nd annual session, the United Nations Commission on Science and Technology 
for Development (UN CSTD) discussed the impact of rapid technological changes on sus-
tainable development.

The UN Conference on Trade and Development (UNCTAD) developed a framework to 
assess whether a nation’s science, technology, and innovation policies are in line with 
its development objectives.  New Zealand launched an Action Plan to enhance digital 
inclusion nationally.

same relevance

E-commerce & Internet economy
The Advocate General of the Court of Justice of the European Union (CJEU) opined that 
Airbnb is an information society service.

Uber drivers in several cities around the world protested against the company’s working 
conditions and pay practices.  The US National Labor Relations Board concluded that 
Uber drivers are independent contractors.

Facebook announced plans to launch a cryptocurrency for digital payments by 2020.  
Kenya released a Digital Economy Blueprint with proposals to support the country’s eco-
nomic growth.

increasing relevance

Security
The US President’s Executive Order on securing the information and communications tech-
nology and services supply chain  affected Huawei.

France and New Zealand initiated the Christchurch Call to Action to eliminate extrem-
ist content online.  Canada launched a Digital Charter for promoting trust in the digital 
world.

Singapore has a new law which criminalises the publication of fake news.

WhatsApp was exploited to install surveillance malware on smartphones.  The Council 
of the EU adopted a decision allowing the EU to impose sanctions in response to cyber-at-
tacks.

increasing relevance

https://dig.watch/updates
https://www.itu.int/en/wtisd/2019/Pages/default.aspx
https://unctad.org/en/pages/newsdetails.aspx?OriginalVersionID=2084
https://unctad.org/en/PublicationsLibrary/dtlstict2019d4_en.pdf
https://www.digital.govt.nz/digital-government/digital-transformation/digital-inclusion/2019-action-plan-building-the-foundations/
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-04/cp190051en.pdf
https://www.nytimes.com/2019/05/08/technology/uber-strike.html
http://src.bna.com/Ibt
https://www.bbc.com/news/business-48383460
https://ca.go.ke/the-digital-economy-blueprint/
https://www.whitehouse.gov/presidential-actions/executive-order-securing-information-communications-technology-services-supply-chain/
https://www.reuters.com/article/us-huawei-tech-alphabet-exclusive/exclusive-google-suspends-some-business-with-huawei-after-trump-blacklist-source-idUSKCN1SP0NB
https://www.christchurchcall.com/
https://www.ic.gc.ca/eic/site/062.nsf/eng/h_00108.html
https://www.theguardian.com/world/2019/may/09/singapore-fake-news-law-a-disaster-for-freedom-of-speech-says-rights-group
https://www.bbc.com/news/technology-48262681
https://www.consilium.europa.eu/en/press/press-releases/2019/05/17/cyber-attacks-council-is-now-able-to-impose-sanctions/?fbclid=IwAR2oYVo965ffBGlaMGMDs8zbGlR9M5Y2R818YkZ-YRn-0YOjcDPaYoxGryk
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Observatory

Infrastructure
ICANN’s decision  to continue processing the applications for .amazon attracted criticism 
from Peru, Colombia, Ecuador, and Bolivia.

Huawei plans to invest $100 million in the development of cloud infrastructure in Chile.

SpaceX launched the first Starlink satellites, as part of its plans to provide affordable 
broadband across the globe.same relevance

New technologies (IoT, AI, etc.)
San Francisco banned the use of facial-recognition technology by the police and other city 
departments.  A UK worker who believes his image was captured by the police via street 
cameras launched a legal action against the use of such technology.

The UN Educational, Scientific and Cultural Organization (UNESCO) issued recom men-

dations for combating gender bias in AI applications.  The Organisation for Economic 
Co-operation and Development (OECD) adopted a Recommendation on AI,  outlining 
principles for the responsible development of AI systems we can trust.

The UK government launched a public consultation on proposed security requirements 
for consumer Internet of Things products.

The Czech Republic adopted a National Strategy on AI,  while the UK appointed a multis-
takeholder AI Council to help boost the growth of AI.

Chinese institutes and companies launched the Beijing AI Principles to guide the develop-
ment and use of beneficial AI.

increasing relevance

Digital rights
The Irish Data Protection Commission launched investigations into ad tech giant Quantcast  
and Google’s personalised adverts  for breaching the EU GDPR.

One year after the entry into force of the GDPR, EU Justice Commissioner Vera Jourová 
asked member states to respect ‘the letter and the spirit’ of the regulation.

The US Justice Department indicted WikiLeaks founder Julian Assange on 17 counts of 
violations of USA’s Espionage Act.

increasing relevance

same relevance

Jurisdiction & legal issues
An Australian worker won a landmark case against his employer after he refused to pro-
vide his fingerprints to sign on or off for work.

The US Federal Trade Commission is delaying a decision on a multibillion USD settlement 
with Facebook over privacy breaches.

Net neutrality
In a letter to EU officials, several organisations, companies, and individuals expressed 
concerns over the impact of deep packet inspection technology used by Internet access 
providers on net neutrality.

decreasing relevance

https://www.icann.org/resources/board-material/resolutions-2019-05-15-en#1.c
https://www.reuters.com/article/us-amazon-com-domain/peru-colombia-ecuador-and-bolivia-denounce-decision-on-amazon-domain-idUSKCN1SW0YS
https://www.contxto.com/en/chile/huawei-invests-us100-million-in-chiles-internet-infrastructure/
https://www.space.com/spacex-launches-60-starlink-internet-satellites.html
https://edition.cnn.com/2019/05/14/tech/san-francisco-facial-recognition-ban/index.html
https://www.theguardian.com/technology/2019/may/21/office-worker-launches-uks-first-police-facial-recognition-legal-action
https://en.unesco.org/news/first-unesco-recommendations-combat-gender-bias-applications-using-artificial-intelligence
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0449
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/798722/Secure_by_Design_Consultation_Stage_Regulatory_Impact_Assessment.pdf
https://www.mpo.cz/en/guidepost/for-the-media/press-releases/czech-republic-is-heading-the-elite-while-introducing-the-ai-strategy--246008/
https://www.gov.uk/government/news/leading-experts-appointed-to-ai-council-to-supercharge-the-uks-artificial-intelligence-sector
https://www.baai.ac.cn/blog/beijing-ai-principles
https://privacyinternational.org/sites/default/files/2018-11/08.11.2018%20Final%20Complaint%20AdTech%20Criteo%2C%20Quantcast%20and%20Tapad.pdf
https://www.irishtimes.com/business/technology/data-protection-commission-opens-first-investigation-into-google-1.3900961
https://www.euractiv.com/section/data-protection/news/jourova-urges-member-states-to-respect-the-spirit-of-the-gdpr/
https://www.theverge.com/2019/5/23/18637655/julian-assange-criminal-indictment-17-counts-wikileaks-national-defense-justice-department
http://www.austlii.edu.au/cgi-bin/viewdoc/au/cases/cth/FWCFB/2019/2946.html?context=1;query=Jeremy%20Lee;mask_path=
https://www.wsj.com/articles/facebook-privacy-settlement-delayed-by-ftc-split-11558725423
https://edri.org/wp-content/uploads/2019/05/20190515_EDRiOpenLetterDeepPacketInspection.pdf
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In focus

The Huawei controversy: Crossing the rubicon?
The latest US Executive Order, signed by President Trump in May, added new dimensions to the Huawei 
controversy. Several US-based companies have adhered to the order and announced they would no 
longer work with Huawei. What does this mean for Huawei, the US tech industry, and the global market?

First strike: Google’s Android OS

Soon after the order was released, Google revoked 
Huawei’s licence to use their proprietary Android 
operating system (OS) on its devices.  This decision 
does not affect the Chinese market considerably, as 
there Huawei relies largely on the open source version 
of Android. But the impact on other Huawei markets 
– particularly Europe and the USA – could be signifi-
cant, as Huawei devices rely on Google’s proprietary 
OS and customers are already somewhat dependent 
on Google’s proprietary apps (such as Google Play, 
Google Maps, Gmail, and Google Docs).

In the short term, users of Huawei devices will still 
have access to Android services.  But in the long 
term, as the company goes ahead with developing its 
own OS and products, new users in developing coun-
tries, in particular in Asia and Africa, may opt for the 
more affordable Huawei devices with its new OS.

Second strike: Intel, Qualcomm, and 
Broadcom’s chip design

After Google, chip print designers Intel, Qualcomm, and 
Broadcom – on whose servers and switching chips, 
processors, and modems Huawei is heavily dependent 
– also joined the ban.  While Huawei might not suffer 
much in the short term due to its stock of chips and 
processors, the company could struggle over the next 
few years to develop its own chip design. In the long 
term, however, this might turn into a win for Huawei: 
having its own chip design could secure its current 
global dominance in mobile and telecom markets.

Third strike: ARM chip logic

The most threatening news for Huawei came with 
the announced ban by ARM,  the UK-based company 
owned by Japan’s SoftBank Corp., which is the unique 
global designer of logical architecture of almost all 
the world’s chips. ARM extensively uses intellectual 
property of US research institutions, to which the ban 
applies.

HiSilicon, a Huawei subsidiary, has produced ARM-
based chips for years. Even if HiSilicon manages 

to develop its own print design, it might be almost 
impossible for them – at least over a number of years 
– to design their own core logics.

Emerging questions

What will be the market loss for Google, Intel, Qualcomm, 
ARM, and others, as a result of cutting ties with Huawei, 
one of the world’s leading information and communica-
tion technology (ICT) vendors? Will users turn to open 
source, striking back at the (mainly US) software indus-
try? And has the USA crossed the Rubicon of global tech-
nology innovations? These are all open questions.

Chip-making progress in the recent decades was pos-
sible mainly because of interdependence in research 
and development: Different entities and researchers 
around the world focused on particular innovations, 
and collaborated closely to put them together. With 
the US decision, companies (and states) will realise 
that political decisions can significantly influence the 
tech industry’s supply chain, and they will likely turn to 
safeguarding their supply chains internally. A technol-
ogy trade war could push states to invest in their own 
capacities and replace technological interdependence 
with technological independence. Such a fragmenta-
tion of technology development may slow down the 
overall global innovation in this field.

Hope remains that the current situation is only a tempo-
rary crisis, within the context of the China-US trade nego-
tiations (currently at a stalemate). Regardless, we may 
soon see both Huawei and China retaliating in different 
ways, with the battle for global dominance continuing.

Credit: Kārlis Dambrāns

https://www.xda-developers.com/google-revoke-huawei-android-ban-blacklist/
https://www.theverge.com/2019/5/20/18632234/huawei-android-ban-response-google-security-updates
https://www.bloomberg.com/news/articles/2019-05-19/google-to-end-some-huawei-business-ties-after-trump-crackdown
https://www.wired.com/story/huawei-loses-arm-chip-design/
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AI and robotics: A solution to an ageing world?
The world’s population is ageing. According to the UN, the population aged 60 or over is growing faster 
than all younger age groups, with a growth rate of about 3% per year, globally.  This ageing trend 
comes with significant challenges for the economy and society. But robotics, automation, and AI may 
offer some solutions.

Robots: A panacea for old age?

A recent article in The Economist argues that, instead of 
taking people’s jobs (as many claim), robots will help the 
world adapt to the challenges of an ageing population.

As birth rates around the world decline, so too does the 
working age population. This threatens to negatively 
impact economic growth. If fewer people work, keeping 
today’s productivity and gross domestic product (GDP) 
requires a more productive workforce.  This is a chal-
lenge that robotics and automation could help address. 
AI-fueled machines will help ageing workers with the 
labour they can no longer perform well. And, as more 
people retire, these machines could take over their work, 
ensuring that productivity rates are not affected.

More robots, therefore, could mean more productivity 
and better chances for economic growth. A study by 
McKinsey backs up this claim, estimating that automa-
tion could raise productivity growth globally by 0.8%–
1.4% annually.

Moreover, with the rise of the ageing population, there 
will be more demand for targeted services, from med-
ical and care-giving, to housing and transportation. The 
robotics industry is already working on responding to 
this demand. While there might not be enough caregiv-
ers and service providers to support the ageing popula-
tion, service robots promise to be a solution.

Currently, service robots  range from machines that 
can perform household tasks, to companion robots such 
as Zora  and Buddy,  and robotic nurses which monitor 
a person’s health condition. But the technology is not yet 
advanced enough to allow the robots to completely act 
as a human caregiver. For example, they still perform 
only specific tasks and are not yet able to engage in 
meaningful conversation. But this may soon change, as 
more companies and investors are showing interest in 
this specific area.

The ageing population and AI investments

The Economist also suggests that ageing countries are 
investing more in robotics and automation. It points out 

that South Korea, Singapore, Germany, and Japan have 
the largest number of robots per industrial worker and 
are also among the countries with the oldest workforce.

Is it because these countries have understood that auto-
mation and robotics will keep them productive in years 
to come, while their workforce is diminishing? Difficult 
to say, but it is interesting to look at the numbers. PwC 
estimates that AI advancements will lead to an increase 
in global GDP by 14% by 2030, with North America and 
China being the ones with the greatest gains, Europe 
following closely, and Latin America and Africa likely to 
benefit less.

Then, the UN population estimates for 2030 point to 
a significant decrease in the population aged 15–64 
in Europe and North America, a rather steady curve 
for Latin America, and an increase in Africa.  So The 
Economist’s article may have some ring of truth, showing 
a correlation between demographic trends and invest-
ments in robotics and AI.

However, while the correlation is there, it does not nec-
essarily mean that there is a cause-effect relationship as 
well and that an ageing population is the primary driver 
for investments in AI. While future studies might shed 
more light on this, countries will certainly benefit if they 
pay more attention to how machines can help address 
the challenges of an ageing population.

In focus

Credit: Dada Motion

https://www.un.org/en/sections/issues-depth/ageing/
https://www.economist.com/international/2019/02/16/an-ageing-world-needs-more-resourceful-robots
https://venturebeat.com/2018/04/19/the-role-of-automation-in-the-aging-workforce/
https://www.mckinsey.com/featured-insights/digital-disruption/harnessing-automation-for-a-future-that-works
https://ifr.org/service-robots
https://www.nytimes.com/interactive/2018/11/23/technology/robot-nurse-zora.html
https://buddytherobot.com/en/buddy-the-emotional-robot/
https://www.therobotreport.com/march-2019-robotics-investments/
https://alignedresearch.com/pwc-ai-analysis-report-review
https://www.un.org/en/development/desa/population/publications/pdf/trends/Population2030.pdf
https://vimeo.com/166111568
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Data analysis

Over the past year, we have seen more complaints 
over privacy breaches and more and legal cases 
opened by national data protection authorities across 
the EU. Some of the investigations concluded with 
fines being imposed on tech companies. Non-EU 
countries have started looking into adopting similar 
data protection frameworks, and several companies 
have expressed their willingness to follow suit, illus-
trating ongoing trends that may shape the future of 
data protection worldwide.

Stark increase of complaints and data 
protection cases across the EU

One of the main objectives of the GDPR is to strengthen 
EU data protection rules and give more teeth to 
national authorities responsible for enforcing them. 
First reports from authorities around Europe indicate 
the success of the new policy in this regard.

Indeed, the introduction of this legislation has led to 
a sharp increase in the number of complaints and 
investigations related to data protection violations in 
all EU member states. More than 280 000 cases have 

been received by EU data protection authorities, while 
around 144 000 individual complaints were regis-
tered. This increase in complaints and cases investi-
gated by national authorities is also mirrored by the 
overall augmentation of their resources and staff.

Modest financial fines issued, so far

Despite an acceleration of investigations into data 
protection violations, the number and size of financial 
fines have remained quite modest until now. Under 
GDPR rules, penalties can be significant and amount 
to up to 4% of a company’s global annual turnover. 
After one year, GDPR enforcement actions have gen-
erated around €56 million in penalties in total, but 
one single fine (levied against Google by the French 
Commission national de l’informatique et des libertés 
(CNIL)) accounts for nearly 90% of this amount.

This rather low level of penalties is partly due to the 
relative tolerance of national authorities towards the 
private sector in this first year, as companies were 
expected to take time to adjust their data protection 
practices to the new framework. But the transition 

GDPR: One year on
In May 2019, the EU GDPR turned one since its coming into effect. Designed to update data protection rules 
in the EU, the GDPR has been a key buzzword in digital policies since 2018, partly due to its global reach 
and its implications for states, businesses, and citizens around the world.
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GDPR investigations: 2018 - 2019

 Visit dig.watch/trends/gdpr for the interactive version of this map

https://iapp.org/resources/article/gdpr-one-year-anniversary-infographic/
https://slate.com/technology/2019/03/gdpr-one-year-anniversary-breach-notification-fines.html
https://dig.watch/trends/gdpr
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period is over. For example, the head of the French 
data protection authority said that sanctions will be 
imposed without hesitation from now on.

GDPR’s looming impact on large tech 
companies

Internet giants have come into the spotlight recently 
in the wake of a number of data protection scan-
dals. Facebook, Google, Apple, Microsoft, and Twitter, 
among others, are now under investigation for poten-
tial GDPR violations, and may face substantial fines 
in the coming months and years. Already in January 
2019, Google received from the CNIL the highest 
fine so far (€50 million) for GDPR violations. Though 
the company appealed, Google was sanctioned for 
breaching rules over ad targeting and transparency 
requirements on its Android mobile operating sys-
tem.

Meanwhile, the Irish Data Protection Commission 
(DPC), which has become the lead authority for most 
of the Internet giants, opened 19 investigations into 
several of these firms, as most of the major US tech 
companies are registered for processing personal 
data in Ireland. The DPC’s investigations have tar-
geted Facebook in particular and its subsidiaries 
(e.g. WhatsApp and Instagram) for potential privacy 
violations.

Facebook is now facing 11 investigations in Ireland for 
issues ranging from large-scale data breaches and 
legal bases for processing, to transparent presen-
tation to users.  The DPC launched its latest inves-
tigation in May 2019 against Google. The unique role 
of the DPC for investigating major US tech companies 
led the BBC to argue that this authority has become 
Europe’s de facto data watchdog.

Divergence in the implementation across EU 
member states

Though the GDPR is a regulation directly applicable in 
all EU member states, some of its provisions required 
adjustments and transposition measures into national 
laws. Currently, the level of implementation of GDPR is 
unequal across the EU, as a number of states such as 
Portugal, Greece, and Slovenia, have yet to transpose 
some key provisions into their national legislation.

Věra Jourová, European Commissioner for Justice, 
Consumers and Gender Equality, recently acknowl-
edged the slow pace of GDPR implementation, and 
urged all member states to respect the ‘spirit of the 
GDPR’.  Also, not all authorities have been able to 
keep up with the significant increase in the number of 
complaints received, signalling insufficient resources 
available for data protection authorities in certain 
countries.

GDPR’s spill-over effect across the world

Though still imperfectly implemented at home, the 
GDPR has already had considerable impact worldwide. 
In Brazil,  China,  India,  Japan,  South Korea,  and 
Thailand,  legislators and governments have passed 
new laws, proposed new regulations, or are consid-
ering legislative changes closely aligned with the EU’s 
GDPR.

In the USA, current debates around the possible intro-
duction of new data protection rules have put a strong 
spotlight on the new framework created by the GDPR. 
Though initially fiercely opposed to stricter privacy 
rules in Europe, several large tech companies are 
supporting stronger national legislation aligned with 
the GDPR. Apple CEO Tim Cook, for instance, invited 
the USA to use it as a model,  while Facebook CEO 
Mark Zuckerberg and Google CEO Sundar Pichai have 
called for comprehensive privacy legislation at the 
federal level.

Data analysis

GDPR investigations per company
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https://www.politico.eu/article/winter-is-coming-says-french-privacy-watchdog/
https://www.politico.eu/article/france-hits-google-with-e50-million-fine-for-gdpr-violation/
https://www.dataprotection.ie/sites/default/files/uploads/2019-02/DPC%20Annual%20Report%2025%20May%20-%2031%20December%202018.pdf
https://www.bbc.com/news/business-48357772
https://www.euractiv.com/section/data-protection/news/jourova-urges-member-states-to-respect-the-spirit-of-the-gdpr/
http://www.planalto.gov.br/ccivil_03/_Ato2015-2018/2018/Lei/L13709.htm
https://iapp.org/news/a/more-positive-progress-on-chinese-data-protection-regime-in-2019/
https://iapp.org/news/a/understanding-indias-draft-data-protection-bill/
https://ec.europa.eu/info/sites/info/files/research_and_innovation/law_and_regulations/documents/adequacy-japan-factsheet_en_2019_1.pdf
https://news.bloomberglaw.com/privacy-and-data-security/south-korea-privacy-law-changes-may-help-eu-data-transfer-talks
https://www.bangkokpost.com/business/news/1642336/personal-privacy-in-the-balance
https://www.zdnet.com/article/apples-tim-cook-our-personal-data-is-weaponized-against-us-by-you-know-who/
https://www.cnbc.com/2019/05/23/gdpr-one-year-on-ceos-politicians-push-for-us-federal-privacy-law.html
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Geneva

Policy events in Geneva: Discussions in May
Numerous policy discussions take place in Geneva every month. The following updates cover the main 
events in April. For event reports, visit the Past Events section on the GIP Digital Watch observatory.

During its 72nd Assembly, the WHO adopted the 
eleventh revision of its International Statistical 
Classification of Diseases and Related Health 
Problems (ICD-11), which recognises gaming disor-
der as a medical condition. The disorder is defined 
as ‘a pattern of gaming behavior (“digital-gaming” 

or “video-gaming”) characterized by impaired con-
trol over gaming, increasing priority given to gaming 
over other activities to the extent that gaming takes 
precedence over other interests and daily activities, 
and continuation or escalation of gaming despite the 
occurrence of negative consequences.’

72nd World Health Assembly  – 20–28 May 2019

The session discussed the impact of rapid technolo-
gical change on sustainable development and the role 
of science, technology, and innovation (STI) in building 
resilient communities. It further stressed the crucial 
role played by the sharing of knowledge and education 

to foster UNCTAD’s mandate and marked the launch of 
its Technology and Innovation Report 2018: Harnessing 
Frontier Technologies for Sustainable Development.

Read our reports from the sessions. 

22nd Session of the Commission on Science and Technology for Development  – 13–17 May

The 50th version of the World Telecommunication 
& Information Society Day (WTISD) recognised the 
efforts of the ITU as a driver of international stan-
dards and enabling mechanisms for the sharing of 
innovation. Discussions focused on the importance of 
standards through the example of smart cities, digital 

finances, and financial inclusion as well as through 
examples of joint World Health Organization (WHO) 
– ITU standards on safe listening and AI for health 
(AI4H).

Read our reports from the sessions. 

50th anniversary of World Telecommunication & Information Society Day  – 17 May 2019

The summit was held under the theme of ‘Accelerating 
progress towards the Sustainable Development 
Goals’ and discussed practical applications of AI. 
Recognising the efforts of a number of countries that 
have developed or are developing national AI strate-
gies, discussions focused on aspects of sustainable 
development and identified existing practices, miss-
ing norms and necessary adjustments to harness the 
potential of AI for sustainable development.

Read our reports from the sessions. 

AI 4 Good Global Summit  – 28–31 May 2019
Negotiating Internet 
Governance, a new 
publication by Roxana 
Radu,  was launched on 
28 May in Geneva. The 
book provides a com-
prehensive overview of 
the evolution of Internet 
governance mecha-
nisms, from early net-
works to today’s major 
digital policy issues. 

mailto:https://dig.watch/past-events?subject=
https://dig.watch/events/72nd-world-health-assembly
https://dig.watch/events/22nd-session-commission-science-and-technology-development
https://www.giplatform.org/events/digital-work-global-south-challenges-and-opportunities
https://dig.watch/resources/50th-anniversary-world-telecommunication-and-information-society-day
https://dig.watch/events/50th-anniversary-world-telecommunication-information-society-day
https://dig.watch/events/ai-good-global-summit-2019
https://dig.watch/events/ai-good-global-summit-2019
https://www.researchgate.net/publication/331198888_Negotiating_Internet_Governance
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Upcoming

For your Geneva diary
June announces to be a busy month for digital policy discussions in Geneva. Here is an overview of 
some of the events taking place throughout the month in the city. 

June

July

10–20 JUNE
ITU Council 2019

At its 2019 annual meeting, the ITU Council will review and 
discuss ongoing and future work carried by several ITU 
bodies, such as the implementation of the World Summit 
on the Information Society outcome documents. A report 
on ITU’s activities related to the resolutions dealing with 
Internet-related issues will also be discussed.

17 JUNE
Geneva Launch of the UN Secretary General’s
High-Level Panel on Digital Cooperation’s report

The Panel’s report, which will be launched in New 
York on 10 June (see page 12), will then be launched in 
Geneva a week later during an event hosted by the UN 
Office in Geneva. Panel members Nanjira Sambuli and 
Cathy Mulligan will give an overview of the reports’ main 
points and discuss how stakeholders can follow up on its 
recommendations.

24 JUNE
Unpacking the High-Level Panel’s report:
Contributions from Geneva

The Geneva Internet Platform and its  partners will host 
an expert discussion on the High-Level Panel on Digital 
Cooperation’s report. The event will kick-start the global 
discussions on the Panel’s recommendations and will 
help unpack the report, focusing on specific areas, and 
on Geneva’s contribution to its implementation.

10–21 JUNE 
108th Session of the International Labour Conference

This year’s International Labour Conference marks the 
100th year of the International Labour Organization. 
The conference will include thematic debates related to 
labour standards and the future of work. The Commission 
on the Future of Work’s report, launched earlier this year, 
will also be discussed at the meeting.

20 JUNE
Geneva Cybersecurity Law & Policy Conference

The second edition of the conference will discuss liability 
for cybersecurity breaches and cyberattacks, cybersecu-
rity in the era of big data, machine learning and AI, and lia-
bility of AI-based cyberattacks. The event is co-organised 
by the University of Geneva and the Hebrew University of 
Jerusalem.

24 JUNE – 12 JULY  
UN Human Rights Council – 41st session

The UN Human Rights Council will discuss issues related 
to the promotion and protection of human rights around 
the world. The right to freedom of expression, minority 
rights, violence against women, the right to education, 
and the right to freedom of assembly and association will 
feature on the agenda. The Geneva Internet Platform will 
report from sessions and side-events touching on human 
rights online.
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https://dig.watch/events/itu-council-2019
http://digitalcooperation.org/
http://www.giplatform.org/
https://dig.watch/events/108th-session-international-labour-conference
https://www.ilo.org/ilc/ILCSessions/108/reports/reports-to-the-conference/WCMS_662410/lang--en/index.htm
https://www.giplatform.org/events/geneva-cybersecurity-law-policy-conference-0
https://dig.watch/events/un-human-rights-council-41st-session


Upcoming

The main global digital policy events in June
We look ahead at the digital policy calendar to highlight the main global discussions taking place in the 
next few weeks. For some of them, the observatory will provide reports from individual sessions, and 
a final report summarising the discussions.
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The Geneva Internet Platform is an initiative of:

5–7 JUNE
Third Open Consultations and MAG Meeting – IGF 2019 
(Berlin, Germany)

The Internet Governance Forum (IGF) community and the 
Multistakeholder Advisory Group (MAG) will gather for the 
third face-to-face meeting in the IGF 2019 cycle, to continue 
the preparations for the 14th IGF (Berlin, November 2019), 
as well as to take stock of ongoing intersessional activities.

11–14 JUNE
RightsCon 2019 (Tunis, Tunisia)

Organised by AccessNow, RightsCon 2019 will reflect the 
scope of technology’s impact on society and human rights. 
The conference will feature 17 thematic tracks, such as 
Artificial Intelligence and Automation and Algorithmic 
Accountability, Countering Online Harassment and Hate 
Speech and Violent Extremism, and Forging Alternative 
Models for Business and Human Rights.

19–20 JUNE
EuroDIG 2019 (The Hague, the Netherlands)

Held under the theme ‘Cooperation – the right way’, 
EuroDIG 2019 will address issues such as access and liter-
acy, Internet governance ecosystem development, human 
rights, innovation and economic issues, media and content, 
security and crime, and technical and operational issues. 
The Geneva Internet Platform (GIP) is one of EuroDIG’s 
institutional partners, and session reports from the event 
will be available on the GIP Digital Watch observatory.

10 JUNE
Launch of the UN Secretary General’s High-Level Panel 
on Digital Cooperation’s report (New York, USA)

One of the Panel’s main mandates is to recommend 
improvements to the current digital policy architecture. 
The Panel’s report is expected to identify existing gaps 
and propose three models and respective functions. The 
report will be presented to the UN Secretary General 
during an event in New York on 10 June, and launched in 
Geneva one week later.

13–14 JUNE
Digital Assembly 2019 (Bucharest, Romania)

Co-organised by the European Commission and the 
Romanian Presidency of the Council of the EU, the assem-
bly will bring European stakeholders together to discuss the 
state of the EU digital single market and exchange views on 
future digital policies. The two-day event will include four ple-
nary sessions on Digital 4 Planet, Digital 4 Leadership, Digital 
4 Jobs, and Digital 4 Communities, discussing the impact of 
digital technologies on our societies and economies.

24–27 JUNE
ICANN65 (Marrakech, Morocco)

Held as a Policy Forum, the 65th meeting of the Internet 
Corporation for Assigned Names and Numbers (ICANN) 
will focus on substantive issues on the agendas of 
ICANN’s supporting organisations and advisory commit-
tee. Discussions will continue on possible policy recom-
mendations for subsequent procedure for new generic 
top level domains (gTLDs). Privacy and data protection, 
universal acceptance, and ICANN’s multistakeholder 
model will also be among the topics to be discussed.

June

July

https://dig.watch/events/third-open-consultations-and-mag-meeting-igf-2019
https://dig.watch/events/rightscon-2019
https://dig.watch/events/eurodig-2019
https://dig.watch/events/launch-high-level-panel-digital-cooperations-report
https://dig.watch/events/digital-assembly-2019
https://dig.watch/events/icann65

