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1. Cambridge Analytica case increases scrutiny on 
Facebook and Internet companies

In recent months, Internet companies have been under increas-
ing pressure over several issues. In March, the Cambridge 
Analytica scandal involving the data of 30 million Facebook 
users placed Internet companies under even more scrutiny.

The case involved data which was collected from Facebook 
users by a researcher through a mobile application, which also 
harvested the data of users’ friends. Violating the agreement to 
use the data for research purposes only, the researcher gave 
the data to Cambridge Analytica, which matched the data with 
other records to construct personality profiles. The compiled 
data was then sold to political campaigns to influence voters.

The case has several implications, including intermediary 
responsibility, content policy, consumer protection, and data 
security. Turn to page 6 to read more about the implications.

In addition to the implications, the case helped raise aware-
ness about privacy. A look at the global search trends for 
privacy-related terms since 2015 shows a spike in searches 
corresponding to major developments or incidents.

In January and September 2015 (points 1 and 2 on the graph 
on page 3), the rise in the number of searches was linked 
to a Facebook privacy hoax.  In June 2016 (point 3), the 
spike was linked to a court judgment concerning browser 
cookies.  In October 2016 (point 4), the privacy hoax e-mail 
resurfaced,  while In March and April 2017 (point 5), the US 
President’s repeal of the Federal Communications Commission’s 
online privacy rules drew interest.  In March 2018 (point 6), the 
spike was in reaction to the Cambridge Analytica case.

While the media continues to report on the ongoing investi-
gations, it is expected that this trend will continue into April.

2. Taxation: European Commission issues 
proposals, OECD releases interim report

The issue of taxation in the digital economy has been high 
on the international agenda over the past year.

In March, the European Commission announced the much-
anticipated tax proposals: a long-term proposal, aimed at 
reforming the EU’s corporate tax rules for digital activities, and 
a short-term interim tax on revenue from digital activities.
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THE CAMBRIDGE ANALYTICA CASE
This month, the Cambridge Analytica case placed 
Internet companies under even more scrutiny, and 
raised many issues related to users’ personal data. 
Turn to page 6 for more.

https://www.theguardian.com/technology/2015/sep/30/facebook-charge-keep-posts-private-hoax
https://www.theguardian.com/technology/2016/jun/30/facebook-wins-appeal-against-belgian-privacy-watchdog-over-tracking
https://www.cbsnews.com/news/dont-fall-for-viral-facebook-hoaxes/
https://www.reuters.com/article/us-usa-internet-trump/trump-signs-repeal-of-u-s-broadband-privacy-rules-idUSKBN1752PR
http://europa.eu/rapid/press-release_IP-18-2041_en.htm
http://dig.watch
http://dig.watch/briefings
mailto:digitalwatch@diplomacy.edu


Issue 29 – March 2018

2

This icon indicates that there is more background material in the digital version. Alternatively, visit https://dig.watch for more in‑depth information.

Many policy discussions take place in Geneva every month. The following updates cover the main events of the month. 
For event reports, visit the Past Events  section on the GIP Digital Watch observatory.

The Big Data conference, hosted by the European Broadcasting Union (EBU) 28 February – 1 March,  
addressed the data-driven strategies of media organisations and the potential of data journalism and 
personalised services, among others. Part of Big Data week, the event convened media profession-
als, and industrial, legal, marketing, and policy experts to compare and learn from the experience of 
public service media across Europe. The main takeaways included (a) more organisations are adopt-
ing data-driven strategy, but the pace across Europe is not uniform; (b) trust in public service media 
must be a key indicator for modern societies; (c) attracting data scientists is challenging, as is the 
collaboration with competitors; (d) a data science approach and a fully fledged data architecture are 
needed to reap the benefits of the digital environment.

EBU Big Data 
Conference 2018

Several main and side sessions at the 37th session of the UN Human Rights Council, 26 February – 
23 March,  touched on digital rights issues. One of the key points emerging during the discussions 
was that human rights protection can help achieve the sustainable development goals (SDGs), but 
increasing importance needs to be placed on how rights are protected in the digital age, from access 
to information, to privacy and data protection. In a Resolution on the right to privacy in the digital age, 
the Council extended the mandate of the Special Rapporteur on the right to privacy for three years.  
Several side events discussed good practices in using ICTs to ensure economic, social, and cultural 
rights and reducing inequalities,  the implications of digital identities, smart cities, and data-intensive 
systems for the right to privacy,  and whether and how existing human rights instruments apply to 
cyberspace activities.

UN Human 
Rights Council – 

37th Session

The GIP hosted the launch of the initiative CyberMediation: New Technologies for Political Mediation,  on 13 
March, prepared by the UN Department of Political Affairs, DiploFoundation, the Centre for Humanitarian 
Dialogue, swisspeace, and researchers from Harvard University. The discussions  explored opportu-
nities and challenges stemming from the use and misuse of new-tech manifestations, such as smart 
applications, social media, and big data sets. Questions arose about transparency, spoilers, and confi-
dentiality in a field that is traditionally viewed as low-tech and human-intensive. In its initial phase, the 
CyberMediation initiative will consists of four main thematic streams: impact of new technologies on 
mediation; social media; data for mediation; and artificial intelligence (AI), including text mining. The 
event was attended by diplomatic missions, international organisations, and civil society in Geneva.

CyberMediation: 
New Technologies 

for Political 
Mediation

IGF 2018: 
First Open 

Consultations and 
MAG Meeting

The meeting, that ran from 20 to 22 March,  brought together members of the Multistakeholder 
Advisory Group (MAG) and the broader IGF community for discussions on what went well during the 
IGF 2017 cycle and what could be improved for IGF 2018 and how. It was noted by some partici-
pants that the IGF should continue bringing innovations to its format and content, building on some 
of the new elements introduced in Geneva, such as the high-level opening sessions and the Geneva 
Messages.  There were suggestions for bringing more focus and cohesion to the IGF programme, for 
example by having days or time slots dedicated to specific themes or to specific types of sessions or 
activities (workshops, best practice forums, main sessions, etc.). During the MAG meeting, a decision 
was made to launch a call for issues allowing the IGF community to indicate topics of high interest that 
they would like to see tackled at IGF 2018.

WSIS Forum 2018

Hosted by the International Telecommunication Union (ITU) 19–23 March, the WSIS Forum  brought 
together stakeholders from around the world to look at what progress has been made in imple-
menting the WSIS action lines, and how they could be further aligned with the SDGs. Participants 
exchanged information and shared good practices on how the Internet and digital technologies can be 
used to advance sustainable development. The event covered a broad range of digital policy issues, 
such as access and digital divides, cybersecurity and privacy, and the Internet of Things (IoT) and AI. It 
emerged from the discussions that new technologies can bring solutions to some of the world’s most 
pressing problems, but also economic, security, legal, and ethical implications that countries need 
to consider. The Geneva Internet Platform provided just-in-time reports from the forum. Read the 
session reports, and download the Summary Report.

DIGITAL DEVELOPMENTS IN GENEVA

GENEVA

http://dig.watch
https://dig.watch/past-events
https://www.giplatform.org/events/ebu-big-data-week-2018
https://dig.watch/events/un-human-rights-council-37th-session
http://undocs.org/A/HRC/37/L.10
https://dig.watch/resources/side-event-role-ICT-ensuring-economic-social-and-cultural-rights
https://dig.watch/resources/side-event-digital-identity-smart-cities-and-other-data-intensive-systems-implications
https://dig.watch/resources/side-event-human-rights-cyberspace
https://www.giplatform.org/events/cybermediation-new-technologies-political-mediation
https://www.diplomacy.edu/blog/launch-of-cybermediation-initiative
https://dig.watch/events/igf-2018-first-open-consultations-and-mag-meeting
https://www.intgovforum.org/multilingual/content/igf-2017-geneva-messages
https://www.intgovforum.org/multilingual/content/igf-2018-call-for-issues
https://www.giplatform.org/events/wsis-forum-2018
https://dig.watch/events/wsis-forum-2018
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The proposals were welcomed by many EU countries, but 
they also triggered concerns. Some commentators worry 
that the proposals would attract retaliatory acts by the US 
government, since many of the targeted companies are 
based in the USA.  Others believe that the proposed meas-
ures will benefit mostly large countries in the EU; in any 
case, the EU should be working alongside the Organisation 
for Economic Co-operation and Development (OECD) to 
develop international rules.

A second development this month was the OECD’s interim 
report,  which highlights the implications of digitalisation 
and the digital economy on taxation. The report underlines 
the complexity of tax issues raised by digitalisation, and 
notes that more than 110 countries agree on the need for a 
coherent set of international tax rules. However, countries 
have different views on whether and how international tax 
rules should change. No agreement was therefore reached 
on interim measures.

The OECD will continue to review the implications of digitali-
sation on two main taxation issues: nexus (the link between 
value creation and location) and profit allocation rules. A 
final report is expected in 2020.

3. Autonomous car accident raises safety and 
security issues

Earlier this month, an Uber autonomous test car with a 
safety driver on board was involved in a fatal accident in 
Temple, Arizona, USA.

The accident amplified concerns about autonomous vehi-
cles and road safety issues. Driverless cars need to learn 
how to navigate heavy traffic and adverse weather condi-
tions. They also need to react swiftly to pedestrians’ unpre-
dictable behaviour. AI plays a crucial role, but so does the 
human element.

How will the incident affect the further development 
of autonomous cars? Uber’s operations are the most 
impacted. For now, Uber suspended its testing operations 
across North America, either on its own  or as directed by 

authorities.  Two other companies – Toyota  and Nvidia  
took a similar temporary decision.

Beyond these temporary interruptions, the development 
of driverless cars is likely to continue around the globe. 
Additional safety considerations, however, will need to be 
taken on board during the critical testing period. Developers 
will need to ensure that the technology is fast enough to 
react to unpredictable situations. The main test is whether 
driverless vehicles can be trusted enough to be on public 
roads, with – and eventually without – a safety driver.

Questions related to liability will also continue to arise. Who 
is responsible if a vehicle-related fault occurs? Are current 
road regulations adequate to deal with issues of safety, 
responsibility, and insurance? Authorities in different parts 
of the world, such as Arizona,  California,  and the UK,  
are seeking to answer some of these questions.

ANALYSIS

DIGITAL POLICY TRENDS IN MARCH
Continued from page 1

The European Commission’s tax proposals for 
the digital economy

The first long-term tax proposal will allow EU countries 
to tax profits generated within their territory, even if 
the company providing the online services in question 
does not have a physical presence there. The proposal 
introduces the notion of ‘digital presence’ or ‘virtual per-
manent establishment’, which an Internet company is 
deemed to have if (1) its annual revenue in a member 
state exceeds €7 million, (2) it has more than 100,000 
users in a member state in a taxable year, and (3) it con-
cludes more than 3000 business contracts for digital 
services in a taxable year.

The second proposal envisions a 3% interim tax on rev-
enue from digital activities that are currently not subject 
to taxation, including revenues from online advertising, 
from intermediary activities such as Airbnb and Uber, 
and from the sale of user data. This tax would apply 
to companies with total annual worldwide revenues of 
€750 million and EU revenues of €50 million, and would 
be collected in the country where users are located.

http://www.europarl.europa.eu/news/en/press-room/20180327IPR00605/meps-quiz-moscovici-on-impact-of-commission-s-proposals-for-new-digital-tax
https://www.irishtimes.com/business/economy/digital-tax-the-irish-reaction-in-brussels-1.3435694
https://www.oecd-ilibrary.org/docserver/9789264293083-en.pdf?expires=1522421277&id=id&accname=guest&checksum=AFD2CC033676E9ECEA56FBEFA224AC24
http://www.dw.com/en/uber-suspends-autonomous-car-testing-after-fatal-crash/a-43042988
https://www.theverge.com/2018/3/26/17166326/uber-self-driving-autonomous-vehicle-ban-arizona-fatal-crash
https://www.theverge.com/2018/3/20/17143838/toyota-av-testing-uber-self-driving-car-crash
https://www.theverge.com/2018/3/27/17168606/nvidia-suspends-self-driving-test-uber
https://azgovernor.gov/sites/default/files/related-docs/eo2018-04_1.pdf
https://www.dmv.ca.gov/portal/wcm/connect/aa08dc20-5980-4021-a2b2-c8dec326216b/AV_Second15Day_Notice_Express_Terms.pdf?MOD=AJPERES
https://www.gov.uk/government/news/government-to-review-driving-laws-in-preparation-for-self-driving-vehicles
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Revelations about political data firm Cambridge Analytica using the data of Facebook users to influ-
ence voters in the USA and the UK placed Facebook under intense scrutiny.  Facebook announced 
updates to its privacy settings,  as well as the shutting down of the Partner Categories app.

The European Commission is reportedly planning to include digital services that collect users’ data 
under the EU consumer protection rules.

The Nigerian Senate has passed a Digital Rights and Freedom Bill containing provisions for the 
protection on human rights online. 

The Internet Corporation for Assigned Names and Numbers (ICANN) has proposed an interim 
model for ensuring that generic top-level domain (gTLD) registries and registrars comply with the 
EU General Data Protection Regulation (GDPR).  The organisation also wrote to EU data protection 
authorities asking for guidance on the proposed model.

A report published by Interpol and ECPAT International shows that boys and very young children 
are at greater risk of severe online sexual abuse. It calls for more resources to be put into achieving 
a better understanding of online exploitation and identifying victims.

The UN Human Rights Council has extended the mandate of the Special Rapporteur on the right to 
privacy for a period of three years.

Digital rights

increasing relevance

OBSERVATORY

DIGITAL POLICY: DEVELOPMENTS IN MARCH

In Turkey, taxi drivers are accusing Uber of operating an unlicensed taxi service.  In Egypt, a court 
has temporarily suspended the licences of Uber and its competitor Careem.  In other locations, such 
as in London  and in Barcelona,  Uber is working to bring its services in line with local regulations.

The OECD has launched its interim report on tax challenges arising from digitalisation,  while the 
European Commission presented a long-term proposal and an interim solution for digital tax reform.

The USA filed a complaint at the World Trade Organization (WTO) on China’s trade practices related 
to intellectual property, technology transfer, and innovation.  In Belarus, the Ministry of Finance 
paved the way for the use of cryptocurrencies.  The EU rules against unjustified geoblocking 
entered into force on 22 March.

E-commerce
& Internet
economy

increasing relevance

The US government has publicly blamed Russia for conducting a ‘multi-stage intrusion campaign’, 
since at least March 2016, targeted at governmental entities and critical infrastructure sectors.

Expedia has found evidence of hackers gaining access to 880 000 credit cards.

The Supreme Court of the Russian Federation has ruled that the instant messaging service Telegram 
must share its private encryption keys with Russian authorities.  Telegram plans to appeal the ruling.

Security

same relevance

Participants in the WSIS Forum 2018 reiterated that digital technologies have an important role to 
play in achieving social and economic development goals.

Sustainable
development

increasing relevance

Preparations for IGF 2018 kick-started with the first round of Open Consultations and a MAG meet-
ing.  At a meeting on ‘Preparing for jobs of the future’, G7 Ministers of Employment and Innovation 
established an Employment Task Force to look at how governments could prepare for the future 
world of work, and agreed to convene a multistakeholder conference on AI in autumn 2018.

Global IG
architecture

decreasing relevance

The monthly Internet Governance Barometer tracks specific Internet governance (IG) issues in the public policy debate, and 
reveals focal trends by comparing issues every month. The barometer determines the presence of specific IG issues in compari-
son to the previous month. Read more about each update.

https://www.wired.com/story/wired-facebook-cambridge-analytica-coverage/
https://newsroom.fb.com/news/2018/03/privacy-shortcuts/
https://newsroom.fb.com/news/h/shutting-down-partner-categories/
https://www.euractiv.com/section/digital/news/eu-plans-to-pull-free-digital-services-under-consumer-protection-rules/
http://thenationonlineng.net/paradigm-initiative-commends-bill-passage/
https://www.icann.org/news/blog/data-protection-privacy-issues-icann61-wrap-up-and-next-steps
https://www.icann.org/en/system/files/correspondence/marby-to-denham-26mar18-en.pdf
https://www.interpol.int/News-and-media/News/2018/N2018-010
http://www.ohchr.org/EN/HRBodies/HRC/Pages/NewsDetail.aspx?NewsID=22891&LangID=E
https://www.reuters.com/article/us-turkey-uber/istanbul-taxi-drivers-go-to-court-to-seek-shutdown-of-uber-idUSKCN1GS20X
https://www.reuters.com/article/us-egypt-uber/egypt-court-orders-suspension-of-uber-careem-services-in-victory-for-taxis-sources-idUSKBN1GW1O2?feedType=RSS&feedName=internetNews
https://www.uber.com/en-GB/newsroom/changes-app-london/
https://newsroom.uber.com/es-es/hola-barcelona/
https://newsroom.uber.com/es-es/hola-barcelona/
http://europa.eu/rapid/press-release_IP-18-2041_en.htm
https://www.wto.org/english/news_e/news18_e/ds542rfc_26mar18_e.htm
https://ngscrypto.com/news/belarus-adopts-crypto-accounting-standard
https://ec.europa.eu/digital-single-market/en/news/rules-against-unjustified-geoblocking-enter-force
https://www.us-cert.gov/ncas/alerts/TA18-074A
http://www.chicagotribune.com/business/ct-biz-orbitz-hack-data-breach-20180320-story.html
https://www.bloomberg.com/news/articles/2018-03-20/telegram-loses-bid-to-stop-russia-from-getting-encryption-keys
https://dig.watch/events/wsis-forum-2018
https://www.intgovforum.org/multilingual/content/igf-2018-first-open-consultations-and-mag-meeting
https://g7.gc.ca/en/g7-presidency/themes/preparing-jobs-future/g7-ministerial-meeting/chairs-summary/annex-a/
https://dig.watch/updates
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A report published by the Alliance for Affordable Internet (A4AI), World Wide Web Foundation, and 
UN Women  reveals that US$408 million collected to expand the Internet access across Africa has 
been left unused. The US Federal Communications Commission (FCC) intends to allocate almost 
US$954 million towards restoring and expanding communications networks in Puerto Rico and the 
US Virgin Islands.  Week-long Internet shutdowns occurred in Sri Lanka.

Infrastructure

same relevance

The Coalition for Internet Openness filed a petition against the US FCC over its decision to roll back 
the 2015 net neutrality rules.  In California, a net neutrality bill was introduced in the state senate, 
demonstrating that states continue efforts to adopt their own rules, despite the FCC’s Open Internet 
Order preventing them from doing so.

The UK regulatory authority for electronic communications, OFCOM, has launched an investigation 
to determine whether the traffic management practices of operators Vodafone and Three are in 
line with the EU Open Internet Access Regulation.

Net neutrality

same relevance

The European Commission has recommended a set of measures  for states and the Internet industry 
to improve their response to illegal online content.  The French Prime Minister has announced that 
the country will toughen its stance against hate speech,  to make sure that social media companies 
are more proactive in removing racist content from the Internet. The Turkish parliament has passed 
a bill that will allow the country’s radio and television watchdog to supervise online video content.

The World Intellectual Property Organization (WIPO) handled 3074 domain name cybersquatting 
cases filed by trademark owners in 2017.

Jurisdiction &
legal issues

increasing relevance

A fatal accident involving an autonomous Uber car has lead to concerns about safety, liability, and 
insurance issues around autonomous cars.  Researchers have developed a system that could 
allow driverless cars to notice unexpected obstacles before they come into view.

In the USA, authorities in Arizona  and California  have introduced regulations outlining the condi-
tions under which fully autonomous vehicles can be tested on public roads. The UK government 
announced a three-year review of existing driving legislation, to identify ‘any legal obstacles to the 
widespread introduction of self-driving vehicles and highlight the need for regulatory reforms’.

The United Arab Emirates (UAE) Cabinet has created a Council for AI, while in the USA a bill was intro-
duced in the Congress to create a National Security Commission on AI.  The European Commission 
has announced plans to form a High-Level Expert Group on AI  and an Expert Group on liability and 
new technologies.  The French president launched the country’s AI strategy, pledging to invest 
€1.5 billion in AI initiatives by 2022.

New
technologies 
(IoT, AI, etc.)

increasing relevance

For more information on upcoming events, visit https://dig.watch/events

AHEAD IN APRIL

APRIL MAY

Russian Internet 
Governance Forum
(Saint Petersburg, 

Russia)

6 APRIL

CCW Group of 
Governmental Experts 
on Lethal Autonomous 

Weapons Systems
(Geneva, Switzerland)

9–13 APRIL
ITU Council – 2018 

Session
(Geneva, Switzerland)

17–27 APRIL

ITU Expert Group 
on International 

Telecommunication 
Regulations

(Geneva, 
Switzerland)

12–13 APRIL

UNCTAD 
E-commerce Week

(Geneva, Switzerland)

16–20 APRIL

GIS for a Sustainable 
World

(Geneva, Switzerland)

17–19 APRIL
Second European 

Multidisciplinary Conference 
on Global Internet Governance 

Actors, Regulations, 
Transactions, and Strategies

(Cardiff, UK)

26–27 APRIL

http://webfoundation.org/docs/2018/03/Using-USAFs-to-Close-the-Gender-Digital-Divide-in-Africa.pdf
https://transition.fcc.gov/Daily_Releases/Daily_Business/2018/db0306/DOC-349583A1.pdf
https://www.internetsociety.org/blog/2018/03/sri-lankan-shutdown-web-based-services-creates-huge-social-costs/
https://www.scribd.com/document/373048256/Coalition-for-Internet-Openness-Petition-for-Review-FCC-Net-Neutrality-repeal
http://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201720180SB822
https://www.ofcom.org.uk/about-ofcom/latest/bulletins/competition-bulletins/open-cases/cw_01210
https://ec.europa.eu/digital-single-market/en/news/commission-recommendation-measures-effectively-tackle-illegal-content-online
http://europa.eu/rapid/press-release_IP-18-1169_en.htm
https://www.reuters.com/article/france-racism-socialmedia/france-to-get-tougher-on-social-media-hate-speech-pm-idUSL8N1R14G0
https://www.reuters.com/article/us-turkey-security-internet/turkey-moves-to-supervise-online-content-tightens-grip-on-media-idUSKBN1GY25E
http://www.wipo.int/pressroom/en/articles/2018/article_0001.html
https://techcrunch.com/story/uber-self-driving-car-strikes-and-kills-pedestrian-while-in-autonomous-mode/
https://www.theguardian.com/technology/2018/mar/05/self-driving-cars-may-soon-be-able-to-see-around-corners
https://azgovernor.gov/governor/news/2018/03/governor-ducey-updates-autonomous-vehicle-executive-order
https://www.dmv.ca.gov/portal/dmv/detail/pubs/newsrel/2018/2018_17
https://www.gov.uk/government/news/government-to-review-driving-laws-in-preparation-for-self-driving-vehicles
https://stefanik.house.gov/media-center/press-releases/stefanik-introduces-artificial-intelligence-legislation
https://ec.europa.eu/digital-single-market/en/news/call-high-level-expert-group-artificial-intelligence
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=615947
https://www.reuters.com/article/us-france-tech/france-to-spend-1-8-billion-on-ai-to-compete-with-u-s-china-idUSKBN1H51XP
http://dig.watch/events
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How was the data obtained?

In 2014, a researcher from Cambridge University developed 
an app which paid users to take a personality quiz. Users 
were required to give the app access to their Facebook 
profile and those of their friends.

In addition to the 270,000 users who took the quiz, the app 
was able to access the full profiles of over 50 million of their 
friends. To harvest such data through Facebook’s API, the 
researcher obtained a licence from Facebook, ‘for research 
purposes only’.

How was the data used?

The researcher violated the licence by giving the data to 
political data firm Cambridge Analytica. Once in the firm’s 
hands, the data of 30 million users was matched with 
other records to construct profiles on millions of American 
voters,  with the aim of influencing voters’ behaviour.

Although it was reported that Facebook did not verify how 
the data was being used,  the company said it removed the 
app in 2015 after learning that the data had been sold to 
political campaigns.  The researcher, Cambridge Analytica, 
and a former employee said they had deleted the data.

This month, the same former employee provided 
documents to The Times  and the Observer  which 
confirmed that a large amount of the data was still on the 
company’s servers. How much the data actually contributed 
to influencing voters is still debated.

Implications for digital policy

The case raises many questions, and carries several 
implications for digital policy.

Convergence: Once considered as separate industries, 
the media and the Internet industry have now converged 

around the data model. In this model, users provide their 
own data in exchange for using the service; data is then 
used for advertising and marketing purposes. This ‘gold 
rush’ for data by so many companies means that issues 
and risks are increasing exponentially.

Intermediaries: One of the issues relates to intermediaries’ 
liability for the data they collect and process. How will 
potential breaches of data be dealt with, and who is 
responsible if an agreement between Facebook and third 
parties is breached? Data breaches, misuse of data, and 
breaches of users’ rights are inherently connected.

Content policy: A main criticism levelled against both 
companies and authorities relates to the large amounts of 
data points the companies are allowed to harvest – ranging 
from ‘likes’ to geographical data, and ‘shadow profiles’ 
of non-users which is inferred from other data. Once 
harvested, legal and ethical questions also arise, related to 
how the data and data analyses will be used.

Consumer protection: Most of the data is collected from 
the users themselves. Studies show that users either do 
not understand the data trade-off,  or see the exchange 
of information as an inevitable trade-off.  Who should 
safeguard the users’ position vis-à-vis the bargaining 
power of the Internet industry, and who should ensure that 
users are well-informed about the implications of their 
consent, and any potential alternatives?

Privacy and data protection: While users did consent 
to giving their data to Facebook, the network did not 
specifically inform them that their data could be/had been 
passed on to a researcher. Although the transfer of data 
may be legal due to blanket provisions in the company’s 
data policy, the lack of disclosure could be illegal in the USA 
and the UK.

Security: A Facebook executive said that no breach or 
infiltration had occured; the violation had been committed 

only by the firm.  This highlights a larger 
debate as to what extent Facebook is able 
to remove potentially dangerous loopholes, 
secure its systems, and protect users’ data 
as it changes hands.

Economic: The data model has raised 
questions related to compensating users 
for their data, data which has contributed 
significantly to the revenues of the Internet 
industry. Two trends have emerged: The first 
relates to governments’ push for updating 
tax rules for the digital economy. The second 
relates to calls for users to be compensated 
more directly.

Visit the dedicated page on the GIP Digital Watch 
observatory for more detailed analysis.

CAMBRIDGE ANALYTICA: IMPLICATIONS OF ITS FACEBOOK  
DATA MODELLING PRACTICES

In 2014, political data firm Cambridge Analytica obtained the data of 30 million Facebook users, constructed 
personality profiles, and sold the data to politicians to influence voters. Although this was revealed soon 
after, a former employee’s testimony this month has placed Facebook’s practices under intense scrutiny.

ANALYSIS

https://theintercept.com/2017/03/30/facebook-failed-to-protect-30-million-users-from-having-their-data-harvested-by-trump-campaign-affiliate/
https://slate.com/technology/2018/03/cambridge-analytica-demonstrates-that-facebook-needs-to-give-researchers-more-access.html
https://www.vox.com/policy-and-politics/2018/3/21/17141428/cambridge-analytica-trump-russia-mueller
https://www.nytimes.com/2018/03/17/us/politics/cambridge-analytica-trump-campaign.html
https://www.nytimes.com/2018/03/18/us/cambridge-analytica-facebook-privacy-data.html
https://www.theguardian.com/us-news/2015/dec/11/senator-ted-cruz-president-campaign-facebook-user-data
https://newsroom.fb.com/news/2018/03/suspending-cambridge-analytica/
https://www.nytimes.com/2018/03/17/us/politics/cambridge-analytica-trump-campaign.html
https://www.theguardian.com/news/2018/mar/17/data-war-whistleblower-christopher-wylie-faceook-nix-bannon-trump
https://www.vox.com/policy-and-politics/2018/3/21/17141428/cambridge-analytica-trump-russia-mueller
https://digiday.com/media/european-consumers-attitudes-toward-data-privacy-5-charts/
https://www.experianplc.com/media/news/2017/new-study-uncovers-conflicting-attitudes-about-sharing-data/
https://www.nytimes.com/2018/03/18/us/cambridge-analytica-facebook-privacy-data.html
https://www.nytimes.com/2018/03/18/us/cambridge-analytica-facebook-privacy-data.html
https://www.theguardian.com/technology/2018/mar/14/tech-big-data-capitalism-give-wealth-back-to-people
https://dig.watch/trends/cambridge-analytica
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Setting the scene

In 2003, the Geneva Plan of Action adopted during the first 
WSIS phase outlined action lines to be carried out by various 
stakeholders to ensure that people around the world could 
use ICTs as tools for development. Twelve years later, one 
of the goals included in the 2030 Agenda for Sustainable 
Development was to ‘significantly increase access to ICT 
and strive to provide universal and affordable access to the 
Internet[...]’. Both documents make it clear that ICTs have 
an important role to play in achieving social and economic 
development, and this year’s WSIS Forum strengthened 
this message. It did so by placing a greater emphasis on 
the role of new and emerging digital technologies in meet-
ing the SDGs.

Opportunities and challenges

The power of technology can be harnessed to achieve eco-
nomic growth and sustainable development. We have seen 
this throughout history, during the various industrial revolu-
tions, and we are starting to see it again, as we witness what 
many call ‘the fourth industrial revolution’. The IoT, big data, 
automation, and AI are now realities, and they all have the 
potential to support wellbeing and development.

In 2017, participants at the WSIS Forum looked at how coun-
tries, both developed and developing, can take advantage of 
these technologies to realise the SDGs. This year, the discus-
sion intensified, and there was a greater emphasis on the role 
of big data, IoT, automated systems, and AI as mechanisms 
that can help the world meet the 2030 development targets.

These technologies can be used to address some of today’s 
problems and support development. Drones now deliver 
medicines and other humanitarian aid in hard-to-reach loca-
tions, unmanned vehicles improve agricultural activities, and 
smart cities allow a more efficient use of resources and bet-
ter public and private services. AI applications, from machine 
translation to medical robots can be of help, too, while also 
generating new businesses and jobs.

But with an increasing reliance on digital technologies also 
comes challenges. Connected devices raise issues of safety, 
(cyber)security, and privacy and data protection, among oth-
ers. Advances in automation and AI lead to growing concerns, 
from their impact on the jobs market, to increasing inequali-
ties and new divides, and to the risks associated with AI sys-
tems making decisions on their own.

The way forward

Translated into simple words, the message shared by many 
at the WSIS Forum this year was that new technologies are 
here to stay and we have to find ways to embrace their poten-
tial for good, while addressing their inherent challenges.

When it comes to safety and security concerns around IoT 
devices, policies and regulations, combined with technical 
standards and more responsibility from the side of manufac-
turers, are a good way forward. As AI is expected to impact 
productivity growth at rates not observed before, social and 
economic policies are needed to shape the way this growth 
will be distributed and to avoid increasing inequalities and 
new digital divides. And to help address the risk of people left 
behind in the context of a labour market which is more and 
more susceptible to automation, focus should be placed on 
training and retraining current employees, while also ensur-
ing that tomorrow’s workforce has the skills required in an 
automation- and AI-driven society.

Taking this one step further, questions related to the ethics 
of AI and automated and autonomous systems can be best 
addressed through making sure that such systems are 
designed and used in transparent and accountable ways, 
consistent with human rights and values, peace, security, and 
sustainable development. Policies and regulations designed 
by governments and intergovernmental organisations could 
help here as well, but what is maybe more important is to 
bring all relevant stakeholders to the table, and ensure they 
all contribute, in their own roles, to ensuring that people and 
their wellbeing are put at the centre of technological progress.

This article is based on the WSIS Forum 2018 Summary report, 
prepared by the Geneva Internet Platform, with support from 
ICANN and the Internet Society.

WSIS FORUM 2018: THE ROLE OF NEW TECHNOLOGIES IN ACHIEVING 
SUSTAINABLE DEVELOPMENT

At this year’s WSIS Forum, participants continued discussing ways in which digital technologies could help 
advance sustainable development. The event confirmed a trend that emerged at the 2017 forum: there is less 
and less difference between (digital) development and the wider digital policy discussions, especially with 
the evolution of technologies such as IoT and AI.

IN FOCUS

WSIS
FORUM SUMMARY REPORT
19–23 March 2018 Published on March 26, 2018

Watching through a lens: ITU Secretary General Houlin Zhao at the Opening Ceremony of this year’s WSIS Forum.
Credit: ITU/D.Woldu

This report has been prepared by the Geneva Internet Platform, with support from ICANN, the Internet Society, and DiploFoundation. 
GIP session reports are available on the GIP Digital Watch observatory at https://dig.watch/wsisforum2018. 

The official WSIS Forum 2018 outcomes are available on the ITU website.

WSIS Forum 2018: Extending the debate
The debate on new technologies has become an integral 
part of the wider digital policy discussion. The develop-
ments in artificial intelligence (AI) and big data are hap-
pening at a fast past, bringing economic, security, legal, 
and ethical considerations into sharper focus.

This year, the World Summit on the Information 
Society (WSIS) Forum reconfirmed that digital devel-
opments do not happen in a vacuum. The discussion 
on how to achieve the sustainable development goals 
(SDGs) was influenced by the fast developments 
of new technologies, such as AI and big data, and 

the growing political and policy relevance of digital 
developments.

In analysing the discussions, as part of our just-in-time 
reporting initiative from WSIS Forum 2018, we observed 
two trends in particular.

The first trend is that there is less and less difference 
between development and the wider digital policy discus-
sion. This trend is triggered by new technologies which 
open broader economic, security, legal, and ethical con-
siderations for both developed and developing countries.

This icon indicates that there is more background material in the digital version. Alternatively, visit https://dig.watch for more in-depth information.

https://dig.watch/sites/default/files/WSISForumReport_2018.pdf
https://dig.watch/sites/default/files/WSISForumReport_2018.pdf
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Subscribe to GIP Digital Watch updates at https://dig.watch

TIMELINE

From the launch of online services such as Yahoo! and Twitter, to court decisions and governmental policies having an 
impact on the use and evolution of digital technologies, the historical timeline of the Internet and Internet governance is as 
interesting as it is remarkable. Here, we take a look at main developments that took place in March.

Visit the GIP Digital Watch observatory for more anecdotes. 

THIS MONTH IN INTERNET GOVERNANCE HISTORY

Scan the code to download the 
digital version of the newsletter.

26 March 1976
Queen Elizabeth II

sent her first e-mail
from the Royal Signals and

Radar Establishment (RSRE),
a research facility in 

Malvern, Worcestershire, 
England.

March 2000
March 2000 marked the 

start of the dot-com 
collapse, which lasted until 
October 2002. During this 
period, a large number of
Internet-based companies

or 'dot-coms' were founded.
Many of them failed, losing 

millions of dollars.

26 March 1999
The Melissa virus,

a mass-mailing macro virus,
 was released by David L 

Smith from the state of New 
Jersey. It spread across 

thousands of computers in 
few hours.

19–21 March 1996
The first World

Telecommunication
Indicators meeting took place 

in Geneva,  Switzerland. It later 
evolved into the World 
Telecommunication/

ICT Indicators Symposium 
(WTIS), the main global forum 

for information society
measurements.  

13 March 2000
A decentralised 

peer-to-peer network 
'Gnutella' – primarily used 

for searching and download-
ing files – was launched. It 
was developed by Justin 

Frankel
and Tom Pepper.

5 March 2001
Following a lawsuit against

Napster filed by the Recording 
Industry Association of 

America (RIAA), an injunction 
was issued on 5 March 2001
ordering Napster to prevent 
the trading of copyrighted 

music on its network.
In July 2001, Napster shut 
down its entire network, to 
comply with the injunction.

21 March 2006
Twitter was created in

March 2006 by Jack Dorsey,
Noah Glass, Biz Stone,
and Evan Williams.

Dorsey posted his first tweet
on 21 March 2006, and

Twitter was publicly launched
in July that year.

12 March 2015
The US Federal

Communications
Commission (FCC) released 
a set of rules in favour of net 
neutrality, banning practices 
that were seen as harmful to 

the open Internet. In 
December 2017, a new
FCC repealed the rules.

14 March 2014
The US National 

Telecommunications and 
Information Administration

(NTIA) announced its intent to 
end its contract with ICANN 
over the management of the 

domain name system,
and transition its stewardship 

role to the global
multistakeholder

community. 

March 2007
The impetus to o�er TV shows

online started with Hulu,
whose foundations

were laid in March 2007. 

1–12 March 1993
The first World

Telecommunications
Standardization

Conference was held
by the ITU in Helsinki, 

Finland.

2 March 1995
The Yahoo! search engine

was launched on the 
Internet.

http://dig.watch
https://dig.watch/timeline
http://www.computerhistory.org/timeline/1976/
http://www.itu.int/itudoc/gs/press-re/1993/01-1993.txt
https://en.wikipedia.org/wiki/Yahoo!_Search
http://www.investopedia.com/features/crashes/crashes8.asp
https://www.welivesecurity.com/2016/07/15/flashback-friday-melissa-virus/
https://www.itu.int/en/ITU-D/Statistics/Pages/events/wtis.aspx
https://en.wikipedia.org/wiki/Twitter
https://twitter.com/jack/status/20
https://twitter.com/jack/status/20
http://archive.wired.com/gadgets/portablemusic/news/2002/05/52540?currentPage=all
http://www.infoanarchy.org/Gnutella/Timeline
https://apps.fcc.gov/edocs_public/attachmatch/FCC-15-24A1.pdf
https://www.ntia.doc.gov/press-release/2014/ntia-announces-intent-transition-key-internet-domain-name-functions
https://en.wikipedia.org/wiki/Hulu#Business_history

