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1. Renewed calls for cyber norms

The debate on cyber norms has picked up after renewed 
calls for adopting rules to tackle cybercrime and cyber 
conflict were made this month.

Referring to the use of warfare among states, UN Secretary 
General António Guterres warned that cyber-attacks 
against military targets and critical infrastructure will 
likely initiate future wars, and called to minimise the impact 
of electronic warfare on civilians.

During his address at the University of Lisbon, Guterres 
said that it is not clear how existing international humani-
tarian law, including the Geneva Conventions, apply to 
cyberwarfare. He said the UN could serve as a platform for 
various stakeholders to work on rules that can ensure ‘a 
more humane character’ to cyber conflicts.

Addressing also the Munich Security Conference, he called 
for discussions on the related international legal frame-
work using the competence of the First Committee of the UN 

General Assembly.  ‘I don’t intend that the United Nations has 
a leadership role on this, but I can guarantee that the United 
Nations would be ready to be a platform in which different 
actors could come together and discuss the way forward.’

During the conference, several leading global IT companies 
presented their joint Charter of Trust for a Secure Digital 
World,  calling for shared ownership of IT security by gov-
ernments and industry.

Meanwhile, top Russian and Indian officials also called for 
the adoption of regulations, norms, and principles of state 
behaviour in cyberspace, under the UN’s role as a coordi-
nator. They also called for the continuation of the UN GGE 
activities in drafting the rules.

2. Are countries and companies GDPR-ready?

With three months to go until the EU’s General Data 
Protection Regulation (GDPR) comes into effect, experts 
are assessing the GDPR-readiness of companies and 
countries.
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This icon indicates that there is more background material in the digital version. Alternatively, visit https://dig.watch for more in-depth information.

Many policy discussions take place in Geneva every month. The following updates cover the main events of the month. 
For event reports, visit the Past Events  section on the GIP Digital Watch observatory.

The GIP hosted the launch of the report Data Diplomacy: Updating Diplomacy to the Big Data Era, on 
8 February,  prepared by DiploFoundation and commissioned by the Ministry of Foreign Affairs of 
Finland. The report maps the main opportunities of big data in different areas of diplomacy, proposing 
ways for ministries of foreign affairs to capture its potential, while describing the key considerations 
to take into account for big data to flourish. The event was attended by diplomatic representations, 
international organisations, and civil society in Geneva.

Launch of the Data 
Diplomacy report

The second meeting of the International Labour Organization’s Global Commission on the Future of 
Work, on 15–17 February,  focused on the main themes to be addressed in the 2019 report, prepared 
for the ILO centenary. The work of the high-level Global Commission is part of the ILO Future of Work 
Initiative  launched by the ILO Director-General, Guy Ryder, in 2013. In its discussions, the 28-member 
Commission focused, among others, on the platform economy, skill building, the situation of youth, and 
universal social protection. The Commission agreed to seek outreach opportunities via technical meet-
ings, collaboration with international organisations, and an information session with member states 
later this year. The next meeting of the Global Commission will take place in Geneva on 15–17 May.

Global 
Commission on 
the Future of 
Work: Second 

Meeting

The 2018 edition of the World Summit on the Information Society Forum (WSIS Forum) will be held on 
19–23 March in Geneva  on the theme ‘Leveraging ICTs to Build Information and Knowledge Societies 
for Achieving the Sustainable Development Goals (SDGs)’. The consultation process for the WSIS 
Forum finalised on 19 February with a brief on preparations for the event, workshop submission 
information, and innovations in this year’s programme.  More than 250 submissions were received 
from different stakeholder groups, proportionally distributed as follows: 22% government, 22% civil 
society, 20% international organisations, 19% private sector, and 17% academia. As in previous edi-
tions, the week-long event will feature a high-level track (consisting of a moderated policy session, 
high-level dialogues, the WSIS Prize 2018, and a ministerial roundtable) and a forum track (consisting 
of thematic and country workshops, interactive sessions, facilitation meetings, knowledge cafés etc.). 
The 15-year celebration of the Geneva Plan of Action  is the highlight of this year’s event.

WSIS Forum: 
Final Brief

Expert Workshop 
on the Right to 
Privacy in the 

Digital Age

The expert workshop, organised by the Office of the High Commissioner for Human Rights (OHCHR) 
on 19–20 February,  focused on the identification of principles, standards, and best practices regard-
ing the promotion and protection of the right to privacy. The two-day discussion comprised six differ-
ent thematic panels ranging from the existing legal framework regulating the right to privacy to the 
role of individuals, governments, business enterprises, and private organisations in the processing 
of data. Both the panellists and the participants stressed repeatedly the importance of focusing on 
the collective dimension of rights while addressing data protection. The discussion concluded that 
further guidance is needed to unpack the available legal framework for the protection of privacy. In 
addition to developing the principles, greater effort is needed to ensure adequate implementation of 
existing provisions as there is still a lack of adequate legal and procedural guidance at national level. 
Furthermore, the emergence of powerful data-driven technology brings both opportunities and chal-
lenges – especially considering that there is an increasing reliance on extraterritoriality and demand 
for access to data stored abroad. The protection of children’s rights in the digital space also emerged 
as a new and important discussion point in the near future.

Roundtable on 
data partnerships 

in international 
organisations

As part of the GIP’s Data Talks series,  representatives of international organisations gathered on 22 
February to discuss how they could best engage in sustainable partnerships with the private sector to 
obtain new forms of data that could better inform their activities. The session zoomed in on three case 
studies of such cooperation between international organisations and the Internet industry, focusing 
on social media firms Facebook and Twitter, and e-commerce giant Alibaba. While it became clear 
that these kinds of partnerships need a tailored approach, some common lessons appeared, such as 
the importance of trust-building between organisations, and the need to set clear objectives, roles, 
and deliverables from the outset.

DIGITAL DEVELOPMENTS IN GENEVA

GENEVA

http://dig.watch
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http://www.ilo.org/global/topics/future-of-work/WCMS_448448/lang--en/index.htm
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Although the GDPR is directly applicable in the EU without 
the need to be transposed into national law, the regulation 
provides for several areas which allow the member states 
to regulate within their respective jurisdictions. Over 50 
provisions in the GDPR allow for such flexibility.

Countries have been preparing draft legislation to intro-
duce more specific provisions where the GDPR allows for 
this. An ongoing survey indicates that only one-fifth of EU 
countries still have to introduce draft bills.

GDPR-readiness is a tougher challenge for companies. A 
Forrester Research survey found that half of European 
companies are or expect to be compliant soon.  An EY 
survey found that fewer companies in other markets were 
GDPR-ready: 27% of companies surveyed in Africa and 
the Middle East, 13% in the Americas, and 12% in the Asia-
Pacific region.

3. New details about proposed EU tax reforms 
emerge, as pressure mounts

Internet companies are no doubt waiting to see the tax 
reforms which the EU will propose by the end of March.

This month, new details have emerged. As revealed by 
Bloomberg, the European Commission is planning two new 
taxes: (a) a temporary tax on the advertising revenue of 
large Internet companies such as Facebook and Google – 
considered to be a ‘politically palatable’ solution, and (b) a 
separate tax aimed at online platforms such as Amazon, 
Ebay, and Airbnb.

The proposals will also introduce the concept of the vir-
tual permanent establishment.  In a letter sent to the US 
Secretary of Treasury, Internet companies have expressed 
concerns over the impact of these plans on the ‘global busi-
ness climate’, and asked the US to ‘engage directly and 
forcefully’ in the debate.

Currently, EU member states are split. There are those in 
favour of tax reforms, such as France and Germany, and 
smaller countries like Ireland that believe the EU should 
wait for the OECD’s taxation proposals, arguing that tax 
reform should be tackled on a global level.

The OECD is in fact reviewing options for tackling the tax 
challenges raised by the digitalisation of the economy. 
Some EU countries, however, have expressed concern that 
the process is too slow, and said that the EU should move 
ahead on its own. Both the EU’s proposal and the OECD’s 
interim report are expected in the next few weeks.

4. Computer systems and websites exploited to 
mine cryptocurrency

In the latest cybercrime trend to have hit the Internet, 
systems and websites are being exploited to mine 
cryptocurrency.

Researchers discovered that cryptocurrency mining 
scripts were operating on Tesla’s cloud system,  and on 
thousand of websites around the world.  Scientists work-
ing at one of Russia’s nuclear facilities were arrested for 
allegedly trying to use the site’s powerful computers to 
mine cryptocurrencies.

The so-called cryptojacking is a relatively new trend in 
cybercrime. Users are tricked into clicking a link, or visit an 
infected site, and a script is automatically executed.  The 
script, which taps into the user’s computing power, carries 
out ‘accounting’ services for the currency, in return for a 
fee. Cryptocurrency mining is in itself a legitimate way of 
raising cryptocurrency; exploiting a user’s computer with-
out the user’s consent is a crime.

If governments are concerned about the use of cryptocur-
rency for fraudulent purposes, cryptojacking practices will 
add to those concerns.

5. Child online sexual abuse increasing

This year’s Safer Internet Day, on 6 February, served to 
highlight the growing abuse against children, and the need 
for stronger cooperation among stakeholders to protect 
children online. UNICEF estimates that a child goes online 
for the first time every half a second, every day. The organi-
sation said that children tap into the opportunities offered 
by the Internet, but also face grave risks.

Child sexual online abuse is on the increase, the WeProtect 
alliance has revealed. Cybersex trafficking has become a 
‘brutal form of modern-day slavery’.  The alliance believes 
that authorities should have access, under due process, to 
the necessary data to protect children, to ensure effective 
investigation, and support prosecution of offenders.

The Council of Europe’s Lanzarote Committee, which moni-
tors the implementation of the Convention on the Protection 
of Children against Sexual Exploitation and Sexual Abuse, 
has recommended that countries specifically address the 
issue of sexual abuse in the circle of trust through dedi-
cated subjects at school.

ANALYSIS

DIGITAL POLICY TRENDS IN FEBRUARY
Continued from page 1

A new trend is emerging in cybercrime – cryptojacking. This month 
saw websites and systems exploited to mine cryptocurrency. 
These include a Russian supercomputer for nuclear research, 
Tesla’s cloud system, and thousands of websites worldwide.

https://edri.org/files/GDPR_analysis/EDRi_analysis_gdpr_flexibilities.pdf
http://www.cearta.ie/2017/07/what-is-the-current-status-of-gdpr-incorporation-in-the-eus-28-member-states/
https://martechtoday.com/forrester-report-third-companies-say-theyre-ready-gdpr-may-not-211312
http://www.ey.com/Publication/vwLUAssets/ey-how-can-you-disrupt-risk-in-an-era-of-digital-transformation/$FILE/ey-how-can-you-disrupt-risk-in-an-era-of-digital-transformation.pdf
https://www.bna.com/eu-impose-two-n57982088898/
http://src.bna.com/wvr
http://www.zdnet.com/article/tesla-systems-used-by-hackers-to-mine-cryptocurrency/
http://www.straitstimes.com/world/thousands-of-websites-infected-by-cryptocurrency-mining-malware
https://www.theverge.com/2018/2/12/17003106/bitcoin-mining-nuclear-facility-russia-sarov
https://www.csoonline.com/article/3253572/internet/what-is-cryptojacking-how-to-prevent-detect-and-recover-from-it.html
http://www.un.org/sustainabledevelopment/blog/2018/02/protect-children-digital-footprint-urges-unicef-safer-internet-day/
https://www.reuters.com/article/us-internet-trafficking-children/more-children-becoming-victims-of-brutal-online-sex-abuse-idUSKCN1FY1YW
https://search.coe.int/directorate_of_communications/Pages/result_details.aspx?ObjectId=090000168078879a
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The Article 29 Working Party released revised guidelines concerning the implementation of the 
EU GDPR.  The European Commission has sent a second letter to the Internet Corporation for 
Assigned Names and Numbers (ICANN),  expressing concerns over the organisation’s proposed 
models for ensuring compliance between its WHOIS policy and the GDPR.

A Belgian court decided that Facebook has been in breach of privacy laws by tracking users on 
third-party sites. Facebook intends to appeal the ruling.

Digital rights

increasing relevance

OBSERVATORY

DIGITAL POLICY: DEVELOPMENTS IN FEBRUARY

The Food and Agriculture Organization and Telefonica have concluded an agreement to work 
together on leveraging the use of digital technologies such as the Internet of Things (IoT) and big data 
for agricultural development, food security, and nutrition.  The World Bank Group and the GSMA 
also announced a partnership on harnessing big data from the IoT for growth and development.

Sustainable
development

same relevance

More than five years after Amazon was given a tax bill of almost €200 million by French tax author-
ities, the two parties have reached a ‘comprehensive settlement agreement’  for an undisclosed 
amount. The European Commission will present its plan for tax reforms for Internet giants by the 
end of March. According to EU Economic Affairs Commissioner, Pierre Moscovici, ‘digital taxation is 
no longer a question of if’, but rather of how.

In a case brought by an Uber driver, the labour tribunal in Paris, France ruled that Uber’s ‘business is 
intermediation rather than transportation’, and that the driver was self-employed.  In Morocco, Uber 
suspended its activity, due to regulatory uncertainty.  The US State Secretary proposes the creation 
of a Bureau for Cyberspace and the Digital Economy, ‘to formulate and coordinate a strategic approach 
necessary to address current and emerging cyber security and digital economic challenges’.

The European Commission launched the EU Blockchain Observatory and Forum, to help the EU stay 
at the forefront of blockchain developments.  The Indian government announced that it does not 
recognise bitcoin as a legal tender for payment, and that it will seek for a thorough regulation of the 
cryptocurrency industry.  The General Manager of the Bank for International Settlements warned 
that cryptocurrencies could become a threat to financial stability.  The Swiss Financial Market 
Supervisory Authority published a set of Guidelines on Initial Coin Offerings (ICOs).  Venezuela 
launched the world’s first sovereign cryptocurrency, the petro.

E-commerce
& Internet
economy

increasing relevance

Speaking at the Munich Security Conference, UN Secretary General António Guterres called for ‘a 
serious discussion about the international legal framework in which cyberwars take place’.

India and Russia agreed to broaden cooperation on cybersecurity. They also called for norms to 
govern state behaviour in cyberspace, and for the continuation of the UN GGE.  The UK  and the 
USA  have publicly accused Russia of being behind the NotPetya ransomware attack in June 2017. 
Russia denied the accusations as groundless.

The Worldwide Threat Assessment of the US Intelligence Community, presented by the US Director of 
National Intelligence, sees cyberthreats among top global threats in 2018.

A Russian supercomputer for nuclear research,  Tesla’s cloud system,  and thousands of web-
sites worldwide  have been exploited to mine cryptocurrencies.

Security

increasing relevance

The Internet Society launched a Collaborative Governance Project to ‘expand the global knowledge 
and use of collaborative governance processes to solve problems and develop norms’.

Several global companies, including Airbus, IBM, Siemens, and Deutsche Telekom, signed a Charter 
of Trust for a Secure Digital World.

Global IG
architecture

decreasing relevance

The monthly Internet Governance Barometer tracks specific Internet governance (IG) issues in the public policy debate, and 
reveals focal trends by comparing issues every month. The barometer determines the presence of specific IG issues in compari-
son to the previous month. Read more about each update.

http://ec.europa.eu/newsroom/article29/news.cfm?item_type=1360
https://www.icann.org/en/system/files/correspondence/viola-to-marby-07feb18-en.pdf
https://www.icann.org/en/system/files/files/interim-models-gdpr-compliance-12jan18-en.pdf
https://www.theguardian.com/technology/2018/feb/16/facebook-ordered-stop-collecting-user-data-fines-belgian-court
http://www.fao.org/news/story/en/item/1099923/icode/
http://www.worldbank.org/en/news/press-release/2018/02/26/world-bank-group-and-gsma-announce-partnership-to-leverage-iot-big-data-for-development
https://www.ft.com/content/02b4eb94-0a61-11e8-8eb7-42f857ea9f09
http://europa.eu/rapid/press-release_SPEECH-18-981_en.htm
https://www.reuters.com/article/us-france-uber/french-labor-court-backs-uber-in-driver-contract-dispute-idUSKBN1FS2DZ
https://www.uber.com/fr-MA/blog/casablanca/uber-au-maroc
https://www.lawfareblog.com/document-state-department-bureau-cyberspace-and-digital-economy-proposal
http://europa.eu/rapid/press-release_IP-18-521_en.htm
http://www.livemint.com/Politics/6ZTmv653VqU5ghPAcWCfTJ/Union-Budget-2018-Full-text-of-Arun-Jaitley-budget-speech.html
https://www.bis.org/speeches/sp180206.pdf
https://www.finma.ch/en/news/2018/02/20180216-mm-ico-wegleitung/
https://www.reuters.com/article/us-crypto-currencies-venezuela/venezuela-says-launch-of-petro-cryptocurrency-raised-735-million-idUSKCN1G506F
https://www.un.org/press/en/2018/sgsm18900.doc.htm
http://tass.com/world/990504
http://www.independent.co.uk/news/uk/politics/russia-notpetya-cyber-attack-military-hacking-uk-foreign-office-ukraine-electricity-banks-a8211891.html
https://www.theguardian.com/technology/2018/feb/15/uk-blames-russia-notpetya-cyber-attack-ukraine
https://www.reuters.com/article/us-britain-russia-cyber-kremlin/russia-denies-british-allegations-that-moscow-was-behind-cyber-attack-idUSKCN1FZ102
https://www.dni.gov/files/documents/Newsroom/Testimonies/2018-ATA---Unclassified-SSCI.pdf
https://www.theverge.com/2018/2/12/17003106/bitcoin-mining-nuclear-facility-russia-sarov
http://www.zdnet.com/article/tesla-systems-used-by-hackers-to-mine-cryptocurrency/
http://www.straitstimes.com/world/thousands-of-websites-infected-by-cryptocurrency-mining-malware
https://www.internetsociety.org/collaborativegovernance/
https://www.siemens.com/press/pool/de/feature/2018/corporate/2018-02-cybersecurity/charter-of-trust-e.pdf
https://dig.watch/updates
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ICANN decided not to delegate the .corp, .home, and .mail generic top-level domains (gTLDs) 
because of concerns over collisions with name labels used in private networks.

Foreign affairs ministers of ASEAN countries expressed support for a proposal to build an ASEAN 
Smart Cities Network.

The Telecom Regulatory Authority of India recommended the adoption of policies to encourage the 
development of networks especially suited to IoT.

Infrastructure

same relevance

A Clarifying Lawful Overseas Use of Data Act (CLOUD Act) bill introduced in the US Congress seeks 
to clarify the conditions under which US authorities can access data stored by US companies out-
side national borders.  The bill was welcome by the Internet industry,  and received with reticence 
by human rights organisations.

The European Parliament voted in favour of a new regulation on geoblocking, aimed to facilitate 
cross-border access to online services, within the EU, preventing the restriction or discrimina-
tion of content in particular locations.  An exception for copyrighted materials has drawn criticism 
from consumer rights group.

Jurisdiction &
legal issues

increasing relevance

In the USA, states are taking measures to preserve net neutrality after the Federal Communications 
Commission (FCC) adopted the Restoring Internet Freedom Order last December.  The Internet 
Association expressed support for the Senate Congressional Review Act resolution, put forward 
to invalidate the FCC order.  Attorneys-general in 22 states and Washington DC re-filed a lawsuit 
challenging the order.

The Netherlands’ Authority for Consumers and Markets denied a request to take action against 
T-Mobile’s alleged breach of net neutrality rules through its zero-rated music streaming offer.

In a report on ‘Open Internet and Devices’,  the French regulator ARCEP noted that neutrality rules 
should also apply to devices, and not only to networks.

Net neutrality

increasing relevance

India is setting up its first artificial intelligence (AI) institute,  and has created four committees 
tasked with preparing a national roadmap on AI.

Germany does not have any intention to procure autonomous weapons systems.

The Worldwide threat assessment of the US Intelligence Community lists AI, the IoT, and big data among 
areas that could generate national security concerns.  A report released by academic and civil soci-
ety organisations outlines security threats that could be generated by the malicious use of AI sys-
tems, and makes recommendations on how to better forecast, prevent, and mitigate such threats.

New
technologies 
(IoT, AI, etc.)

increasing relevance

For more information on upcoming events, visit https://dig.watch/events

AHEAD IN MARCH

MARCH APRIL

GSMA Mobile World 
Congress

(Barcelona, Spain)

26 FEB – 1 MAR

UN Human Rights 
Council – 37th 

Session
(Geneva, 

Switzerland)

26 FEB – 23 MAR
IETF 101

(London, UK)

17–23 MAR
IGF 2018: First Open 
Consultations and 

MAG Meeting
(Geneva, 

Switzerland)

19–22 MAR

EBU Big Data Week
(Geneva, 

Switzerland)

28 FEB – 2 MAR

Internet Freedom 
Festival

(Valencia, Spain)

5 MAR

ICANN 61
(San Juan, 

Puerto Rico)

10–15 MAR
WSIS Forum 2018

(Geneva, 
Switzerland)

19–23 MAR
Cybersecurity 

Challenges
(Sofia, Bulgaria)

26 MAR

https://www.icann.org/resources/board-material/resolutions-2018-02-04-en#2.c
http://asean.org/storage/2018/02/Press-Statement-by-the-Chairman-of-the-ASEAN-Foreign-Ministers-Retreat-clean.pdf
http://www.trai.gov.in/sites/default/files/Recommendation_NTP_2018_02022018.pdf
https://www.hatch.senate.gov/public/_cache/files/6ba62ebd-52ca-4cf8-9bd0-818a953448f7/ALB18102%20(1).pdf
https://blogs.microsoft.com/datalaw/wp-content/uploads/sites/149/2018/02/Tech-Companies-Letter-of-Support-for-Senate-CLOUD-Act-020618.pdf
https://www.eff.org/deeplinks/2018/02/cloud-act-dangerous-expansion-police-snooping-cross-border-data
http://www.europarl.europa.eu/news/en/press-room/20180202IPR97022/parliament-votes-to-end-barriers-to-cross-border-online-shopping
http://www.dw.com/en/eu-parliament-bans-geoblocking-exempts-netflix-and-other-streaming-services/a-42475135
https://arstechnica.com/tech-policy/2018/02/to-kill-net-neutrality-fcc-might-have-to-fight-more-than-half-of-us-states/
https://cdn1.internetassociation.org/wp-content/uploads/2018/02/IA-CRA-Letter.pdf
https://www.engadget.com/2018/02/22/23-attorneys-general-challenge-fcc-net-neutrality-repeal/
https://www.telecompaper.com/news/acm-rejects-enforcement-request-against-t-mobile-zero-rated-music--1231321
https://www.arcep.fr/uploads/tx_gspublication/rapport-terminaux-fev2018-ENG.pdf
https://www.arcep.fr/uploads/tx_gspublication/recommandations-devices-feb2018-ENG.pdf
http://www.firstpost.com/tech/news-analysis/artificial-intelligence-for-social-good-how-mumbai-universitys-wadhwani-institute-for-ai-aims-to-improve-healthcare-education-and-society-4355389.html
https://economictimes.indiatimes.com/news/economy/policy/it-ministry-forms-four-committees-for-artificial-intelligence-ravi-shankar-prasad/articleshow/62853767.cms
https://www.reuters.com/article/germany-security-robots/german-military-has-no-plans-to-acquire-robot-weapons-general-idUSL8N1Q57GG
https://www.dni.gov/files/documents/Newsroom/Testimonies/2018-ATA---Unclassified-SSCI.pdf
https://www.eff.org/files/2018/02/20/malicious_ai_report_final.pdf
http://dig.watch/events
https://dig.watch/events/gsma-mobile-world-congress-2018
https://dig.watch/events/un-human-rights-council-37th-session
https://dig.watch/events/ietf-101-london
https://dig.watch/events/igf-2018-first-open-consultations-and-mag-meeting
https://dig.watch/events/ebu-big-data-week-2018
https://dig.watch/events/internet-freedom-festival-0
https://dig.watch/events/icann61-san-juan
https://dig.watch/events/wsis-forum-2018
https://dig.watch/events/cybersecurity-challenges
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The draft bill, introduced to the US Congress on 6 February 
2018, highlights electronic data held by companies as essen-
tial for authorities to investigate crime and prevent threats. 
Currently, authorities claim they are largely unable to access 
data stored outside the USA in an effective way; companies 
are also facing conflicting legal obligations across various 
jurisdictions. The proposed bill therefore aims ‘to improve 
law enforcement access to data stored across borders’.

Preservation and disclosure of communications 
and records

One of the key parts of the proposed bill introduces a new 
provision in Chapter 121 of the SCA:

A provider of electronic communication service or 
remote computing service shall comply with the obliga-
tions of this chapter to preserve, backup, or disclose the 
contents of a wire or electronic communication and any 
record or other information pertaining to a customer or 
subscriber within such provider’s possession, custody, 
or control, regardless of whether such communication, 
record, or other information is located within or outside 
of the United States.

Chapter 121 regulates how and to what extent a public 
authority can request US providers to disclose data and 
communications stored online. The amendment would 
authorise governmental authorities to force US companies 
to disclose information, even if held in another country.

If approved, this bill could be seen as an exercise of extraor-
dinary jurisdiction, though remaining consistent with long-
standing notion of state authority to legislate in areas that 
have domestic effects.  However, the proposed bill would 
give providers a ‘statutory right’ to challenge warrants or 
other legal processes and establish international comities 
that could limit their reach.

Finally, the CLOUD Act would give the right to providers to 
notify foreign governments when they receive a legal data 
request from US authorities about one of their nationals/
residents, provided that these foreign governments have 
entered into agreements with the US government.

Support and criticism

Reactions to the bill have been mixed. Among the actors 
favouring this bill are the tech companies; human rights 
organisations and NGOs are strongly opposed to it. Tech 
companies, including Apple, Facebook, Google, Microsoft, 
and Oath, signed a letter supporting the bill, stating that it 
‘reflects a growing consensus in favor of protecting Internet 
users around the world and provides a logical solution for 
governing cross-border access to data.’

However, the Electronic Frontier Foundation (EFF) argues 
that the draft bill constitutes ‘a dangerous expansion of 
police snooping on cross-border data’.  In EFF’s view, 

the bill would provide US law enforcement agencies with 
access to content about individuals wherever they live or 
where the information is stored.

The bill would offer to the US President the possibility to 
enter into ‘executive agreements’ with foreign govern-
ments, and thus provide them with data on users regardless 
of the respective privacy laws of these countries. It would 
also lead to the failure of Mutual Legal Assistance Treaties 
(MLATs), which would better guarantee data protection.

Other privacy groups such as the Open Technology Institute 
(OTI)  and Access Now  also oppose the bill, claiming that 
sufficient safeguards for privacy, civic liberties, and human 
rights are lacking.

CLOUD Act in context: the Microsoft Ireland case

The CLOUD Act needs to be understood in the light of past 
legal cases that have shone a spotlight on the issue of the 
extraterritorial application of US law.

The dispute in the Microsoft Ireland case emerged when 
the US Department of Justice issued a warrant requesting 
Microsoft to hand over the details and content of an e-mail 
account – related to a suspected drug trafficker ¬– stored in 
Ireland. Initially, Microsoft denied to comply: Since the data 
and communication requested was located in Microsoft’s 
Dublin datacentre, Microsoft has argued that US authorities 
should have used their legal international channel with Irish 
authorities in order to obtain these communications. A fed-
eral judge initially upheld the warrant, but then the Second 
Circuit determined that ‘that execution of the warrant would 
constitute an unlawful extraterritorial application of the Act’. 
The US authorities, however, considered the warrant valid, 
since it had international reach, and counter-appealed the 
Second Circuit decision to the Supreme Court.

The decision of the Supreme Court will have profound 
implications for US laws regarding data requests, and in all 
likelihood for the CLOUD Act.

CLOUD Act and the GDPR

Though the CLOUD Act and the GDPR are essentially dif-
ferent in their aim and scope, the CLOUD Act may enter 
into conflict with certain provisions of the GDPR. Experts 
believe that the GDPR (article 48) addresses foreign – 
including US – investigations and prohibits the transfer or 
disclosure of personal data unless pursuant to an MLAT 
or other international agreement.  This example tends to 
illustrate the seemingly diverging dynamics of Europe and 
the USA in dealing with privacy and data requests.

The CLOUD Act will likely be the subject of further discussions 
at national and international levels. It constitutes a strong 
stance by the US government and also reflects the partial 
obsolescence of current national legal frameworks and the 
challenges of international regulations in the digital era.

US CLOUD ACT: IMPLICATIONS AND REACTIONS

In the USA, the Clarifying Lawful Overseas Use of Data Act (CLOUD Act)  is proposing to establish a new 
framework for authorities to access data stored abroad and thus amend the Stored Communications Act 
(SCA). We look at the salient features of the bill, and its implications.

IN-DEPTH

https://lawfareblog.com/cloud-act-welcome-legislative-fix-cross-border-data-problems
https://blogs.microsoft.com/datalaw/wp-content/uploads/sites/149/2018/02/Tech-Companies-Letter-of-Support-for-Senate-CLOUD-Act-020618.pdf
https://www.eff.org/deeplinks/2017/09/protect-privacy-cross-border-data-stop-doj-bill
https://www.newamerica.org/oti/press-releases/oti-opposes-cloud-act/
https://www.accessnow.org/new-u-s-cloud-act-threat-global-privacy/
https://www.lawfareblog.com/primer-microsoft-ireland-supreme-courts-extraterritorial-warrant-case
https://iapp.org/news/a/the-cloud-act-a-needed-fix-for-u-s-and-foreign-law-enforcement-or-threat-to-civil-liberties/
https://www.congress.gov/bill/115th-congress/senate-bill/2383/text
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UK to adapt legislation to the ‘gig economy’

The so-called gig economy (or sharing economy) has brought 
new jobs, but also concerns about the rights and protection of 
people working in these new business models. Governments 
have started to pay more attention to these concerns, the 
most recent example coming from the UK.

In July 2017, a report commissioned by the UK government 
stated that the gig economy brings benefits to individuals 
(such as flexibility and control over how they work), but 
the employment legal framework needs to better protect 
them.  The Good Work plan  released this month proposes 
several measures for ensuring a balance between protect-
ing the opportunities offered by ‘platform-based working’, 
and ensuring fairness for ‘those who work through these 
platforms and those who compete with them’. Among them 
is the introduction of the concept of ‘dependent contrac-
tors’ for gig-economy workers, and legal clarifications and 
practical tools to easily distinguish between employees 
and dependent contractors.

New insights into the impact of automation on jobs

Concerns about the future of work also come from ongoing 
technological advancements in automation and AI. Some 
worry that job automation will lead to significant unemploy-
ment rates. Others argue that technological progress will 
also generate new jobs, compensating for those lost, without 
significantly affecting employment rates.

PricewaterhouseCoopers’ latest study  foresees three 
waves of automation in the next 20 years:

• Wave 1 – algorithmic (to early 2020s). Based on auto-
mation of simple computational tasks, this wave would 
see low displacement of jobs – around 3%.

• Wave 2 – augmentation (to late 2020s). A ‘dynamic 
interaction with technology for clerical support and 
decision making’ will affect more jobs.

• Wave 3 – autonomy (to mid-2030s). Up to 30% of jobs 
could be automatable.

Throughout all three waves, jobs automation is expected to vary 
significantly by industry sector, country, and type of worker. 
Overall, only around 20–25% of jobs in East Asian and Nordic 
economies are likely to be automated by the mid-2030s, while 
the percentage rises to over 40% in Eastern European countries. 
While transportation, manufacturing, and construction jobs are 
expected to be automated in a proportion of 40–50% by the 
mid-2030s, human health, social work, and education are less 
exposed. Highly educated workers will be faced with a lower 
potential of job automation, and women are likely to be more 
strongly affected by automation than men in the first two waves.

The report suggests several measures to ‘help people adjust 
to the new technologies’: education and (re)training, support-
ing job creation, protecting workers’ rights, and strengthening 

social safety nets. And, despite concerns about jobs being 
lost due to technological progress, governments and com-
panies should support and invest in these new technologies. 
Otherwise, they will miss the opportunity to be at the fore-
front of technological progress, with negative social and eco-
nomic consequences in the long run.

What do employers and employees think about AI 
at the workplace?

While many studies focus on predictions about the impact of 
automation and AI on jobs, there seems to be less insight into 
how this impact is perceived by companies and workers. Two 
studies published this month shed some light on this area.

According to a survey conducted by Willis Towers Watson in 
38 countries, over half of the surveyed employers (57%) con-
sider that the main goal of automation is to augment human 
performance and productivity (as opposed to replace humans 
to save costs). However, 38% of the employers surveyed 
declared themselves unprepared to identify reskilling path-
ways for people whose work is being affected by automation.

Employees seem to be ‘cautiously optimistic’ about the impact 
of AI on their work. A survey conducted by the Workforce 
Institute and Coleman Parkes Research in 8 countries found 
that only 34% of employees are concerned that AI would 
replace them at some point, while two-thirds would be more 
comfortable if employers were more transparent about how 
they plan to use AI in the workplace.

What next?

It is clear that digitalisation, automation, and AI will impact 
the world of work. So what measures should be taken, and 
by who, to ensure the future of work is a future we all want 
and can benefit from? The Global Commission on the Future 
of Work,  established by the ILO, is one of the venues where 
such questions are being explored. It is likely that these 
issues will remain in focus for the years to come.

THE FUTURE OF WORK: PREPARING FOR AUTOMATION AND THE GIG ECONOMY

The increasingly digitalised world, the sharing economy, and the ongoing developments in automation and AI 
bring changes to the world of work. Several reports and studies released this month shed light on how these 
changes could look, how employers and employees perceive them, and what stakeholders can do to better 
prepare for the new world of work.

IN FOCUS

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/627671/good-work-taylor-review-modern-working-practices-rg.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/679767/180206_BEIS_Good_Work_Report__Accessible_A4_.pdf
https://www.pwc.co.uk/economic-services/assets/international-impact-of-automation-feb-2018.pdf
https://www.willistowerswatson.com/en/insights/2018/02/the-future-of-work-debunking-myths-and-navigating-new-realities
https://workforceinstitute.org/artificial-intelligence/
http://www.ilo.org/global/about-the-ilo/newsroom/news/WCMS_618190/lang--en/index.htm
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Across: 1 Singapore, 4 Ireland, 6 WTO, 7 Bitcoin, 10 OECD, 11 Irish, 12 Supreme Court, 13 Ottawa.
Down: 1 Shifting, 2 Soros, 3 France, 6 Amazon, 8 Indirect, 9 Virtual

Across
1 Asian country that has recently announced the introduc-

tion of a goods and services tax on imported digital ser-
vices starting January 2020. (9)

4 The name of the country involved In the famous ‘sweet-
heart tax’ ruling in 2016; the European Commission 
ordered Apple to pay this country up to €13 billion in taxes. 
(7)

6 Acronym of the intergovernmental organisation dealing 
with trade, which in 1998 introduced a moratorium which 
rendered all electronic transmissions free of custom 
duties among member states. (3)

7 Tax authorities are concerned that _______ and other vir-
tual currencies are increasingly being used for money laun-
dering and tax evasion. (7)

10 Acronym of the intergovernmental organisation which is 
expected to present an interim report on the issue of taxa-
tion in the digital economy in the coming weeks. (4)

11 The ‘Double _______’ and the ‘Dutch Sandwich’ arrange-
ments are some of the approaches used by Internet com-
panies to shift revenues to different jurisdictions. (5)

12 High judicial body in the USA which is revisiting a tax ruling 
from 1992 that allowed the Internet to be a largely ‘tax-free 
zone’. (7,5)

13 In 1998, the _______ Principles adopted by the 
Organisation for Economic Co-operation and Development 
(OECD) stated that taxation of e-commerce should be 
based on the same principles as taxation for traditional 
commercial activities. (6)

Down
1 The strategy which companies use to move profits to low-

tax or no-tax jurisdictions is called profit _________ . (8)
2 At the World Economic Forum annual meeting in January 2018, 

philanthropist George ______ criticised major IT companies 
for their ‘monopolistic behaviour’ and stated that regulation 
and taxation pressures could break their global dominance. (5)

3 European country which presented one of the first com-
prehensive reports on Internet taxation, back in 2013. (6)

5 Internet company which this month reached a settlement 
agreement with France after receiving a tax bill of almost 
€200 million. (6)

8 Sales tax, value added tax, and goods and services tax are 
examples of the so-called ______ taxation. (8)

9 Under the concept of _______ permanent establishment 
proposed by some EU countries, Internet companies 
would be taxed where value is created, rather than where 
the companies are registered. (7)

CROSSWORD

The taxation of Internet companies is one of the heated debates of the moment. Proposals from the European Commission 
and the OECD, expected in the weeks to come, and the introduction of new taxes in other countries worldwide are two of 
the signs that the taxation of the digital economy will remain high on public policy agendas this year.

Test your knowledge on the main issues and updates regarding taxation issues. Consult our dedicated space on the Digital 
Watch observatory  to find answers to most of the clues.

TEST YOUR KNOWLEDGE ON INTERNET TAXATION ISSUES

Scan the code to download the 
digital version of the newsletter.

http://dig.watch
https://dig.watch/issues/taxation

