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You receive hundreds of pieces of
information on digital policy.
We receive them, too.
We decode, contextualise, and analyse them.
Then we summarise them for you.

DIGITAL POLICY TRENDS IN OCTOBER

1. Courts to revisit privacy cases

This month, courts have been asked to revisit two privacy-
related issues. The first is the applicability of search war-
rants over servers in other jurisdictions, in the so-called
Microsoft search warrant case. Last year, a US Court of
Appeals ruled that the US government could not use a
search warrant to force Microsoft to turn over e-mails
stored in a data centre in Dublin. This month, the US
Supreme Court decided to review the case again, re-open-
ing the jurisdiction issue.z

In the second case, the Irish Court will ask the Court of
Justice of the European Union (CJEU) to determine whether
certain clauses in the EU-US Privacy Shield provide enough
protection for European users’ private data

The final rulings in both cases will have widespread impli-
cations. If the US Supreme Court finds that search warrants
are enough to request overseas data, this will endanger pri-
vacy protection and will expose Internet companies to simi-
lar requests by other countries, a concern which Microsoft
has already expressed.” As for the Privacy Shield, a lack

of adequate protection would re-open delicate negotiations
between the EU and the USA over westward data transfers.

Once again, the fact that the courts have been asked to rule
on privacy aspects confirm their de facto status of rule-
makers in digital policy.

2. Robots: To be or not to be?

Developments in artificial intelligence (Al) picked up pace
throughout the year, with governments earmarking sub-
stantial funds for research and development (and appoint-
ing high-level officials, such as the new Minister for Al in
the UAED), and the private sector making big strides in
machine learning, robotics, and wider applications of Al. As
innovation moves forward, so do the regulatory require-
ments. Whether it is a driverless car, a drone, or an auto-
mated delivery system, governments will need to ensure
there are rules in place that consider security, liability, eth-
ics, and the impact on the economy and society. Eventually,
they will need to tackle the legal status of robots.

Continued on page 3
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Security, e-commerce, new technologies, and legal

issues are prominent this month. Read our sum-
mary of developments.

More on pages 4,5

GDPR & HUMAN RIGHTS

The General Data Protection Regulation (GDPR)
brings an important aspect into sharper focus: the
integration of human rights into business practices.

More on page é

E-COMMERCE

E-commerce will be one of the main topics on the
World Trade Organization’s (WTO's) table in Buenos
Aires in December.

More on page 7

INTERNET GOVERNANCE FORUM

With the 12th IGF around the corner, we suggest five

steps to help you get ready for the global meeting.

More on page 8
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The United Nations Conference on Trade and Development (UNCTAD) launched its
Information Economy Report 2017: Digitalization, Trade and Developmentt?, at the Palais de
Nations, in Geneva, on 3 October, 2017..2 The report looks at the trends in digitalisation
and examines how information and communication technologies (ICTs) are impacting
global trade and development. In addition, by providing data and statistics, the report
aims to encourage policymakers to engage in evidence-based discussions on this topic,
and to adopt legal frameworks adapted to changes in digitalisation. The report's meas-
urements of the digital economy point to its fast growth, especially within developing
countries, but there are still major digital divides that need to be factored in. As such, it
was noted during the event that, to tackle trade, development, and digitalisation issues,
the dialogue between trade and Internet governance communities needs to be strength-
ened, and coordination needs to be improved across stakeholders.

The group’s first meetingrz took place from 4 to 6 October, in Geneva. In a context in
which the digitalisation of economic activities and trade becomes increasingly relevant
to achieving the sustainable development goals (SDGs), UNCTAD brought together
governments and experts from international organisations and the non-government
sector to discuss how developing countries can harness the benefits of e-commerce.
The meeting also touched on the importance of strengthening physical and technology
infrastructure in developing regions and of developing partnerships between developed
and developing countries. Warnings about the disruptive potential of platforms on the
economy and on labour standards were also advanced by some experts.

The lecture,z delivered by economist Jacques Attali at the closing of the 2017 Latsis
Universitaires Prizes ceremony,> focused on whether and how humanity can put Al at
its service. Attali identified several shortcomings of Al, some of which not only stand
as future pitfalls, but can already be observed (such as the impact of Al on the labour
market). Maintaining that Al should be put ‘at the service of humanity’, Attali then enu-
merated the many ways in which this could be done in areas such as medicine, secu-
rity, and even policymaking. He finished with a warning: despite the benefits of Al,
humanity should not forego the task of developing its own intelligence, individually and
collectively.

Held on 17-19 October, the first meetinglz of this group set up by the International
Telecommunication Union Telecommunication Standardization Sector (ITU-T) was ded-
icated to identifying and analysing distributed ledger technology-based applications
and services; drawing up best practices and guidance which support the implementa-
tion of those applications and services on a global scale; and proposing a way forward
for related standardisation work in the ITU-T study groups. The contributions focused
on horizontal relevance use cases (data access control, security, and identity manage-
ment) and vertical, industry-specific environments such as telecoms, fintech, energy,
and supply chain management as high-priority. Four working groups were established:
(1) State of the art: ecosystem, terminology & definitions, concepts; (2) Applications &
services; (3) Technology reference framework; (4) Policy reference framework.

GENEVA DIGITAL TALKS TACKLING TECHNOLOGY, JURISDICTION,
AND CYBERSECURITY

Digital governance solutions for cybersecurity, and
overcoming policy silos are among the aims of the
newly launched Geneva Digital Talks,[z an initiative of the
Canton of Geneva, digitalswitzerland, and the Geneva
Internet Platform. They were launched on 12 October,2
with a panel discussion on the benefits of a multidiscipli-
nary approach to cybersecurity.

The talks will contribute towards finding inclusive and
sustainable digital governance solutions by encourag-
ing the participation of Geneva-based organisations in
global cyber discussions. Events discussing technology,

policy, prevention, and jurisdiction in relation to cyberse-

curity are coming up in November:

e 1 November — Tweetup: Current Internet governance
challengesz

e 3 November - How can technological solutions
advance cybersecurity 72

* 9 November — Preventing cyber conflicts: Do we need
a cyber treaty?2

* 9 November - Current Internet governance chal-
lenges: What's next?a

» 28 November — Where to protect my legal interest in
digital disputes?2

[AThisicon indicates that there is more background material in the digital version. Alternatively, visit http://dig.watch for more in-depth information.

2


http://dig.watch
https://dig.watch/events/unctad-intergovernmental-group-experts-e-commerce-and-digital-economy-%E2%80%93-first-session
https://www.giplatform.org/events/can-we-put-artificial-intelligence-service-mankind
http://www.fondationlatsis.org/home_page
http://unctad.org/en/pages/PublicationWebflyer.aspx?publicationid=1872
https://dig.watch/events/launch-information-economy-report-2017
https://dig.watch/events/itu-t-focus-group-application-distributed-ledger-technology-first-meeting
https://www.giplatform.org/geneva-digital-talks
https://dig.watch/events/geneva-digital-talks-what-can-geneva-offer-global-digital-governance
https://dig.watch/events/current-ig-challenges
https://www.giplatform.org/events/how-can-technological-solutions-advance-cybersecurity
https://www.giplatform.org/events/preventing-cyber-conflicts-do-we-need-cyber-treaty
https://dig.watch/events/current-ig-challenges
https://www.giplatform.org/events/where-protect-my-legal-interests-digital-disputes

Geneva Internet Platform

Issue 25: October 2017

e —

DigitalWatch

NEWSLETTER

DIGITAL POLICY TRENDS IN OCTOBER

Continued from page 1

ANALYSIS

Among other sectors, the work of hairdressers, barbers, and personal care professionals is less likely to be automated, while financial

professionals are more likely to be replaced by computers.

Estonia — a country well-known for its forward-thinking
approach to technology — has announced it is working on
legislation to address the legal status of Al

One proposal under consideration, Bloomberg reports, is
to create the concept of a ‘robot-agent’, which falls between
a separate legal personality and an object that is someone
else’s property. This would entail giving robots some form
of rights and responsibilities.

Earlier this year, the European Parliament called on the
Commission to consider creating a specific legal status for
robots.z In particular, MEPs suggested that through the
status of electronic persons, sophisticated robots could be
held liable for damages.

Just as the concept of legal status is important in many
areas (such as corporate, competition, and tort law), the
question of the legal status of robots may soon become an
important area for policymakers and the legal sector.

3. Automation to affect 30% of jobs in OECD countries

As predicted in January,Z jobs and employment are high on
political agendas this year, since they are directly affected
by the digital economy. Automation has been rendering
millions of jobs in traditional industries obsolete.

This month, a PricewaterhouseCoopers (PwC) report has
predicted that 30% of jobs in Organisation for Economic
Co-operation and Development (OECD) countries are at risk
due to automation.

The Young Workers Index 2017 report,[2 which compares
the level of participation in employment, education, and
training of young people across 34 OECD countries, states
that the risk of automation varies considerably across
industries, with transport, manufacturing, and retail fac-
ing some of the largest risks, while health and social
work, arts and entertainment, and education face the
lowest risks.

Similar predictions were made by the World Bank in its
2016's World Development Report[% which noted that jobs in
hotels, restaurants, and hairdressing salons are less likely
to be automated, compared to jobs in agriculture and the
financial sector.

The PwC report also outlines several recommendations
on how governments and the private sector can support
workers in the automated world. Most of these recommen-
dations focus on education, and include broadening educa-
tion and training options for young people during school;
focusing vocation training in science, technology, engineer-
ing, and mathematics (STEM) areas, as these jobs tend to
be less at risk from automation; and engaging employers
in training strategies.

Pressure will be on governments to support the crea-
tion of new jobs that replace those made obsolete, and
on the private sector as the main beneficiaries of the
digital economy. The Future of Work is a central theme
of a series of events organised in preparation for the
2019 centennial anniversary of the International Labour
Organization (ILO).


https://www.bloomberg.com/news/articles/2017-10-10/skype-s-homeland-grapples-with-dilemma-of-robot-as-legal-person
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+REPORT+A8-2017-0005+0+DOC+XML+V0//EN
https://www.diplomacy.edu/blog/digital-politics-2017-unsettled-weather-stormy-times-sunny-spells
http://www.pwc.co.uk/economic-services/YWI/pwc-young-workers-index-2017-v2.pdf
http://www.worldbank.org/en/publication/wdr2016
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DIGITAL POLICY: DEVELOPMENTS IN OCTOBER

Global IG
architecture

same relevance

Countering terrorist content was a special focus of the G7 Interior Ministers’ meeting (Ischia, Italy,
19-20 October).z The ministers discussed the issue with representatives of Facebook, Google,
Microsoft, and Twitter, and agreed that the private sector should find solutions for removing con-
tent within 1-2 hours.z The G7 also committed to ‘explore the design and implementation of a
global law enforcement platform, hosted by Interpol’ to investigate terrorist content. This was the
first time that the Internet industry was invited to a G7 meeting.[>

Sustainable
development

same relevance

In a joint meeting of the Economic and Social Council (ECOSOC) and Second Committee of the UN
General Assembly, the UN Deputy Secretary-General warned that despite profound potential for
accelerating progress on the SDGs, technology risks exacerbating existing inequalities if techno-
logical progress is not managed well..2

Security

y

increasing relevance

A new ransomware, Bad Rabbit, spread around the globe using the help of a leaked NSA exploit
exposed by a hacking group, security researchers confirmed.[2

A new report has said that ‘basic IT security’ could have prevented British hospitals from being
attacked by the WannaCry ransomware outbreak in May.[2 Meanwhile, the British security minister
said that ‘it was widely believed in the community and across a number of countries’ that North
Korea was behind WannaCry.2

Yahoo! has confirmed that all 3 billion accounts were hacked in 2013. Last December, the company
had said that data from over 1 billion accounts were compromised back then; this month’s confir-
mation triples the number of the largest breach in history.z

The security protocol used to protect the majority of Wi-Fi connections around the world — known
as the WPA2 protocol — has been broken.2

E-commerce
& Internet
economy

y

increasing relevance

Several countries have tabled a number of papers in preparation for the 11th Ministerial Conference
(MC11) of the WTO, taking place in December, in Buenos Aires.[ Read our analysis on page 7.2

Russia is proposing a regulatory framework for cryptocurrency.z Concerns with money launder-
ing and tax evasion are the main reasons for the proposed regulation, which is expected to be
introduced by the end of the year. In Ukraine, a new proposal aims to legalise all cryptocurrency
transactions in the country.z

At a meeting of the European Council, EU leaders agreed that companies needed to pay their fair
share of taxes, and referred to the need for a global level playing field ‘in line with the work cur-
rently underway at the OECD'. This is considered a setback for the French President, who is plan-
ning to secure an EU agreement on revenue tax, independent of the OECD..z2 Meanwhile, the OECD
has received public comments on new international tax rules.z2 The comments will contribute to an
interim report, to be launched in April 2018 at the G20 Finance Ministers’ meeting.

The European Commission has found that Luxembourg provided illegal tax benefits to Amazon of
around €250 million. The company needs to repay the sum as back taxes. It is expected to appeal.

Following a decision by Transport for London not to renew Uber’s licence in the UK capital,z the
company has filed an appeal, which is expected to take months to be decided.> In Norway, Uber
decided to suspend its unlicensed service UberPOP in Oslo, to give time for new regulations to be
introduced in the country.z

Digital rights
-
-

same relevance

The pan-European data regulator, the Article 29 Working Party (WP29), has set up a taskforce to
tackle concerns over user data sharing by Facebook and WhatsApp..z2 Meanwhile, the regulator
issued new guidelines on personal data breach notification under the GDPR.[.Z Read more on page 6.1

The Dutch registries for .amsterdam and .frl gTLDs have decided not to provide public access to
Whois records containing information about the registrants of domain names, as this would go
against Dutch privacy law.2

Cameroon faced another Internet shutdown amid renewed protests in its Anglophone regions.[2



https://www.un.org/sg/en/content/dsg/statement/2017-10-11/deputy-secretary-generals-remarks-joint-meeting-economic-and-social
https://dig.watch/events/wto-ministerial-conference-2017
http://en.kremlin.ru/events/president/news/55813
https://themerkle.com/new-proposal-aims-to-make-cryptocurrencies-legal-in-ukraine/
https://dig.watch/updates/france-germany-italy-and-spain-push-tax-internet-giants
http://www.oecd.org/tax/beps/public-comments-received-on-the-tax-challenges-of-digitalisation.htm
http://europa.eu/rapid/press-release_IP-17-3701_en.htm
https://dig.watch/updates/uber-lose-its-licence-london
http://www.reuters.com/article/us-uber-britain/uber-embarks-on-legal-battle-to-retain-london-license-idUSKBN1CI14Y
http://uk.reuters.com/article/us-uber-norway/uber-suspends-unlicensed-service-in-norway-in-change-of-tack-idUKKBN1CE0BO
http://www.zdnet.com/article/bad-rabbit-ransomware-spread-using-leaked-nsa-eternalromance-exploit-researchers-confirm/
http://www.zdnet.com/article/wannacry-ransomware-hospitals-were-warned-to-patch-system-to-protect-against-cyber-attack-but-didnt/
http://www.independent.co.uk/news/uk/home-news/wannacry-malware-hack-nhs-report-cybercrime-north-korea-uk-ben-wallace-a8022491.html
http://www.reuters.com/article/us-yahoo-cyber/yahoo-says-all-three-billion-accounts-hacked-in-2013-data-theft-idUSKCN1C82O1
https://www.theguardian.com/technology/2017/oct/16/wpa2-wifi-security-vulnerable-hacking-us-government-warns
https://dig.watch/events/g7-meeting-ministers-interior
http://www.g7italy.it/sites/default/files/documents/Joint%20Communiqu%C3%A9.pdf
http://www.independent.co.uk/news/world/europe/g7-italy-internet-giants-online-terrorism-social-media-isis-al-qaeda-interior-ministers-a8009611.html
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
http://nic.amsterdam/whois-privacy/
http://www.konbini.com/ng/lifestyle/cameroon-is-shutting-down-the-internet-in-its-english-speaking-regions-again/
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The US Supreme Court has decided to review Microsoft's search warrant case while Ireland’s

High Court announced it would ask the CJEU to determine whether the Standard Contractual

Jurisdiction & Clauses introduced in the EU-US Privacy Shield provided enough data protection to European
legal issues  usersi Read more on page 1.2

In Australia, Google lost its appeal of an Australian court decision which held that Google had

defamed a user by ‘publishing defamatory material about her in its search results’[z Once Google

was notified with a request to remove the defamatory material from its search results, it was
increasing relevance dutybound to act within a reasonable time.r2

London is planning a new cyber court to tackle cybercrime and fraud in the financial sector.

North Korea established a new Internet connection via the Russian TransTeleCom'’s network, which
Infrastructure now handles around 60% of North Korea's traffic. Until now, the country was connected to the

B global Internet solely through China Unicom [z

I The ICANN Board has issued a new resolution on .amazon, asking the Governmental Advisory

same relevance Committee whether it has any new or additional information regarding its previous advice that the
applications for .amazon should not proceed.l”

The Body of European Regulators for Electronic Communications (BEREC) has announced new ini-

. tiatives on net neutrality.> It decided to develop a net neutrality opt-in measurement tool, to be used

Net neUtrahty by national regulatory authorities (NRAs) and end-users to measure the quality of Internet access

) services. It also adopted a net neutrality regulatory assessment methodology,[> aimed to assist
. NRAs in monitoring and supervising the implementation of the Open Internet Regulation.

same relevance The Federal Network Agency in Germany decided that Deutsche Telekom’s StreamOn service
partially violates net neutrality rules, since the company does not treat video and audio services
equally in consumers’ mobile phone tariffs.[2

Estonia is working on legislation aimed to address the legal status of Al systems.[*

An independent report commissioned by the UK government outlines recommendations to trans-

hNe?N . form the UK into ‘the best place in the world for businesses developing and deploying Al to start,
techno ogies grow, and thrive'2

(1oT, Al, etc.)
The United Arab Emirates has launched an Al strategyi” and appointed a State Minister for Artificial
Intelligence. In its second annual report,[2 the Al Now Institute at the New York University has
called for more accountability in Al systems.

neressimg rerevance In its Policy Principles on Al the Information Technology Industry Council advises governments to

‘use caution before adopting new laws, regulations, or taxes that may inadvertently or unnecessar-

ily impede the responsible development and use of Al
AHEAD IN NOVEMBER
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(New Delhi, India)

For more information on upcoming events, visit http://dig.watch/events )



https://dyn.com/blog/north-korea-gets-new-internet-link-via-russia/
https://www.icann.org/resources/board-material/resolutions-2017-10-29-en#2.a
http://berec.europa.eu/eng/document_register/subject_matter/berec/press_releases/7333-press-release-berec-moves-forward-on-future-monitoring-of-mobile-and-net-neutrality-issues-and-publishes-a-statement-on-nras-competencies
http://berec.europa.eu/eng/document_register/subject_matter/berec/download/0/7295-berec-net-neutrality-regulatory-assessme_0.pdf
https://www.broadbandtvnews.com/2017/10/09/regulators-deutsche-telekoms-zero-rating-service-partially-violates-net-neutrality/
https://blogs.microsoft.com/on-the-issues/2017/10/16/us-supreme-court-will-hear-petition-to-review-microsoft-search-warrant-case-while-momentum-to-modernize-the-law-continues-in-congress/
http://www.europe-v-facebook.org/sh2/HCJ.pdf
http://www.austlii.edu.au/cgi-bin/LawCite?cit=%5b2017%5d%20SASCFC%20130
https://www.lexology.com/library/detail.aspx?g=b9835ba5-1b96-4a5f-9545-623a40c616d6
http://www.telegraph.co.uk/news/2017/10/08/city-londoncyber-court-tackle-online-fraud-financial-sector/
https://www.bloomberg.com/news/articles/2017-10-10/skype-s-homeland-grapples-with-dilemma-of-robot-as-legal-person
https://www.gov.uk/government/publications/growing-the-artificial-intelligence-industry-in-the-uk
http://wam.ae/en/details/1395302639203
http://gulfnews.com/news/uae/government/mohammad-bin-rashid-reveals-reshuffled-uae-cabinet-1.2108934
https://assets.contentful.com/8wprhhvnpfc0/1A9c3ZTCZa2KEYM64Wsc2a/8636557c5fb14f2b74b2be64c3ce0c78/_AI_Now_Institute_2017_Report_.pdf
https://www.itic.org/public-policy/ITIAIPolicyPrinciplesFINAL.pdf
http://dig.watch/events
https://dig.watch/events/future-work
https://dig.watch/events/web-summit-2017
https://dig.watch/events/group-governmental-experts-lethal-autonomous-weapons-systems
https://dig.watch/events/ebu-cloud-intelligence-seminar
https://dig.watch/events/global-conference-cyberspace-2017
https://dig.watch/events/ietf-100-singapore
https://dig.watch/events/international-conference-cyberlaw-cybercrime-cybersecurity-2017
https://dig.watch/events/fintech-world-forum-2017
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GDPR: INTEGRATING HUMAN RIGHTS INTO BUSINESS PRACTICES

The EU General Data Protection Regulation (GDPR) is now only months away from entering into force (May
2018). There have been numerous debates as to how it will change the landscape of data protection in the EU
and beyond. But looking at the broader picture, the GDPR brings an important aspect into sharper focus: the

integration of human rights into business practices.

Under the magnifying glass: rights
and obligations

Most of the discussions surrounding the
GDPR are related to the strict terms it will
introduce when it comes to the protec-
tion of personal data, the rights that users
will have, and how these will be ensured.
In this regard, the new law introduces sev-
eral obligations for data controllers (those
who decide which data should be collected
and how it should be processed) and data
processors (those who hold or process the
data).

They are, for example, asked to put in place
appropriate technical and organisational
measures to ensure the security of the per-
sonal data they process. If, despite such
measures, personal data breaches occur,
controllers need to notify the data protec-
tion authority, and in some cases, the affected individuals,
when the breach risks affecting their rights and freedoms.
Implementing these provisions can be a difficult task, and
this is why, earlier this month, Article 29 Working Party
published a set of draft Guidelines on personal data breach
notification (under public consultation until 28 November).z

The broader picture: human rights and business
practices

From a broader perspective, the GDPR is one of the first
legal acts to firmly introduce the notion that digital rights
need to be integrated into the business operations and
strategies of companies.

The intersection between business and human rights is not
a new concept. The UN has already made progress in this
area, through, for example, the UN Guiding Principles on
Business and Human Rights..z The importance of creating
businesses that are built on respect for human rights has
been mostly related to their traditional, ‘offline” practices.
When it comes to rights that affect their online conduct,
such as privacy and freedom of expression, their integra-
tion into business has been less straightforward. In this
context, the GDPR stands out as one of the first instruments
that provides a concrete answer on how to practically
incorporate human rights — in this case the right to privacy
and data protection — into businesses’ online operations.

To start with, the GDPR is imposing a set of specific rules
and requirements for handling personal data. The imple-
mentation of these requirements has a significant impact
on how business operations are designed. This is illus-
trated, for example, by the privacy-by-design concept
which requires businesses to implement human rights
standards from the very beginning of the production pro-
cess. The privacy impact assessment, which becomes

mandatory, is another illustration. The right to privacy and
data protection will therefore become a paramount factor
when developing new business plans and strategies.

Another important aspect of the GDPR relates to penal-
ties and sanctions. The biggest concern of many Internet
companies operating in the EU has traditionally been the
consequences of non-compliance with competition law and
other areas that are related to trade and relations in the
internal market, due to high penalties and strict sanctions.
The well-known penalty of 10% on worldwide turnover for
undertakings in breach of EU competition law is one of the
most severe, and indicates the importance of competition
law for the EU and its member states.

Interestingly, the GDPR introduces similar sanctions,
which are not so common in the human rights area. The
maximum fine of €20 million, or 4% of a company’s annual
global turnover (whichever is higher), for not complying
with certain GDPR provisions, highlights the significance
that the EU also places on data protection. In addition, the
fact that the EU has opted for a Regulation for privacy and
data protection (which is directly applicable to member
states), puts more emphasis on human rights and related
responsibilities for businesses.

There are different arguments that seek to explain why the
EU has chosen this approach, given that data protection has
become a business issue with serious implications for the
internal market, and that data has become a main trade
unit. The reality is that the GDPR'’s overarching aim is the
protection of the rights of individuals where it concerns the
handling of their personal data. Therefore, the core of the
GDPR is indisputable in the area of human rights, regard-
less of its implications in other fields. The biggest contribu-
tion that the GDPR brings to the human rights area, there-
fore, is the strong link it creates between human rights and
business practices.


http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
https://www.unglobalcompact.org/library/2
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E-commerce will be one of the main topics on the table during the WTO’s 11th Ministerial Conference (MC11) in
December, in Buenos Aires.z The backdrop for this discussion is the growing relevance of e-commerce for mod-
ern economy and the applicability of existing WTO e-commerce framework which has been in place since 1998.

Digital policy issues, such as data localisation, interoperability
of standards, or access to the source code, are increasingly
framed as trade-related issues. Should WTO negotiate new
e-commerce rules? Some are in favour, some are against.
Others are proposing a compromise between the camps, by
focusing either on the process, or on specific issues. Among

the proposals is the creation of a working group (WG) or a
working party (WP) on e-commerce, with differing views on
its potential mandate. The following highlights the main pro-
posals made in October. Click on the links below to read the
full text for each proposal, and read additional analysis..2

Should WTO negotiate new e-commerce rules?

YES

MAYBE

Clarify applicability
of existing WTO rules

conduct an evaluation of
whether the clarification

OTHER

OTHER

Japan, China, and a
few other countries
argue the WG should

or strengthening of
the existing WTO
rules on e-commerce
is necessary. Then
member states
could decide to start
negotiations on
e-commerce in 2019.2

MAYBE

Create a forum for developing global rules

According to Russia,2 the WG would provide members with the

appropriate forum for discussions on e-commerce, including

the possibility of developing international rules on issues such
as scope and definitions of e-commerce, existing applicable
rules and gaps in the WTO legal framework, existing barriers
to e-commerce, trade facilitating measures, and intellectual

With the clock ticking fast and with polarised views on the
table, it seems unlikely that a negotiating mandate on e-com-
merce will be approved at MC11. However, there could be
room to identify a zone of possible agreement on priorities
and frameworks. The possibility of starting plurilateral dis-
cussions under the WTO has not been ruled out either. At the

property rights.

present stage, perhaps the journey is more important than
the destination: e-commerce discussions have given mem-
ber states the opportunity to reach a better understanding of
each other’s positions and frustrations, and to question the
remit of international organisations in the increasingly inter-
linked digital and trade policy spaces.


https://www.diplomacy.edu/blog/e-commerce-will-compromise-be-possible-wto-ministerial-buenos-aires
https://dig.watch/events/wto-ministerial-conference-2017
https://webcache.googleusercontent.com/search?q=cache:TiKb36ZUgcsJ:https://docs.wto.org/dol2fe/Pages/FE_Search/DDFDocuments/239275/q/Jobs/GC/132R3.pdf+&cd=1&hl=en&ct=clnk&gl=fr&client=safari
https://docs.wto.org/dol2fe/Pages/FE_Search/FE_S_S009-DP.aspx?language=E&CatalogueIdList=239609,239579,239541,239472,239464,239336,239275,239266,239269,239278&CurrentCatalogueIdIndex=0&FullTextHash=&HasEnglishRecord=True&HasFrenchRecord=False&HasSpanishRecord=False
https://docs.wto.org/dol2fe/Pages/FE_Search/FE_S_S009-DP.aspx?language=E&CatalogueIdList=239336,239275,239266,239269,239278,238899,238906&CurrentCatalogueIdIndex=4&FullTextHash=371857150&HasEnglishRecord=True&HasFrenchRecord=True&HasSpanishRecord=True
https://docs.wto.org/dol2fe/Pages/FE_Search/FE_S_S009-DP.aspx?language=E&CatalogueIdList=239336,239275,239266,239269,239278,238899,238906&CurrentCatalogueIdIndex=3&FullTextHash=371857150&HasEnglishRecord=True&HasFrenchRecord=True&HasSpanishRecord=
https://webcache.googleusercontent.com/search?q=cache:cxnOJQyMXI0J:https://docs.wto.org/dol2fe/Pages/FE_Search/DDFDocuments/239579/q/Jobs/GC/142.pdf+&cd=1&hl=en&ct=clnk&gl=fr&client=safari
https://docs.wto.org/dol2fe/Pages/SS/directdoc.aspx?filename=q:/TN/S/W64.pdf
https://docs.wto.org/dol2fe/Pages/FE_Search/FE_S_S009-DP.aspx?language=E&CatalogueIdList=239336,239275,239266,239269,239278,238899,238906&CurrentCatalogueIdIndex=0&FullTextHash=371857150&HasEnglishRecord=True&HasFrenchRecord=True&HasSpanishRecord=True
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UPCOMING

5 STEPS TO HELP YOU GET READY FOR THE IGF

The 12th Internet Governance Forum (IGF) meeting is around the corner. With less than two months left before
the meeting on 18-21 December, it is time to start prepping.

What can we expect?

‘Shaping your digital future’is the theme
of the 12th IGF, which will take place at
the United Nations Office in Geneva.
The meeting will feature more than 200
sessions, including high-level sessions
and main sessions, workshops, open
forums, dynamic coalition meetings,
and sessions organised by national and
regional IGF initiatives.

All these will focus on a wide range of
Internet governance and digital policy
topics, from digital rights to cybersecu-
rity and cybercrime, from sustainable
development and the digital economy,
to the digital divide, the loT and Al.

Newcomers to the IGF will have a dedi-
cated track, aimed at integrating them
more easily into the meeting. There will
also be the traditional IGF Village, where
more than 40 organisations active in the
field of Internet governance will pro-
mote their work. And an Art@IGF pro-
ject which connects digital policy with
art in an interdisciplinary exhibition of
today’s digital issues.

So, what can you do to prepare for the
meeting?

SENEVAEI20I
18-21 DECEMBER

ister

her you plan to attend in person or online, you still need to reg-
[2Don’t miss the 27 November deadline, as it will not be possible
gister at the event.

Create your own schedule

The IGF programme is packed with sessions, many of them held in
parallel. Take a look at the online schedule,[% pick the sessions you are
most interested in, and create your own schedule.

| - Set-up a remote hub

If you do not plan to travel to Geneva, think about organising a remote
hub. Your community can use the hub not only to join the IGF debates,

" but also to have local discussions on IGF topics that are most relevant
" to you. The deadline to register a remote hub is 20 November.[2

Worried that you cannot follow all sessions?

We will be there to help.

The GIP Digital Watch observatory will once again provide just-in-time report-
ing from the IGF (as we did in 20162 and 2015(%). This will mean just-in-time
session reports, IGF Daily newsletters with in-depth analysis, and a final
report to summarise the main themes, available on our dedicated space[2

Join the Geneva Digital Talks

If you are based in Geneva, or passing through before the IGF, join us for
the Geneva Digital Talks. Organised by the Canton of Geneva in partner-
ship with digitalswitzerland and the Geneva Internet Platform, the talks
include a series of events on cybersecurity in the build up to the IGF.L



http://dig.watch
https://www.intgovforum.org/multilingual/content/igf-2017-registration-front
https://igf2017.intgovforum.org/
https://www.intgovforum.org/multilingual/content/igf-2017-remote-hubs
https://dig.watch/events/11th-internet-governance-forum
https://dig.watch/events/igf-brazil-2015
https://dig.watch/igf2017
https://www.giplatform.org/gdt

