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Then we summarise them for you.

DIGITAL POLICY TRENDS IN SEPTEMBER

1. Push to tax Internet giants accelerating

Internet companies have been taking advantage of low-rate tax
European countries in which to establish their subsidiaries. This
has resulted in companies paying low taxes — a practice which
European countries are increasingly uncomfortable with.

One of the latest tax proposals aiming to curb this practice
comes from France, Germany, Italy, and Spain, who are push-
ing for Internet giants to be taxed on their turnover, as opposed
to their profits.z The proposal comes after Google dodged a
€1 billion fine in July following a sentence by the Paris admin-
istrative court (which France has appealed). Since Google had
no ‘permanent establishment’ in France (its European head-
quarters, staff and servers are in Ireland), the company could
not be taxed for its AdWords service in France2

In adifferent proposal, based onthe same philosophy, Estonia
is pushing the idea of taxing profits based on the notion of vir-
tual permanent establishment (source taxation of profits).2

The proposals are similar, and in fact the Estonian under-
secretary for tax has suggested that the proposals could

work in a complementary way, as a two-step approach.
Political and technical talks have yet to be held.

The next steps — which we analyse on page 6 of this news-
letter — will be critical.

2. Developments in Al: An international race in the
making?

The revolution in artificial intelligence (Al) is accelerating.
Australia has created its own research institute (the 3A -
Autonomy, Agency, and Assurance Institute),.z while India
has set up a task force to understand how to leverage Al for
the benefit of the Indian economy and workforce..z

Although Al gives rise to many opportunities, it does not
come without risks, President Vladimir Putin warned.:
‘Whoever becomes the leader in this sphere will become
the ruler of the world.’ In his reaction, Tesla CEO Elon Musk
tweetedr that the competition for Al superiority could be
the cause for a Third World War.

Continued on page 3
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WTO PUBLIC FORUM 2017

Our team reported from digital policy sessions during the WTO
Public Forum on 26-28 September. Reports are available on
our dedicated page.Zz Watch for our final report on 2 October,
which will summarise the discussions.
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GENEVA DIGITAL DEVELOPMENTS

The State of Broadband 2017: Broadband for Catalyzing Sustainable Development report,[=
released on 14 September at the International Telecommunication Union (ITU) head-
quarters, investigates broadband accessibility and affordability, by monitoring how
countries are doing with fulfilling the targets set by the Broadband Commission in 2011.
This year's report shows an increased difficulty in defining and monitoring broadband
and ICTs, and a growing digital inequality between developed and developing countries.

The Internet Society celebrated its 25th anniversary during an InterCommunity global
event spanning six continents. The findings of the Paths to our Digital Future report[z
launched on 18 September, shaped the conversations in the 17 interactive nodes around
the world. The report’s recommendations are clustered around the need for online
social norms and proactive measures to empower people to shape their own futures.

The open consultation on Over the Top serviceslz by the ITU Council Working Group
on International Internet-related Public Policy Issues (CWG-Internet) was held on 18
September; the consultation summary is now available[z At the member states only
CWG-Internet meeting, which took place on 20-21 September, Brazil reported on how
it had conducted a national multistakeholder process to encourage Brazilian entities to
respond to the CWG’s open consultation, resulting in 8 contributions from stakehold-
ers in Brazil (just over 10% of all contributions). Both the CWG-Internet and CWG on
WSIS: Implementation of Outcomes discussed the process of updating plenipotentiary
resolutions relevant to their activities, with a number of states noting that there are
regional preparatory processes underway to develop draft proposals for updates to
resolutions.

How is the NBCIS (Nanotechnologies, Biotechnologies, Information Technologies, and
Cognitive Science) era shaping our identities and the identity of democracy? This ques-
tion was addressed by philosopher Jean-Michel Besnier at the Flux Laboratory on 20
September during Democracy Week 201712 Science has the potential to create a new
type of human by solving biological and cognitive limitations. Humanity based on free
choice, respect for dignity, and the power of human rationality will be challenged.

This side event (20 September)z of the Human Rights Council’s 36th session discussed
the potential impact of Al on justice systems and human rights. Recognising that Al can
generate opportunities and threats to justice systems, the speakers expressed con-
cern about the discriminatory potential of Al. Based on data tainted by human bias,
the use of Al in justice systems could result in the judgement of individuals based on
correlation and on the group they belong to, rather than on the motivation for and con-
sequences of their actions. A human rights framework could provide an effective way
of addressing the risks of Al, and identifying red lines.

This half-day event — organised by DigitalSwitzerland, Ecole polytechnique fédérale
de Lausanne (EPFL), and the Canton of Geneva on 22 Septemberiz — focused on a key
controversy: Should robots be given rights, or should we assess their interaction with
humans based on empathy levels? Many issues were raised, including advancements
in digital epidemiology, robot dependence, data ownership, and corporate governance.
In addition to calls for ‘privacy by default’ and ‘ethics by design’, speakers suggested
that the legal process be transformed to provide timely responses to Al dilemmas.

The fourth meeting of the working group of the UN Commission on Science and
Technology for Development (CSTD) was held on 25-27 September in Geneva.2
Members of the working group remain divided on the issue of whether or not a new UN
mechanism is needed to fully implement enhanced co-operation, and whether any new
mechanism should focus on intergovernmental decision-making or multistakeholder
involvement. There were some broad agreements on less contentious topics (such as
alignment with the sustainable development goals (SDGs)). The ongoing differences
of opinion on a new mechanism were also reflected in debates at the meeting about
the structure of the final report, with some members wanting the report to document
discussion on non-consensus recommendations, and others not.

[AThisicon indicates that there is more background material in the digital version. Alternatively, visit http://dig.watch for more in-depth information.
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Continued from page 1

An anti-Uber taxi protest in London, in June 2014. This month’s ban triggered a different reaction: close to 1 million users petitioned to

remove a ban on Uber.

So what are the potential dangers? One of the main threats
is the development of lethal autonomous weapons (LAWS).
In August, over 100 Al pioneers wrote a letter to the UN
calling for a ban on autonomous weapons, and for LAWS
to be added to the list of weapons banned under the UN's
Convention on Certain Conventional Weapons (CCW).z In
reaction, the UK said it will commit to ensuring that the
operation of its weapons is always controlled by humans.

Various dimensions related to LAWS will be discussed in
Geneva in November, during the first meeting of the new
Group of Governmental Experts on LAWS.[2

3. Governments apply more pressure on tech
companies to remove extremist content

The fight against extremist content was among the digital
policy themes at this year's UN General Assembly (UNGA)
debate. UK Prime Minister Theresa May called on tech com-
panies to act.[2 The EU also called on the major online com-
panies to develop, as a priority, the means for automatic
deletion of extremist content immediately after posting.
France also made reference to this challenge.

At a dedicated discussion in a parallel event to the UNGA
meeting, May called on Internet companies to remove
extremist content within one to two hours of posting.

It will not be easy for tech companies, who have already
indicated that this will be ‘an enormous technological and
scientific challenge'[z In addition, there are free speech
issues: legitimate content can be erroneously removed.
Italian Prime Minister Paolo Gentiloni was clear: ‘We can't
reduce our ambition because of these difficulties’[z while
the Prime Minister of the Netherlands, Mark Rutte, urged
big companies to help small companies.[%

Meanwhile, leaders of BRICS countries (Brazil, Russia,
India, China, and South Africa) also expressed concern
about violent extremism online, and confirmed their com-
mitment to prevent and counter its spread.[

4. ICOs facing uncertain future in China

The cryptocurrency crowdfunding phenomenon of Initial Coin
Offerings (ICOs) — used by start-ups to attract investment

Credit: David Holt

through new cryptocurrencies — is facing a crackdown in
China, after authorities banned the practice. China has also
ordered the return of any investments made through ICOs.

The impact is significant: in China, over 100 000 investors
generated close to USD$400 million.

There are at least two main reasons for China’'s ban. The
first is that authorities are seeking to protect the inves-
tors from an unregulated market. The second is that quite
a few ICOs were fraudulent or involved in financial scams.
Analysts have also said that China is seeking control over
cryptocurrencies, especially Bitcoin. It remains to be seen
whether the ban will be temporary, and what the reaction
from other countries will be.

Many other countries face similar dilemmas about how to
deal with ICOs and cryptocurrencies. More policy reactions
and initiatives are expected in the coming months.

5. Uber banned in more locations: this month, it’s
London

London's transport regulator Transport for London (TfL)
announced it would not renew Uber’s licence due to ‘a lack
of corporate responsibility in relation to a number of issues
which have potential public safety and security implications'[2

Within hours, Uber managed to rally over 600 000 signa-
tures to petition against the ban,z with the company hop-
ing it would reach the one million mark. The company has
also said it was prepared to offer concessions on safety, in
order to keep its licence.[s

There are several important implications to this ban. Apart
from the fact that it would limit consumer choice, Uber
estimates that the ban will affect 40 000 drivers working
in the city. Another consequence - for the company - is the
financial loss. Uber is currently used by 3.5 million users
in London.

Can this be considered a move against ride-sharing apps,
and by extension, the sharing economy? Given the high-
level talks which ride-sharing competitor Lyft has had with
officials in London,[z it seems unlikely that the ban is the
result of pressure from traditional businesses.


https://www.dropbox.com/s/g4ijcaqq6ivq19d/2017%20Open%20Letter%20to%20the%20United%20Nations%20Convention%20on%20Certain%20Conventional%20Weapons.pdf?dl=0
https://www.theguardian.com/politics/2017/sep/09/drone-robot-military-human-control-uk-ministry-defence-policy
https://www.unog.ch/80256EE600585943/(httpPages)/F027DAA4966EB9C7C12580CD0039D7B5?OpenDocument
https://www.gov.uk/government/speeches/theresa-mays-speech-to-the-un-general-assembly-2017
https://gadebate.un.org/sites/default/files/gastatements/72/eu_en.pdf
https://gadebate.un.org/sites/default/files/gastatements/72/fr_en.pdf
http://in.reuters.com/article/internet-extremists-speech/internet-firms-say-removing-extremist-content-within-hours-is-huge-challenge-idINKCN1BV297?utm_source=34553&utm_medium=partner
https://www.nytimes.com/aponline/2017/09/21/world/europe/ap-un-united-nations-terrorists-social-media.html?mcubz=1
https://www.nytimes.com/2017/09/21/world/internet-terrorism-un.html
http://www.mea.gov.in/Uploads/PublicationDocs/28912_XiamenDeclaratoin.pdf
https://tfl.gov.uk/info-for/media/press-releases/2017/september/licensing-decision-on-uber-london-limited?intcmp=50167
https://www.change.org/p/save-your-uber-in-london-saveyouruber
https://www.thetimes.co.uk/article/uber-shifts-gear-on-drivers-rights-after-london-ban-x8nfjnrrb
http://www.telegraph.co.uk/technology/2017/09/23/uber-arch-rival-lyft-holds-talks-transport-london-plots-global/
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DIGITAL POLICY: DEVELOPMENTS IN SEPTEMBER

Global IG
architecture

y

increasing relevance

BRICS leaders expressed support for the central role of the UN in developing norms of respon-
sible state behaviour in cyberspace. They emphasised the principles of the international law as
enshrined in the UN Charter and reiterated the call for a UN-based universal regulatory binding
instrument on combatting cybercrime.

Sustainable
development

same relevance

The ITU and the UN Broadband Commission for Sustainable Development’s The State of Broadband
2017: Broadband Catalyzing Sustainable Development[* provides a global snapshot of Internet
access, examines trends in connectivity, reviews policy and regulatory developments, and pre-
sents a number of policy recommendations. It emphasises the utility of broadband technologies in
accelerating the SDGs related to food security and ending hunger; health and well-being; inclusive
and quality education for all; and protecting the environment.

Security

y

increasing relevance

During the 72nd session of the UN General Assembly, Russia formally announced it had drafted
a universal convention on countering cybercrime.2 Foreign Minister Sergey Lavrov proposed to
open the discussion during the current UN session.

Europe is still not well-equipped when it comes to cyber-attacks, which can be very dangerous to
the stability of democracies and economies, European Commission President Juncker said in his
State of the Union address.2 The EU therefore plans to beef up the cyber agency ENISA 2

Researchers have discovered a botnet, called ‘Onliner’, that has collected 711 million email
accounts used to send spam messages.[%In another attack, the personal data of 140 million people
was exposed by a breach on Equifax’s website,[2 one of the three biggest consumer credit reporting
companies in the USA.

E-commerce
& Internet
economy

y

increasing relevance

New tax proposals and regulatory rulings have placed e-commerce and the Internet economy
under focus this month. Read on pages 1,2 3.2 and 7.2

The members of the North American Free Trade Agreement (NAFTA) are undertaking another
round of negotiationstz on 23-27 September. An issue that remains unclear is how much of the
Trans-Pacific Partnership’s (TPP) terms will carry over into the NAFTA process.

Economic ministers from the Regional Comprehensive Economic Partnership (RCEP) - a proposed
free trade agreement between the 10 member states of the Association of Southeast Asian Nations
(ASEAN) and the six states with which ASEAN has existing free trade agreements - pledged to
ramp up their negotiating efforts on an extensive regional free trade deal, following a meeting in
Pasay City, Philippines..2

In a communication by the European Commission to the European Parliament on a ‘Balanced and
Progressive Trade Policy to Harness Globalization'[z the Commission laid out its vision and priori-
ties in the field of trade negotiations.

Ahead of the 11th WTO Ministerial Conference, the WTO Public Forum in Geneva focused on priori-
ties and ways forward on digital commerce.l

Digital rights

y

increasing relevance

La Agencia Espanola de Proteccion de Datos (AEPD), Spain's data protection watchdog, has fined
Facebook €1.2 million for collecting personal data from Spanish users without informing them of
how it would be used..z

Google is being sued for gender discrimination in its employee practices, over pay discrimination
and channeling of women into lower paying job tracks.[2 Google denies the claims.

Authorities in Togo have ended an Internet shutdown after blocking Internet access during protests
on 5 September,=2 while Saudi Arabia has decided to lift the ban on Voice over Internet Protocol
(VolP) services, such as Skype, which have been prohibited since 2013. In India, new rules will
legalise temporary phone and Internet service shutdowns ‘during a “public emergency” or for
“public safety”"[2



https://www.itu.int/dms_pub/itu-s/opb/pol/S-POL-BROADBAND.18-2017-PDF-E.pdf
https://www.ictsd.org/bridges-news/bridges/news/nafta-parties-pursue-accelerated-timeframe-gear-up-for-third-round-of
https://www.ictsd.org/bridges-news/bridges/news/eyeing-november-leaders-meeting-rcep-ministers-pledge-to-maximise-progress
https://ec.europa.eu/transparency/regdoc/rep/1/2017/EN/COM-2017-492-F1-EN-MAIN-PART-1.PDF
https://dig.watch/events/wto-public-forum-2017
https://gadebate.un.org/sites/default/files/gastatements/72/ru_en.pdf
http://europa.eu/rapid/press-release_SPEECH-17-3165_en.htm
https://ec.europa.eu/transparency/regdoc/rep/1/2017/EN/COM-2017-477-F1-EN-MAIN-PART-1.PDF
http://www.zdnet.com/article/onliner-spambot-largest-ever-malware-campaign-millions/
https://www.equifaxsecurity2017.com/
http://www.mea.gov.in/Uploads/PublicationDocs/28912_XiamenDeclaratoin.pdf
https://www.agpd.es/portalwebAGPD/revista_prensa/revista_prensa/2017/notas_prensa/news/2017_09_11-iden-idphp.php
https://www.engadget.com/2017/09/15/google-lawsuit-pay-discrimination-ex-workers/
http://www.africanews.com/2017/09/11/internet-restored-in-togo-after-6-days-opposition-mulls-next-move/
https://www.reuters.com/article/us-saudi-telecoms-ban/saudi-arabia-to-lift-ban-on-internet-calls-idUSKCN1BV128
http://www.hindustantimes.com/india-news/govt-issues-first-ever-rules-to-carry-out-internet-shutdowns-in-india/story-Drn0MnxJAp58RoZoFI7u4L.html
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Jurisdiction &
legal issues

same relevance

Google will start complying with search warrants requiring it to produce data stored in its servers
overseas, the US Justice Department has said..z One exception will be search warrants issued by
courts in the Second Circuit (Connecticut, New York, and Vermont),z after a New York judge ruled
last year that Microsoft could not be obliged to provide data stored overseas on the basis of search
warrants.[2

Privacy Shield raised the bar for transatlantic data protection, the US Secretary of Commerce and the
European Commissioner for Justice, Consumers and Gender Equality said in a joint press statement.

Infrastructure

y

increasing relevance

Amazon has put forward its arguments to the ICANN Board, urging it to immediately approve its
applications for .amazon.[% In a resolution issued on 23 September, the board stated that further
consideration was needed, and asked its Accountability Mechanisms Committee to review and
consider the recommendation and provide options for the board on how to address it..2

In Spain, judicial authorities issued an order asking Fundacio puntCAT, the registry for .cat, to block
all .cat domain names that host any kind of information about the independence referendum in
Catalonia planned for 1 October. The referendum had been ruled illegal by the Spanish courts..z

A new subsea cable connecting North America with mainland Europe has now been completed.2The
transatlantic cable Marea, which is 6600 kilometers long, has a capacity of 160 terabits per second.

Net neutrality

same relevance

The Federal Communications Commission (FCC), which is expected to make a final decision with
regard to the US net neutrality rules by the end of the year, received millions of public comments
during an online consultation period..2

Meanwhile, in an interview, FCC chair Ajit Pai is encouraging US Congress to take hold of the issue
and pass legislation.

New
technologies
(10T, Al, etc.)

y

increasing relevance

Robotics, Al, and big data were among the topics discussed during the G7 Innovation Week.[z ICT
ministers called for an inclusive, open, and secure fourth industrial revolution, and committed to
contributing to multistakeholder efforts towards a ‘socially beneficial Al'lz Science ministers reit-
erated support for open science, and noted the role of big data in scientific work,[z while labour
ministers underlined the need to place people and work at the centre of innovation.[%

IBM and the Massachusetts Institute of Technology’s newly created Al Lab will work on Al algorithms,
the physics of Al, the application of Al to industries, and advancing shared prosperity through Al..z
Canadian Prime Minister Justin Trudeau welcomed the opening of a Facebook Al lab in the country.2

The International Civil Aviation Organization (ICAQ) has proposed the creation of a single global
drone registryr? In the USA, the Department of Transportation and the National Highway Traffic
and Safety Administration released a new set of guidelines for automated driving systems (ADS),x
which provide a nonregulatory approach to automated vehicle technology safety’.
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https://www.icann.org/en/system/files/correspondence/hayden-huseman-to-crocker-07sep17-en.pdf
https://www.icann.org/resources/board-material/resolutions-2017-09-23-en#2.e
https://twitter.com/puntcat/status/909525852446187521/photo/1?ref_src=twsrc%5Etfw&ref_url=http%3A%2F%2Fdomainincite.com%2F22134-breaking-spanish-cops-raid-cat-registry-offices-in-referendum-censorship-row
https://venturebeat.com/2017/09/22/microsoft-and-facebook-backed-marea-trans-atlantic-cable-is-now-complete/
https://www.theguardian.com/technology/2017/aug/30/fcc-net-neutrality-vote-open-internet
https://www.marketplace.org/2017/09/05/world/molly-net-neutrality
https://arstechnica.com/wp-content/uploads/2017/09/scotusmsftgoogyahoo.pdf
https://arstechnica.com/tech-policy/2017/09/feds-google-stops-challenging-most-us-warrants-for-data-on-overseas-servers/
https://dig.watch/updates/us-court-government-cannot-use-search-warrant-force-microsoft-turn-over-users%E2%80%99-data-stored
http://europa.eu/rapid/press-release_STATEMENT-17-3342_en.htm
https://dig.watch/events/g7-innovation-week
http://www.g7italy.it/en/news/the-ict-industry-ministerial-meeting-has-come-to-an-end
http://www.g7italy.it/en/news/the-ministerial-meeting-on-science-has-ended
http://www.g7italy.it/en/news/the-ministerial-meeting-on-labour-starts-today
http://mitibmwatsonailab.mit.edu/
https://phys.org/news/2017-09-facebook-ai-lab-canada-trudeau.html
http://www.reuters.com/article/us-aviation-drones/u-n-aviation-agency-to-call-for-global-drone-registry-idUSKCN1BJ2CL
https://www.documentcloud.org/documents/3991358-2017-NHTSA-Automated-Driving-Guidelines.html#document/p4
http://dig.watch/events
https://dig.watch/events/brandsanddomains-conference
https://dig.watch/events/5th-enisa-national-cybersecurity-strategies-workshop-collaboration
https://dig.watch/events/world-telecommunication-development-conference
https://dig.watch/events/unctad-intergovernmental-group-experts-e-commerce-and-digital-economy-–-first-session
https://dig.watch/events/cyfy-2017-india-conference-cyber-security-and-internet-governance
https://dig.watch/events/ieee-global-humanitarian-technology-conference
https://dig.watch/events/meridian-annual-conference-2017
https://dig.watch/events/wipo-advanced-workshop-domain-name-dispute-resolution
https://dig.watch/events/icann60-abu-dhabi

Geneva Internet Platform

Issue 24: September 2017

e —

DigitalWatch

NEWSLETTER

PROPOSED TAX RULES FOR DIGITAL ECONOMY PICK UP MOMENTUM

In Europe, new proposals for taxing the Internet giants were in focus this month. Will they garner enough
support, or develop into a two-speed system if not all countries are on board? We take a closer look at the

proposals, and what we can expect.

The proposals

The EU’s big four's proposal for an ‘equalisation tax’ on
turnover would mean that Internet companies like Google,
Apple, Facebook, and Amazon would be taxed wher-
ever they generate revenues rather than where they are
registered.

Atthe moment, the companies can pay minimaltaxesin Europe
thanks to subsidiaries in low tax rate countries like Ireland.
Their profits are currently reported where the subsidiary is
located, even if revenues are generated in other countries.

On the other hand, under the virtual permanent establish-
ment concept advanced by Estonia, companies would be
taxed ‘where the value is created’ rather than where the
companies are registered.

The arguments for and against

At the heart of these proposals is the fact that technol-
ogy has deeply transformed the economy. The goods and
services offered by the Internet giants are varied, which
creates a bigger challenge. Existing tax rules may not be
adequate enough for today’s digital economy.

Inlight of the fastgrowing digitaleconomy, France, Germany,
Italy, and Spain believe that ‘economic efficiency is at stake,
as well as tax fairness and sovereignty'.z While they sup-
port existing initiatives at the G20 and OECD, the four coun-
tries argue that these plans must be complemented, and
express their eagerness to ‘'move ahead quickly’.

On the other hand, countries such as Irelandcz argue that the
proposed equalisation tax, seen only as a short-term fix,
could create an internal rift between member states in favour
of the new proposals, and others who are reluctant to agree.
Itis also argued that the proposals could harm Europe’'s com-
petitiveness and alienate companies away from Europe. The
British chancellor has warned against ‘angering Washington,
which could abandon global tax reform in retaliation..2

Both proposals also carry technical challenges: the equali-
sation tax on revenues could penalise companies that are
making a loss, whereas the concept of virtual permanent
establishment could trigger double-taxation issues.

The Estonian Undersecretary for Tax is more optimistic
about the prospects of the two proposals, and believes that
they are compatible: while the big four's proposal may be
a ‘quick fix’, the Estonian proposal could provide a more
structural solution.z

What'’s next?

Despite the mixed reactions, the European Council aims
to reach a common understanding on new EU-wide rules
by December, after which the European Commission will
draft proposals for 2018, the same period in which an OECD
report for the G20 Finance Ministers’ meeting is expected
(see outline of interim reportt?). Although momentum has
since picked up, whether EU countries will reach common
understanding is still uncertain.

If the divisions persist, European Commission President
Juncker has been clear in supporting a qualified majority
decision: ‘I am also strongly in favour of moving to quali-
fied majority voting for decisions on the common consoli-
dated corporate tax base, on VAT, on fair taxes for the digital
industry and on the financial transaction tax. Europe has to
be able to act quicker and more decisively.[2

If this fails, a procedure leading to enhanced co-operation
can be set in motion..z A dual-speed system would mean
that countries like Ireland could maintain a competitive
advantage by opting out, but this would certainly cause fric-
tion with other member states.

The taxation issue was discussed by EU heads of state
during the Tallinn Digital Summit, on 29 September. In his
Preliminary Conclusions, the Estonian prime minister noted
that EU member states are ‘committed to a global change
of taxation rules and to adapting our own tax systems to
ensure that digitally-generated profits in the European
Union are taxed where value is created'[2

In the long run, the Commission will be pushing for pro-
gress at OECD level. A fundamental reform of interna-
tional tax rules would ensure a better link between how
value is created and where it is taxed. But the Commission
also made it clear, in a 21 September communication, that
Europe should move ahead on its own if there is no global
progress on the issues.[2



http://g8fip1kplyr33r3krz5b97d1.wpengine.netdna-cdn.com/wp-content/uploads/2017/09/170907-joint-initiative-digital-taxation252c-signed-letter-by-4-ministers.pdf
https://www.rte.ie/news/2017/0916/905202-donohoe-eu-tax-plan/
https://www.theguardian.com/politics/2017/sep/16/eu-leaders-pledge-action-tax-rise-google-facebook
https://www.euractiv.com/section/economy-jobs/news/estonia-pushes-fair-taxation-plan-for-web-giants-in-europe/
http://www.oecd.org/tax/beps/tax-challenges-digital-economy-draft-outline-2018-interim-report.pdf
http://europa.eu/rapid/press-release_SPEECH-17-3165_en.htm
http://eur-lex.europa.eu/summary/glossary/enhanced_cooperation.html
https://www.eu2017.ee/sites/default/files/inline-files/Preliminary%20Conclusions%20of%20the%20Prime%20Minister%20of%20Estonia.pdf
https://ec.europa.eu/taxation_customs/sites/taxation/files/1_en_act_part1_v10_en.pdf
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DIGITAL POLICY ON THE AGENDA OF THE UN GENERAL ASSEMBLY

Leveraging the benefits of new technologies, and combatting cybercrime and violent extremism were two of
the main digital policy issues raised by world leaders during the annual debate in New York to mark the start

of the 72nd session of the UN General Assembly.

Dealing with the challenges of digitalisation and
artificial intelligence

Referring to the implications of Al, UN Secretary-General,
Antdnio Guterres, said that neither governments nor inter-
national organisations are able to cope with the challenges
on their own. New strategic thinking, ethical reflections,
and regulations are needed, and the UN can act as a forum
in which member states, the civil society, companies, and
academia can work together to pave the way.

Several countries - including Greece, Singapore, Serbia,
and Vietnam - highlighted the advantages and challenges
of a digitalised world that is embracing the fourth industrial
revolution. The UN could play a role in facilitating ‘a trans-
formation towards the age of digital economy’ (Croatia), and
in dealing with the economic disruptions caused by digi-
tal technologies (Singapore). The impact of digitalisation,
Internet access, and sustainable development needs to be
dealt with hand in hand, noted Switzerland, which invited
countries to discuss such issues at the upcoming IGF meet-
ing on 18-21 December, in Geneva.

Cybersecurity concerns and state behaviour in
cyberspace

A greater dependence on digital services has resulted in
greater vulnerabilities in cyberspace, noted Estonia. While
digital progress cannot be stopped, countries need to con-
tinue their work on analysing how international law applies
to the use of ICT.

‘Cybersecurity has become a source of deep insecurity, noted
India, while Uruguay said that cyber-attacks represent one
area where compromise in the international community is
necessary. UN Secretary-General spoke about cyberwar as a
‘reality’ capable of affecting the relations between states and
destructing structures and systems of the modern society.

Russia spoke against the militarisation of the digital
space, which should not be transformed into ‘an arena of

politico-military confrontations’ or ‘an instrument of pres-
sure or economic danger’. The country called on the UN
to focus on the elaboration of rules for responsible state
behaviour in the digital sphere. Cuba referred to interna-
tional treaties that can ‘regulate co-operation in order to
achieve a safe cyberspace’.

Addressing cybercrime

Cybercrime is one of the main problems confronting
today’s world. Several countries reinforced the need for
international co-operation in dealing with the dangers of
cybercrime (Nigeria, Netherlands). Estonia made an appeal
to UN members to accede to the Council of Europe (CoE)
Convention on Cybercrime.

Russia noted that it had drafted a universal convention on
countering cybercrime, which also deals with hacking. The
country proposed that UN member states start discussing
the draft convention during the current UNGA session.

Offline human rights must also be protected online

Estonia underlined the need to ensure that the same rights
that people have offline are also protected online, and
Georgia spoke about the inclusion of the right to access the
Internet in its recently revised constitution. Uzbekistan pro-
posed a UN International Convention on the rights of youth,
while Jamaica referred to the protection of children from
online abuse.

What is not said often matters equally or more than what is
said. A few ‘silences’ were noticeable. Unlike in the previous
year, Brazil did not make any reference to digital issues.
Given Brazil's prominent role in digital policy, this was an
interesting development. The USA referred briefly to the
fact that ‘new forms of aggression exploit technology to
menace our citizens'.

View our map of countries and the references to digital policy,
on our dedicated space.[”
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Artificial intelligence is the hot topic of the moment. Discussions on its applications and implications are full
of new concepts and jargon, and developments are faced-paced. Are you keeping abreast? Try our crossword
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puzzle to find out, and visit our dedicated space to read about the policy developments.z
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Ensuring that Al algorithms function in a transparent
and _______ way is important in dealing with challenges
related to Al algorithms possibly making unfair and dis-

Down

1

A country which has recently set up a task force to under-
stand how to leverage Al for the benefit of its economy and
workforce. (5)

criminatory decisions. (11) 2 AnAsian country which plans to become a world leader in

6 Germanyissued a set of guidelines for the programming of Al by 2030. (5)
automated _______ systems, ‘in the case of unavoidable 4 International movement that aims to enhance human intel-
accidents, any qualification of people according to per- lect and physiology by using artificial intelligence and
sonal characteristics... is not permitted.’ (7) other advanced technologies. (13)

8  Anew Group of Governmental Experts willmeetinGeneva 5  One of the challenges that regulators need to address con-
in November, to discuss questions related to emerging cernthe ____status of Al machines: should they be treated
technologies in the area of lethal _______ weapons. (10) as natural persons, legal persons, objects, etc.? (5)

12 As Al systems work with considerably large amounts of 7 Qrganisation whose ‘2017 Global Internet Report’ describe
data, there are concerns about ____ and data protection. (7) Al and the Internet of Things as drivers of change. (8,7)

13 Family name of Tesla’s CEO, who has been warning us about 9 learning’ is an area of computer science that
the dangers of artificial intelligence developments. (4) gives computers the ability to learn without being explicitly

14 A company that has started testing self-driving cars. (4) programmed (Arthur Samuel). (7)

16 The Institute of Electrical and Electronics Engineers (IEEE) 10 ‘Whoever becomes the leader in [Al] will become the ruler
launched a Global Initiative for _____ Considerations in of the world’, said the presidentof _______

Artificial Intelligence and Autonomous Systems. (7) 11 Main character in a 19th century book, written in Geneva,

18 Internet company which has recently opened its fourth Al which deals with an artificially created human being. (12)
research lab, in Canada. (8) 15 The name of a Google-initiated start-up which launched

19 Auniversalbasic______ is seen by some as a way to com- Conversation Al, a tool aimed to automatically detect hate
pensate the workforce for jobs they might lose because of speech online. (6)

Al and automation. (6) 17 Advancements in Al lead to concerns about disruptions in

20 Alisone of t(he)main drivers of the so-called fourth indus- Eh)e _______ market, as some jobs may become obsolete.
trial .(10 6

anoge L1 ‘MesBIr G ‘ulaysuayuelq || ‘eISSny QL ‘QUIYoely 6 ‘A18100S 1auJaiu| £ ebaT G ‘wisiuewnysued] 4 ‘euly) g ‘elpuj | :umoq
‘UOIJN|OARY T ‘DWODU| gL Y00qade 81 ‘1B1YIT 91 Jadn L “MSNN €1 ‘A2BALI4 Z| ‘Snowouoiny g ‘BulALI] § ‘91JBIUN0JY € iSS04dY

,
D

-

Subscribe to GIP Digital Watch updates at https://dig.watch



http://dig.watch
https://dig.watch/trends/artificial-intelligence

