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Microsoft has called for a Digital Geneva Convention,  outlining six aims, and calling on both governments 
and the private sector to do more in the area of cybersecurity. In a similar, unrelated post, an Indiana Univer-
sity professor asks whether cybersecurity should be a human right.  Both posts emphasise the involvement 
of International and Digital Geneva as a centre for UN efforts to ensure global cybersecurity.

A new global multistakeholder body – the Global Commission on the Stability of Cyberspace – was launched 
during the Munich Security Conference. It is tasked with developing proposals for norms and policy initiatives 
to improve the stability and security of cyberspace.

At the South Asian Speakers’ Summit on Achieving the Sustainable Development Goals,  speakers of parlia-
ments from South Asian countries adopted the Indore Declaration,  which outlines a series of recommenda-
tions on how parliaments can contribute to the implementation of the sustainable development goals (SDGs). 

Technology industry body techUK called on G20 countries to prioritise innovation and digital technologies as 
key towards achieving the UN SDGs, and presented a series of recommendations.  GSMA and the UN Foun-
dation launched the initiative Big Data for Social Good to accelerate the mobile industry’s input to achieving 
the SDG.

The US delegate to the UN GGE has suggested that the group focuses on operationalising existing norms,  
i.e, on ensuring that already-defined norms are implemented. 

The second edition of the Tallinn Manual, which describes the international law applicable to state actions in 
cyberspace, was published in February.

Uber announced that it will suspend its services in Taiwan, after authorities ruled that operating as an Inter-
net-based platform was illegal.

A Brazilian labour court ruled that an Uber driver is an employee of the company and is entitled to workers’ 
benefits.  

Malta has proposed that Europe should become the Bitcoin continent. ‘The rise of crypto currencies can be 
slowed… but cannot be stopped.’

The continuing Internet ban in English-speaking areas of Cameroon is paralysing banks and affecting the econ-
omy.  The UN Special Rapporteur on freedom of expression urged the government to restore the services.

Facebook and Google are co-operating with French news organisations to minimise the risk of fake news 
affecting France’s upcoming presidential election.  Internet companies are introducing fact-checking tools.

 Ireland’s Data Protection Commissioner is challenging Facebook’s model contracts, a legal arrangement un-
der which the data of EU citizens is transferred across the Atlantic.  

Comments made by the Secretary of the US Department of Homeland Security suggested that the depart-
ment could require non-US travellers on their way to the US to disclose passwords to their social media 
accounts as a condition of entering the country.  A coalition of human rights and civil liberties organisations 
expressed concern.
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https://blogs.microsoft.com/on-the-issues/2017/02/14/need-digital-geneva-convention/#sm.001vmxlx4fckfcd11ci132tpwpta8
http://siouxcityjournal.com/opinion/columnists/should-cybersecurity-be-a-human-right/article_65133022-b9a2-58cf-9ca4-d5713bba8ce9.html
https://cyberstability.org/
http://www.ipu.org/splz-e/indore17.htm
http://www.ipu.org/splz-e/indore17/declaration.pdf
http://www.techuk.org/insights/news/item/10256-techuk-urges-g20-countries-to-prioritise-digital-technologies-and-innovation
http://www.gsma.com/newsroom/press-release/gsma-launches-big-data-for-social-good
http://siouxcityjournal.com/opinion/columnists/should-cybersecurity-be-a-human-right/article_65133022-b9a2-58cf-9ca4-d5713bba8ce9.html
https://ccdcoe.org/tallinn-manual-20-international-law-applicable-cyber-operations-be-launched.html
http://www.reuters.com/article/us-taiwan-uber-idUSKBN15H0DO
http://www.reuters.com/article/us-uber-tech-brazil-labor-idUSKBN15T2OC
http://meusac.gov.mt/newsdetails?ns=2507
http://www.dw.com/en/cameroons-anglophone-regions-suffer-under-internet-ban/a-37365883
http://mareeg.com/un-expert-urges-cameroon-to-restore-internet-services-cut-off-in-rights-violation/
http://uk.reuters.com/article/uk-france-election-facebook-idUKKBN15L0QW
http://digitalwatch.giplatform.org/trends/fake-news
http://www.reuters.com/article/us-eu-privacy-facebook-idUSKBN15M1K8
https://www.theatlantic.com/technology/archive/2017/02/give-us-your-passwords/516315
https://cdt.org/insight/no-to-dhs-social-media-password-requirement/
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A Philadelphia judge ruled that Google must comply with FBI search warrants, for Gmail messages stored 
outside the USA, as a part of a domestic fraud investigation.  Google will appeal.’

The European Parliament has reached an agreement which will soon allow Europeans to fully use their on-
line subscriptions to digital content when travelling within the EU.  

The Swedish Court of Patent and Market Appeals ordered  an Internet service provider (ISP) to block access 
to The Pirate Bay and Swedish streaming portal Swefilmer.  In the UK, Google and Microsoft reached an 
agreement with the UK government and the creative industry to limit pirated films and music online.

ICANN proceeded with the delegation of the .africa top-level domain (gTLD),  after a decision by a California 
Superior Court.  

The race to deploy 5G in the market has sped up. The ITU has agreed the minimum network requirements of 
5G networks,  while Verizon announced a commercial pilot 5G deployment by mid-2017.

An overview of the status of Internet Protocol (IP) address space in 2016, published by APNIC’s Chief Scientist, 
shows that the number of individual allocations of IPv6 addresses rose by some 20% in 2016 compared to 
2015.  

Cisco’s 2017 Annual Cybersecurity Report suggests that spam accounted for 65% of the total e-mail volume in 
2016,  and that the volume of spam last year is close to the record levels seen in 2010. 

The US Federal Communications Commission (FCC) has set aside  its January 2017 report on zero-rating practic-
es,  which had concluded that zero-rating services offered by AT&T and Verizon presented risks to consumers 
and competition.

Chinese company Alibaba is considering providing free Internet in India and is currently in negotiations with 
telecom operators and WiFi providers in the country.  It remains to be seen what kind of Internet services the 
company will provide.

AT&T, IBM, Nokia, Palo Alto Networks, Symantec, and Trustsonic have formed the IoT Cybersecurity Alliance, 
aiming to ‘help customers address IoT cybersecurity challenges, demystify Internet of Things (IoT) security, 
and share best practices’.  A report on The Internet of Evil Things  shows that connected devices will be a 
major security issue in 2017. 

According to the GSMA  and Machina Research,  Low Power Wide Area (LPWA) connections are set to 
exceed 2G, 3G, and 4G and become the leading technology for the IoT, with 1.4 billion connections by 2022. 

The application of drones for different services continues to grow, as Dubai plans to introduce flying drone 
taxi services next July.
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http://digitalwatch.giplatform.org/briefings
https://www.washingtonpost.com/news/volokh-conspiracy/wp-content/uploads/sites/14/2017/02/Opinion.pdf?tid=a_inl
https://www.theguardian.com/technology/2016/jul/14/microsoft-emails-court-ruling-us-government
http://europa.eu/rapid/press-release_IP-17-225_en.htm
http://www.patentochmarknadsoverdomstolen.se/Domstolar/pmod/2017/PMT%2011706-15%20Dom%202017-02-13.pdf
http://www.jurist.org/paperchase/2017/02/sweden-appeals-court-orders-internet-provider-to-block-access-to-file-sharing-site-the-pirate-bay-.php
http://www.telegraph.co.uk/technology/2017/02/20/google-microsoft-agree-anti-piracy-code-crackdown-illegal-downloads/
https://www.icann.org/news/announcement-3-2017-02-09-en
https://www.icann.org/resources/pages/dca-v-icann-2016-01-26-en
https://www.itu.int/en/mediacentre/Pages/2017-PR04.aspx
http://www.verizon.com/about/news/verizon-deliver-5g-service-pilot-customers-11-markets-across-us-mid-2017
https://blog.apnic.net/2017/02/02/addressing-in-2016/
http://www.cisco.com/c/dam/m/digital/en_us/Cisco_Annual_Cybersecurity_Report_2017.pdf
http://transition.fcc.gov/Daily_Releases/Daily_Business/2017/db0203/DA-17-127A1.pdf
https://digitalwatch.giplatform.org/updates/us-federal-communications-commission-concerned-about-atts-and-verizons-zero-rating-services
http://www.businessinsider.in/exclusive-alibaba-in-talks-with-telecom-operators-to-provide-free-internet-in-india/articleshow/57002157.cms
http://about.att.com/story/iot_cybersecurity_alliance.html
https://www.pwnieexpress.com/hubfs/2017InternetOfEvilThings.pdf?utm_campaign=IoET+2017&utm_source=hs_automation&utm_medium=email&utm_content=42452447
http://www.gsma.com/newsroom/press-release/low-power-wide-area-networks-lead-iot-connections-2022/
https://machinaresearch.com/news/machina-research-iot-predictions-2017/
https://techcrunch.com/2017/02/14/dubai-plans-to-introduce-flying-drone-taxis-as-early-as-this-summer/?ncid=rss

